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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q23-Q28):

NEW QUESTION # 23
Which law includes a provision permitting the wiretapping of VoIP calls?

A. Stored Communications Act

B. Electronic Communications Privacy Act (ECPA)

C. Health Insurance Portability and Accountability Act (HIPAA)
D. Communications Assistance to Law Enforcement Act (CALEA)

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Commumications Assistance to Law Enforcement Act (CALEA) mandates telecommunications carriers to assist law
enforcement in executing authorized wiretaps, including on Voice over IP (VoIP) calls, ensuring lawful interception capabilities.
* CALEA requires built-in surveillance capabilities in communications systers.

* ]t balances privacy rights with law enforcement needs.

Reference:CALEA is cited in digital forensics and cybersecurity standards relating to lawful interception capabilities.

NEW QUESTION # 24

A company has identified that a hacker has modified files on one of the company's computers. The IT department has collected the
storage media from the hacked computer.

Which evidence should be obtained from the storage media to identify which files were modified?

A. File timestamps

B. Private IP addresses

C. Public IP addresses

D. Operating system version

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

File timestamps, including creation time, last modified time, and last accessed time, are fndamental metadata attributes stored with
each file on a file system When files are modified, these timestamps usually update, providing direct evidence about when changes
occurred. Examining file timestamps helps forensic investigators identify which files were altered and estimate the time of
unauthorized activity.

* TP addresses (private or public) are network-related evidence, not stored on the storage media's files directly.

* Operating system version is system information but does not help identify specific file modifications.

* Analysis of file timestamps is a standard forensic technique endorsed by NIST SP 800-86 (Guide to Integrating Forensic
Techniques mto Incident Response) for determmning file activity and changes on digital media.

NEW QUESTION # 25
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Where does Windows store passwords for local user accounts?

A. HKLM\SOFTWAREWMicrosoft\ Windows NT\CurrentVersion\NetworkList\Profiles

B. Security file in Windows\System32

C. HKEY_LOCAL MACHINE\SOFTWAREWMicrosof\WZCSVC\Parameters\Interfaces
D. SAM file in Windows\System32

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Windows stores the hashes of local user account passwords in the SAM (Security Account Manager) file, which is located in
theWindows\System32\configdirectory. This file is a critical component in the Windows security infrastructure.

* The registry paths in A and B refer to network profiles and wireless configuration data, unrelated to password storage.

* The "Security” file also resides in theSystem32\configfolder but stores security policy data rather than password hashes.

* The SAM file stores password hashes and is targeted in forensic investigations for credential recovery.

Reference:Microsoft technical documentation and NIST digital forensics standards explain that the SAM file is the definitive source
for local user password hashes in Windows systemns.

NEW QUESTION # 26

A victim of Internet fraud fell for an online offer after using a search engine to find a deal on an expensive software purchase. Once
the victim learned about the fraud, he contacted a forensic investigator for help.

Which digital evidence should the mvestigator collect?

A. Whois records
B. Virus signatures
C. Email headers
D. Computer logs

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

In Internet fraud mvestigations, computer logs are critical because they provide a record of user activity, including browsing history,
downloads, and system events. These logs can help establish a timeline, identify malicious access, and confirm fraudulent
transactions.

* Computer logs may include browser history, system event logs, and application logs that document the victimi's interaction with the
fraudulent offer.

* Whois records help identify domain registration details but are secondary evidence.

* Email headers are relevant if communication via email was part of the fraud but less critical than logs that show direct interaction.

* Virus signatures are used in malware mvestigations, not directly relevant to fraud evidence collection.

Reference:According to guidelines by the International Journal of Digital Crime and Forensics and the SANS Institute, capturing logs
is essential in building a case for Internet fraud as it provides objective data about the victim's system and activities.

NEW QUESTION # 27
Which law requires both parties to consent to the recording of a conversation?

A. Stored Communications Act

B. Health Insurance Portability and Accountability Act (HIPAA)
C. Wiretap Act

D. Electronic Communications Privacy Act (ECPA)

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Electronic Communications Privacy Act (ECPA) regulates interception and recording of electronic communications and
generally requires the consent of both parties involved in a conversation for legal recordings.

* This consent requirement protects privacy rights during investigations.



* Non-compliance can lead to evidence being inadmissible or legal penalties.
Reference:ECPA provisions are detailed in legal frameworks governing digital privacy and forensics.

NEW QUESTION # 28
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