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Nutanix NCP-CN Exam Syllabus Topics:

Topic Details

Topic 1

Manage Building an NKP Cluster: This section evaluates the skills of Kubernetes administrators and
platform engineers in customizing and deploying NKP clusters. Candidates must show proficiency in
tailoring cluster configurations to meet specific requirements and deploying Kommander, the management
platform, while applying the appropriate licenses to enable cluster features and management capabilities.
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Topic 2

Perform Day 2 Operations: This part assesses the expertise of site reliability engineers and cluster
operators in ongoing cluster management tasks after deployment. It includes configuring authentication and
authorization mechanisms, setting up logging systems, and implementing cluster backup and recovery
procedures. Candidates also need to demonstrate skills in monitoring cluster performance and health,
configuring autoscaling to handle workload changes, and performing lifecycle management functions such
as upgrades and maintenance.

Topic 3

Conduct NKP Fleet Management: This section tests the abilities of platform administrators and cloud
operations engineers in managing multiple clusters as a fleet. It focuses on configuring workspaces to
organize clusters, deploying workload clusters within these workspaces, and attaching or detaching clusters
as needed. Additionally, candidates must be able to configure projects for workload segmentation and
manage platform applications that support the overall NKP environment.

Topic 4

Prepare the Environment for an NKP Deployment: This section of the exam measures the skills of
infrastructure engineers and cloud administrators and covers the initial setup tasks needed for NKP
deployment. Candidates must demonstrate the ability to seed a private container registry, create a
bootstrap Kubernetes cluster, and determine license tiers suitable for clusters. They also need to prepare a
bastion host for secure access, build machine images or prepare nodes for deployment, and gather all
necessary information to build a cluster on the target cloud or on-premises provider.

>> Latest Braindumps NCP-CN Ppt <<

Nutanix NCP-CN Accurate Test - NCP-CN Examinations Actual Questions
Generally speaking, preparing for the NCP-CN exam is a very hard and even some suffering process. Because time is limited,
sometimes we have to spare time to do other things to review the exam content, which makes the preparation process full of
pressure and anxiety. But from the point of view of customers, our NCP-CN Actual Exam will not let you suffer from this. We have
a high pass rate of our NCP-CN study materials as 98% to 100%. Our NCP-CN learning quiz will be your best choice.

Nutanix Certified Professional - Cloud Native v6.10 Sample Questions (Q16-
Q21):
NEW QUESTION # 16 
A Platform Engineer is attaching existing Kubernetes clusters to NKP, but some of them have network restrictions, so there is a
need to use Secure Tunnel. The Platform Engineer needs to ask the Security Engineer to modify the firewall rules.
What must the firewall rules allow on the attached cluster network?

A. HTTPS (TCP/443)
B. NTP Service (UDP/123)
C. iSCSI (TCP/860 & 3260)
D. Secured LDAP (TCP/636)

Answer: A

Explanation:
The Secure Tunnel feature in NKP relies on HTTPS (TCP port 443) to establish secure, encrypted connections between the
attached cluster and the management cluster, enabling fleet management even in restricted network environments.
Exact extract:
"Secure Tunnel uses TCP/443 (HTTPS) for establishing a secure connection between the attached cluster and NKP." Reference:
Nutanix Kubernetes Platform Administration (NKPA) 6.10 - "Secure Tunnel for Restricted Clusters" NCP-CN 6.10 Study Guide -
"Firewall Rules for Secure Tunnel Connectivity"
=======

NEW QUESTION # 17 
A Platform Engineer has been tasked with building a custom image for the deployment of NKP management and worker nodes. The
engineer needs to ensure that the proper package versions are used when creating these images. The security team has only
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authorized version 1.30.5 of Kubernetes and version 1.7.22 of containerd.
Where should the engineer go to verify that this is the version being used when building the custom image?

A. terraform/vars/default/terraform.tfvars
B. config/pulumi/vars/pulumi.kib.config
C. The custom image's .env file
D. ansible/group_vars/all/defaults.yaml

Answer: D

Explanation:
The Nutanix Kubernetes Platform (NKP) uses the Kubernetes Image Builder (KIB) or Nutanix Image Builder (NIB) to create
custom machine images for NKP management and worker nodes. These images are tailored to include specific versions of
Kubernetes, container runtimes (e.g., containerd), and other dependencies. The NKPA course specifies that KIB relies on Ansible
playbooks to configure the image, and the versions of packages like Kubernetes and containerd are defined in Ansible configuration
files.
The correct location to verify the package versions is ansible/group_vars/all/defaults.yaml. This file contains the default variables used
by Ansible during the image-building process, including the versions of Kubernetes and containerd. For example, it may include
entries like kubernetes_version: 1.30.5 and containerd_version: 1.7.22. The Nutanix Cloud Native (NCP-CN) 6.10 Study Guide
states: "To ensure the correct versions of Kubernetes and containerd are used in KIB, check the ansible/group_vars/all/defaults.yaml
file, which specifies the package versions for the image build." The engineer can review and modify this file to confirm that the
security team's authorized versions (Kubernetes 1.30.5 and containerd 1.7.22) are being used.
Incorrect Options:
* A. config/pulumi/vars/pulumi.kib.config: Pulumi is an infrastructure-as-code tool, but it is not used by KIB for specifying package
versions. The NKPA course does not reference this file.
* B. terraform/vars/default/terraform.tfvars: Terraform is used for infrastructure provisioning, not for defining software versions in
KIB images.
* D. The custom image's .env file: KIB does not use a .env file for version configuration; Ansible variables are used instead.
:
Nutanix Kubernetes Platform Administration (NKPA) Course, Section on Image Building.
Nutanix Cloud Native (NCP-CN) 6.10 Study Guide, Chapter on NKP Deployment Prerequisites.
Nutanix Cloud Bible, NutanixKubernetesPlatform Section: https://www.nutanixbible.com Kubernetes Image Builder Documentation:
https://image-builder.sigs.k8s.io

NEW QUESTION # 18 
A developer asked a Platform Engineer to review a deployment in the cluster called iot-1 in the workspace iot-plant-3, but the
engineer does not have the kubeconfig file. Which command is valid for generating the kubeconfig file to review the Kubernetes
cluster?

A. kubectl get secret iot-1 -n kommander > iot-1.conf
B. kubectl get kubeconfig --cluster-name=iot-1 -w iot-plant-3 > iot-1.conf
C. nkp get configmaps -n iot-plant-3 -c iot-1 > iot-1.conf
D. nkp get kubeconfig -c iot-1 -w iot-plant-3 > iot-1.conf

Answer: D

NEW QUESTION # 19 
An administrator has experienced issues with an NKP-managed workload cluster and has been tasked with deploying NKP Insights
in order to:
* Resolve common anomalies
* Check security issues
* Verify whether workloads follow best practicesUpon trying to enable NKP Insights, the cluster that needs to be chosen is grayed
out.Which missing prerequisite should be enabled?

A. Velero
B. Cert-manager
C. Nutanix Objects
D. Rook Ceph



Answer: B

Explanation:
As per the NKPA 6.10 documentation under "NKP Insights Prerequisites", one of the essential requirements for deploying NKP
Insights is that cert-manager is installed and properly configured in the target workload cluster. Cert-manager provides the necessary
certificates for secure communication and observability between the cluster components and the NKP Insights platform.
The documentation specifies:
"NKP Insights requires cert-manager to be installed on the target workload cluster. If cert-manager is not enabled, the cluster will be
shown as unavailable (grayed out) for NKP Insights deployment." Without cert-manager, the Insights operator cannot validate or
securely deploy its components, resulting in the cluster being unavailable for selection during the Insights enablement process.
Reference:
Nutanix Kubernetes Platform Administration (NKPA) 6.10 - "Deploying NKP Insights" NCP-CN 6.10 Study Guide - "Cert-
manager as a Prerequisite for NKP Insights"

NEW QUESTION # 20 
At a national defense company, protecting sensitive data is their top priority. With the increase in cyber- attacks, they have decided
to implement an air-gapped Kubernetes environment to manage their critical applications, ensuring that no information could leak to
the outside. The Kubernetes environment has three clusters deployed for their applications with centralized management. What type
of licensing is required to enable this environment?

A. NKP Starter
B. NKP UI
C. NKP Pro
D. NKP Ultimate

Answer: D

Explanation:
The NKPA course specifies that air-gapped deployments and centralized fleet management of multiple clusters are advanced
features of NKP, requiring the NKP Ultimate license tier. The Ultimate tier includes support for air-gapped environments (via Air-
Gapped Bundles) and fleet management capabilities, such as attaching and managing multiple clusters under a single management
plane, which is critical for the national defense company's scenario.
The Nutanix Cloud Native (NCP-CN) 6.10 Study Guide states: "The NKP Ultimate license tier is required for air-gapped
deployments and centralized management of multiple Kubernetes clusters, providing the necessary tools for secure, isolated
environments." This ensures the company can deploy and manage their three clusters in an air-gapped setup while maintaining strict
data security.
Incorrect Options:
* A. NKP Starter: The Starter tier lacks air-gapped and fleet management features.
* C. NKP Pro: The Pro tier may support some advanced features but not air-gapped deployments or full fleet management.
* D. NKP UI: This is not a license tier; it's a UI component of NKP.
:
Nutanix Kubernetes Platform Administration (NKPA) Course, Section on Licensing and Fleet Management.
Nutanix Cloud Native (NCP-CN) 6.10 Study Guide, Chapter on Air-Gapped Deployments.
Nutanix Cloud Bible, NutanixKubernetesPlatform Section: https://www.nutanixbible.com

NEW QUESTION # 21
......

With the help of our NCP-CN study guide, you can adjust yourself to the exam speed and stay alert according to the time-keeper
that we set on our NCP-CN training materials. Therefore, you can trust on our NCP-CN exam materials for this effective simulation
function will eventually improve your efficiency and assist you to succeed in the NCP-CN Exam. And we believe you will pass the
NCP-CN exam just like the other people!
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