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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

Topic 1
Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the
SD-WAN infrastructure.

Topic 2
Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing
branch configurations and utilizing overlay templates to streamline network management.

Topic 3
SD-WAN Configuration: This section of the exam measures the skills of network engineers and covers
configuring a basic SD-WAN setup. Candidates are expected to demonstrate their ability to define SD-
WAN members and zones effectively, ensuring foundational network segmentation and management.

Topic 4

Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec
topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using IPsec technologies.
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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q12-Q17):
NEW QUESTION # 12 
Refer to the exhibits. The exhibits show the source NAT (SNAT) global setting. port2 interface settings, and the routing table on
FortiGate.
The administrator increases the member priority on port2 to 20. Upon configuration changes and the receipt of new packets, which
two actions does FortiGate perform on existing sessions established over port2? (Choose two.)

A. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.
B. FortiGate flags the sessions as dirty.
C. FortiGate continues routing all existing sessions over port2.
D. FortiGate updates the gateway information of the sessions with SNAT so that they use port1 instead of port2.
E. FortiGate routes only new sessions over port2.



Answer: B,D

Explanation:
With set snat-route-change enable, FortiGate updates SNAT sessions' egress interface and gateway if a better route becomes
available (e.g., port1 after priority change).
The sessions are flagged as dirty, meaning their routing and SNAT details are refreshed upon new traffic matching the session.

NEW QUESTION # 13 
Refer to the exhibit.



The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate device.
The administrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook.



Based on the exhibits, which two statements are correct? (Choose two.)

A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3,
HQ_T1.
B. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the traffic to
headquarters.
C. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through port2.
D. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ_T1.
HQ_T2. HQ_T3.

Answer: C,D

Explanation:
Application-based SD-WAN rules enable intelligent traffic steering. The guide specifies:
"If a flow is identified as belonging to a defined application category (such as social media), FortiGate will match it to the
corresponding service rule (rule 2) and route it through the specified interface, such as port2.
However, if the application is not recognized during the session setup, the system defaults to load balancing the traffic using the
available tunnels according to the policy for unclassified traffic, ensuring continuous connectivity while waiting for application
classification." This guarantees both performance and resilience.

NEW QUESTION # 14 
Refer to the exhibit, which shows the SD-WAN rule status and configuration.

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUB1-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
B. When HUB1-VPN3 has a latency of 90 ms
C. When HUB1-VPN1 has a latency of 200 ms
D. When HUB1-VPN3 has a latency of 80 ms

Answer: C

Explanation:
The rule is in priority mode with HUB1-VPN1 (seq 4) as the first preferred member, HUB1-VPN2 second, and HUB1-VPN3



third. Latency itself does not cause HUB1-VPN3 to become preferred unless a higher- priority member fails SLA. If HUB1-
VPN1's latency exceeds the SLA threshold (here simulated by latency reaching 200 ms), FortiGate stops using it and moves down
the priority list. That is when HUB1-VPN3 could become the active path.

NEW QUESTION # 15 
Refer to the exhibits. The interface details, static route configuration, and firewall policies on the managed FortiGate device are
shown.
You want to configure a new SD-WAN zone, named Underlay, that contains the interfaces port1 and port2.
What must be your first action?

A. Define port1 as an SD-WAN member.
B. Delete the static routes.
C. Delete the firewall policies.
D. Delete the SD-WAN Zone Test.

Answer: D



Explanation:
In the exhibits, port2 is already assigned to the SD-WAN zone named Test. An interface can only belong to a single SD-WAN
zone, so before you can add both port1 and port2 into the new SD- WAN zone Underlay, you must first delete the SD-WAN Zone
Test to free port2.

NEW QUESTION # 16 
Refer to the exhibit.

You configure SD-WAN on a standalone FortiGate device. You want to create an SD-WAN rule that steers Facebook and
Linkedin traffic through the less costly internet link. The FortiGate GUI page appears as shown in the exhibit.
What should you do to set Facebook and LinkedIn as destinations?

A. Enable the applications as destinations of the SD-WAN rule feature visibility.
B. In the Internet service field, select Facebook and LinkedIn.
C. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.
D. Install a license to allow applications as destinations of SD-WAN rules.

Answer: B

Explanation:
In an SD-WAN rule, you can steer application traffic by using Internet Service Database (ISDB) entries.
Facebook and LinkedIn are predefined ISDB objects in FortiGate, so the correct way is to select them in the Internet service field
under Destination. This ensures that all traffic to these applications is matched and routed through the chosen (less costly) link.

NEW QUESTION # 17
......
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