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Fortinet FCSS - SD-WAN 7.4 Architect Sample Questions (Q12-Q17):

NEW QUESTION # 12

Refer to the exhibits. The exhibits show the source NAT (SNAT) global setting, port2 interface settings, and the routing table on
FortiGate.

The administrator increases the member priority on port2 to 20. Upon configuration changes and the receipt of new packets, which
two actions does FortiGate perform on existing sessions established over port2? (Choose two.)

Global System conﬁgﬁﬁﬁﬁ TINET

config system global
set snat-route-change enable
end

Interface port2 configuration

config system interface

[...]

edat (Mpoert2”
set vdom “root”
set mode dhcp
set type physical
set snmp-index 2

next

[...]
Routing Table on FortiGate =" TINET

branch1_fgt # get router info routing-table all
Codes: K - kernel, C — connected, S - static, R - RIP, B - BGP
O — OSPF, IA — OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 —OSPFE external type 2
I =IS-S, L1 - 1S-1S level-1, L2 - 1SS level-2, ia — IS-IS inter area
* — candidate default

Routing table for VRF=0
S* 0.0.0.0/0[1/0] via 192.2.0.2, port2, [1/0]
[1/0] via 192.2.0.10, port1, [10/0]

A. FortiGate flags the SNAT session as dirty only if the administrator has assigned an IP pool to the firewall policies with
NAT.

B. FortiGate flags the sessions as dirty.

C. FortiGate continues routing all existing sessions over port2.

D. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

E. FortiGate routes only new sessions over port2.



Answer: B,D

Explanation:

With set snat-route-change enable, FortiGate updates SNAT sessions' egress interface and gateway if a better route becomes
available (e.g., portl after priority change).

The sessions are flagged as dirty, meaning their routing and SNAT details are refreshed upon new traffic matching the session.

NEW QUESTION # 13
Refer to the exhibit.



Diagnose output

fgr_1 ¢ diagnose

3ys adwan serviced

Service(l): Address Mode (IFVE)
Tie break: cig

Shortcut priority: 2
Gen(l), TOS(0x0/0x0), Pro

link-cost-factor(latency),
Members(2):

flage=0x4200 uvse-shortcut-s2la use-shortcut

tocol (0) 1 sre(l->€5535) :dat (1->65515), Mode (priority),
link-cost-threshold(10), heath-check(Corp_HC)

11 Seq_num(2 portl underlay), alive, latency: 0.%06, selected
i Seq_numil portl underlay), alive, latency: 1.07%, salected
Application Controlid): Microsoft.Portal (414€5,0) Buainess(0,25%)
Src address(l):

10.0.1.0-10.0.1.25%

Service(2): Address Modea (IFVi)
Tie break: cfg
Shorteut priority: 2

Gen(l), TOS(0x0/0x0),
Mambers(l):

flaga=0x4200 use-shortcut-sla use-shorteu

5

Protocol (D) : arc(l->65535) 1det

mein

l1: Seq_num(2 port2 underlay), alive, —-=

I’-‘!ﬁﬁE

st (0,12

s&lected
Application Control(2): Social.Media(0,23) General.Intere
Src addreasa(l):

10.0.1.0-10.0.1.25%

Service(l): Address Mode (IFVH) flage=0x4200 use-shortcut-sla use-short
Tie break: cig

Shortcut priority: 2

Gen(l), TOS{0x0/0x0), Protocol(l):

link-coat-factor (latency), link-
Membors(2):

src(l->&55
coat-thre

13 Seq num(2 portl underl

4t Seq num(l port

gl .rnp

T Address Mode (IFV4)
¢ break: ciyg
Shortcut priority: 2
Gen(l), TOS(0x0/0x0),

Prot
Membara(l):

oCo

10.0.1.0-10.0,1.255

Service (}): Address Mode (IFV4)
Tis break: ciyg
Shorteut priority: 2
Gen(l), TOS(OxD/0x0),

hash-mode=round-robin)
Mexbers(3):

l: Seq_num(4 HO_T1 overlayl,
local cost (0), selected
41 Seq num(5 BQ_T2

overlay).,
local cost(0),

selected
31 Seq num(€ HQ_TI

local cost (D), sslected
Src address(l):

10.0.1.0-10.0.1.285

Dat addreas(l):
0.0.0.0-25%.255,255.255%

1t Seq num(2 port2 underlay), alive

Application Contrel(2): Soclal.Media(0,23) General.Interest(0,12
Src addreas(l):

£l

Protocol (D)3

overlayl, alive, sla(0xl),

}. salected
1.07%, selected

fr

flaga=0x4200 use-shortcut-sla use-shortcut

1{0)s srcil-»€5535) 1dat (1-2655135), Mode (manual)

s Selected

laga=0x4200 use-shortcut-ala use-shortcut

srcil=-»€5535) :det (1->65535), Mode(ala

alive, 3la(0x3), gidi0), cfg_order(0).

alive, sla(Oxd), gid(0). clg_crder(l),

gid(0), clig_orderil),

The exhibit shows output of the command diagnose sys adwan aervice4 collected on a FortiGate device.
The admnistrator wants to know through which interface FortiGate will steer traffic from local users on subnet
10.0.1.0/255.255.255.192 and with a destination of the social media application Facebook



Based on the exhibits, which two statements are correct? (Choose two.)

¢ A. When FortiGate cannot recognize the application of the flow, it steers the traffic through the preferred member of rule 3,
HQ T1.

¢ B. There is no service defined for the Facebook application, so FortiGate appliesservice rule 3 and directs the traffic to
headquarters.

¢ C. FortiGate steers traffic for social media applications according to the service rule 2 and steers traffic through port2.

¢ D. When FortiGate cannot recognize the application of the flow, it load balances the traffic through the tunnels HQ_TI.
HQ T2.HQ T3.

Answer: C,D

Explanation:

Application-based SD-WAN rules enable intelligent traffic steering. The guide specifies:

"Ifa flow is identified as belonging to a defined application category (such as social media), FortiGate will match it to the
corresponding service rule (rule 2) and route it through the specified nterface, such as port2.

However, if the application is not recognized during the session setup, the system defauilts to load balancing the traffic using the
available tunnels according to the policy for unclassified traffic, ensuring continuous connectivity while waiting for application
classification." This guarantees both performance and resilience.

NEW QUESTION # 14
Refer to the exhibit, which shows the SD-WAN rule status and configuration.

SD-WAN rule status and configuration

branchl fgt # diagnose sys sdwan serviced 3

Service(3): Address Mode (IPV4) flags=0x4200 use-shortcut-sla use-shortcut
Tie break: cfg
Shortcut priority:2
Gen(43), TOS(0x0/0x0), Protocol(0): src(l->65535):dst (1=2€5535), Mode (priority).
link-cost-factor (packet loss), link-cost-threshold(109, heath-check (HUB1l_HC)
Members (3) :
1: Seq_num(4 HUB1-VPN1 HUB1l), alive, latency: (96.349, selected
2: Seq_num(S5 HUB1-VPN2Z HUB1l), alive, latency: 141.278, selacted
3: Seg_num(€é HUB1-VEN3 HUBLl), alive, latency: 190.9%84, selected
Src address(l):
10.0.1.0-10.0.1.255

Dst address(l):
10.0.0.0-10.255.255.255

branchl_fgt (service) # show
config service
edit 3

o A Z:RTINE
set mode prioraty - .
set dst " PCorp-net”
set src “LAN-net”
set health-check “HUB1l_HC"
set link-cost-factor packet-loss
set link-cost-thresheld 0
set priority-members 4 5 6

Based on the exhibit, which change in the measured latency will first make HUB1-VPN3 the new preferred member?

A. When HUBI-VPN3 has a lower latency than HUB1-VPN1 and HUB1-VPN2
B. When HUB1-VPN3 has a latency of 90 ns

C. When HUBI-VPNT1 has a latency of 200 ns

D. When HUB1-VPN3 has a latency of 80 ms

Answer: C

Explanation:
The rule is in priority mode with HUB1-VPNI1 (seq 4) as the first preferred member, HUB1-VPN2 second, and HUB1-VPN3



third. Latency itself does not cause HUB1-VPN3 to become preferred unless a higher- priority member fails SLA. IfHUBI1-
VPN1's latency exceeds the SLA threshold (here simulated by latency reaching 200 ms), FortiGate stops using it and moves down
the priority list. That is when HUB1-VPN3 could become the active path.

NEW QUESTION # 15
Refer to the exhibits. The interface details, static route configuration, and firewall policies on the managed FortiGate device are
shown.
You want to configure a new SD-WAN zone, named Underlay, that contains the interfaces port1 and port2.
‘What must be your first action?
Interface details

MName = IP/Netmask =

Physical Interface lri-‘eﬂ- e
o [Epor2 Physical Interface gz.f.ﬁ.ﬁsgzts.izljg
= port3 Physical Interface 0.0.0.0/0.0.0.0
o [= portd M Physical Interface 172.16.0.1/255.255.255.248
& ports ™ Physical Interface 10.0.1.254/255.255.255.0
= port6 ™ Physical Interface 0.0407008.0.0.0
= port? B Physical Interface 00.09/0.0.00
= port8 Physicalnterface : 0.0.0.0/0.0.0.0
= port9 # Physicallnterface 0.0.0.0/0.0.00
¥ portiQ Physical Interface 192.168.0.31/255.255.255.0

B & SD-WAN Zone @

& HUB1 & SD-WAN Zone @ HUB1-VPN1 0.0.0.0/0.0.0.0
@ HUB1-VPN2
© HUB1-VPN3
& Test & SD-WAN Zone # port2 0.0.0.0/0.0.00
&virualwan-link 4 SD-WAN Zone 0.0.0.0/0.0.00

Static route details ==RTINET.

Destination ¢ GatewaylP < Interface = Status <

192.168.1.0/24 019220254  [# port1 © Enabled
168.1.1.0/24 192.2.0.4 i port1 © Enabled

Firewall policies on managed FortiGate

Policy From To Source Destination Service
Corp(5 ort1 ort5 4 3 4 £ @HTTP
O p(d)  EPp M p El Corp-net [ LAN-net BHTTPS
[0 DIA(1) % portd ¥ port1 LAN-net all @WALL

e A Define portl as an SD-WAN member.
¢ B. Delete the static routes.

¢ C. Delete the firewall policies.

e D. Delete the SD-WAN Zone Test.

Answer: D



Explanation:

In the exhibits, port2 is already assigned to the SD-WAN zone named Test. An interface can only belong to a single SD-WAN
zone, so before you can add both portl and port2 into the new SD- WAN zone Underlay, you must first delete the SD-WAN Zone
Test to free port2.

NEW QUESTION # 16
Refer to the exhibit.
Settings  Info

Name Social_app

Status ETAIGEE © Disabled

Source

By X
Address EJLAN-net
User group

Destination

Address +

Internet service +

QOutgoing Interfaces

Interface selection strategy (® Manual

Manually assign outgoing members.

— Iz i— .
You configure SD-WAN on a standalone FortiGate device. You want to create an SD-WAN rule that steers Facebook and

Linkedin traffic through the less costly internet link. The FortiGate GUI page appears as shown in the exhibit.
‘What should you do to set Facebook and LinkedIn as destinations?

A. Enable the applications as destinations of the SD-WAN rule feature visibility.

B. In the Internet service field, select Facebook and LinkedIn.

C. You cannot configure applications as destinations of an SD-WAN rule on a standalone FortiGate device.
D. Install a license to allow applications as destinations of SD-WAN rules.

Answer: B

Explanation:

In an SD-WAN rule, you can steer application traffic by using Internet Service Database (ISDB) entries.

Facebook and LinkedIn are predefined ISDB objects in FortiGate, so the correct way is to select them in the Internet service field
under Destination. This ensures that all traffic to these applications is matched and routed through the chosen (less costly) link.

NEW QUESTION # 17
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