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33. Frage
‘Which would be an accurate function(s) description for Archer LDAP Synchronization?

A. Only creates accounts for new users found on the LDAP server

B. Only associates Archer users/groups with domain users/groups

C. Updates user profile data and deactivates accounts based on LDAP changes
D. Norne of'these answer are correct

Antwort: C

Begriindung;

In Archer, the LDAP Synchronization process is a comprehensive identity management tool. According to the Archer Administration
II curriculumy, its primary purpose is to ensure that the Archer user database mirrors the corporate directory (Active
Directory/LDAP). It is not limited to just creating accounts or linking groups; its most critical function is the autormation of the user
lifecycle .

When the sync runs, it checks for changes in the LDAP source. Ifa user's department or email changes in Active Directory, Archer
updates the user profile data accordingly. Most importantly for security, if a user is disabled or removed from the LDAP group/OU
being synced, Archer can automatically deactivate the account (or move it to a "terminated" status) based on the "Missing Person”
configuration in the LDAP setup.

This prevents unauthorized access by former enployees. Options C and D are "Only" statements that describe small portions of the
tool's capability, whereas Option B captures the ongoing maintenance and security synchronization that is the hallmark of the Archer
LDAP service.

34. Frage
How does the pre-built content of the Question Library vary from one organization to another?

A. The pre-built Question Library content is the same for any number of use cases licensed.
B. The pre-built Question Library content depends on the deployment option used.

C. The pre-built Question Library content varies based on the support model selected.

D. The pre-built Question Library content depends on the use cases licensed.

Antwort: D

Begrindung;

The Archer Question Library is a centralized repository of questions used to build questionnaires.

According to the Questionnaires and Assessment Maintenance curriculum, the "Out of the Box" (OOTB) content provided by
Archer is modular. When an organization licenses a specific Use Case (e.g., IT Security Risk Management, Third Party Governance,
or Business Continuity), the relevant question sets for those domains are imported into the library.

For example, an organization that only licenses Third Party Governance will have a Question Library populated with vendor-related
assessments (like SIG or ISO-based questions), but they will not see Business Continuity-specific questions unless that use case is
also licensed. This ensures that the platform remains uncluttered and relevant to the specific business needs of the organization. The
deployment option (On- Premise vs. SaaS) and the support model have no impact on the actual metadata content of the library; it is
strictly driven by the licensed finctional modules.

35. Frage
What should you do if the LDAP status remains QUEUED for an extended period?

A. Ensure the Archer LDAP synchronization service is running
B. Restart the server

C. Check the network connection

D. Reconfigure the LDAP settings

Antwort: A

Begrindung;
In the Archer environment, LDAP synchronization is an asynchronous process managed by the Archer Support Tools and specific



Windows services. When an administrator triggers a manual LDAP sync or a scheduled sync begins, the job is placed into a
processing queue within the Archer database. Ifthe status remains "QUEUED" and never progresses to "IN PROGRESS" or
"COMPLETED," the primary culprit is almost always the underlying service responsible for picking up that task.

As detailed in the Archer Administration II technical troubleshooting modules, the Archer LDAP Synchronization Service (or in
newer versions, the Archer Queuing/Job Engine service) must be in a

"Started" state on the web or application server to process these requests. If the service is stopped, hung, or crashed, the job will sit
in the queue indefinitely. While network connections (Option C) and configuration settings (Option A) are important, they typically
result in an "FAILED" status with an error log rather than a

"QUEUED" status. Restarting the entire server (Option B) is an inefficient "last resort” that doesn't address the specific root cause as
directly as verifying the service status in the Services console.

36. Frage
‘When importing data through the Data Import Wizard, if you choose the Import Type as "Update Existing Records", which of the
following is true?

A. Matching records will be updated and unmatched records will be discarded.

B. A number of the matching records will be updated.

C. Matching records will be discarded and unmatched records will be added as new records.
D. Matching records will be updated and unmatched records will be added as new records.

Antwort: A

Begrindung;

The Data Import Wizard offers three distinct processing modes: "Add New Records," "Update Existing Records," and "Add New
and Update Existing Records." According to the Archer Administration IT curriculum, the "Update Existing Records" mode is highly
restrictive. It is used when an administrator only wants to modify records that already reside in the system

During the import, Archer uses the specified Key Field(s) to find matches between the source file and the target application. Ifa
match is found, the existing record is updated with the new data from the source file.

However, if a row in the source file does not have a corresponding match in Archer, that row is simply ignored and discarded . No
new records are created. This is a safety measure to prevent the accidental creation of "orphan" or duplicate data when the intent is
strictly maintenance of existing content. If an administrator wishes to both update matches and create new records for non-matches,
they must specifically choose the "Add New and Update Existing Records" (Upsert) option.

37. Frage
Which of the following is true about the report content in a Scheduled Report Distribution?

A. Content in the attached report varies based on access rights granted to the recipient.

B. Content in the attached report will be updated in the recipient's inbox with real-time data.

C. Content in the attached report depends on the access rights of the user who created the report.

D. Content in the attached report depends on the access rights of the administrator who built the Scheduled Report
Distribution.

Antwort: D

Begriindung;

Scheduled Report Distributions behave differently than standard "On-Demand" reports. According to the Archer Administration I
curriculum, when a report is scheduled for distribution (e.g., emailed as a PDF or Excel file), the Archer platform must "impersonate”
a user to run the query and generate the file.

The platform uses the security context of the user who configured the Scheduled Report Distribution (typically an admnistrator). This
means that all recipients of the email will see the exact same data-the data that the administrator is authorized to see. This is a critical
security consideration: if an administrator has

"System Administrator” rights and schedules a report for a group of low-privilege users, those users may see sensitive data in the
attachment that they would not be able to see if they logged into Archer directly. Option B is incorrect because the system does not
run a separate query for every individual recipient's unique permissions at the time of the email burst.
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