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CompTIA SY0-701 Exam Syllabus Topics:

Topic Details

Topic 1

Security Program Management and Oversight: Finally, this topic discusses elements of effective security
governance, the risk management process, third-party risk assessment, and management processes.
Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.

Topic 2

Security Operations: This topic delves into applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing
vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses
enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.

Topic 3

Security Architecture: Here, you'll learn about security implications across different architecture models,
applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

Topic 4

Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and
motivations, explaining common threat vectors and attack surfaces, and outlining different types of
vulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.

Topic 5
General Security Concepts: This topic covers various types of security controls, fundamental security
concepts, the importance of change management processes in security, and the significance of using
suitable cryptographic solutions.

CompTIA Security+ Certification Exam Sample Questions (Q725-Q730):
NEW QUESTION # 725 
A program manager wants to ensure contract employees can only use the company's computers Monday through Friday from 9
a.m. to 5 p.m. Which of the following would best enforce this access control?

A. Implementing SAML with federation to the contract employees' authentication server
B. Implementing an OAuth server and then setting least privilege for contract employees
C. Creating a discretionary access policy and setting rule-based access for contract employees
D. Creating a GPO for all contract employees and setting time-of-day log-in restrictions

Answer: D

Explanation:
The most appropriate method is to use aGroup Policy Object (GPO) with time-of-day restrictions (A).
This is a native capability in Windows environments that allows administrators to controlwhen users are allowed to log into domain-
joined systems.
This aligns withDomain 3.1: Given a scenario, apply identity and access management (IAM) concepts, especially under"Access
controls (e.g., time-based restrictions, GPOs, least privilege)."

NEW QUESTION # 726 
Visitors to a secured facility are required to check in with a photo ID and enter the facility through an access control vestibule Which
of the following but describes this form of security control?

A. Technical
B. Physical

https://www.pdfdumps.com/SY0-701-valid-exam.html
https://www.troytecdumps.com/SY0-701-troytec-exam-dumps.html


C. Operational
D. Managerial

Answer: B

Explanation:
A physical security control is a device or mechanism that prevents unauthorized access to a physical location or asset. An access
control vestibule, also known as a mantrap, is a physical security control that consists of a small space with two sets of interlocking
doors, such that the first set of doors must close before the second set opens. This prevents unauthorized individuals from following
authorized individuals into the facility, a practice known as piggybacking or tailgating. A photo ID check is another form of physical
security control that verifies the identity of visitors. Managerial, technical, and operational security controls are not directly related to
physical access, but rather to policies, procedures, systems, and processes that support security objectives. Reference: CompTIA
Security+ Study Guide: Exam SY0-701, 9th Edition, page 341; Mantrap (access control) - Wikipedia2

NEW QUESTION # 727 
Which of the following is most likely associated with introducing vulnerabilities on a corporate network by the deployment of
unapproved software?

A. Script kiddies
B. Competitors
C. Hacktivists
D. Shadow IT

Answer: D

Explanation:
Shadow IT refers to information technology systems used within organizations without explicit organizational approval.

NEW QUESTION # 728 
A vendor needs to remotely and securely transfer files from one server to another using the command line.
Which of the following protocols should be Implemented to allow for this type of access? (Select two).

A. SSH
B. SMTP
C. RDP
D. SNMP
E. SFTP
F. S/MIME

Answer: A,E

Explanation:
Secure Shell (SSH) is a protocol used for secure command-line access to remote systems, while Secure File Transfer Protocol
(SFTP) is an extension of SSH used specifically for securely transferring files. Both SSH and SFTP ensure that data is encrypted
during transmission, protecting it from interception or tampering.
References =
* CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture.
* CompTIA Security+ SY0-601 Study Guide: Chapter on Secure Protocols and Encryption.

NEW QUESTION # 729 
A company's end users are reporting that they are unable to reach external websites. After reviewing the performance data for the
DNS severs, the analyst discovers that the CPU, disk, and memory usage are minimal, but the network interface is flooded with
inbound traffic. Network logs show only a small number of DNS queries sent to this server. Which of the following best describes
what the security analyst is seeing?

A. Concurrent session usage
B. Reflected denial of service
C. Secure DNS cryptographic downgrade



D. On-path resource consumption

Answer: B

Explanation:
A reflected denial of service (RDoS) attack is a type of DDoS attack that uses spoofed source IP addresses to send requests to a
third-party server, which then sends responses to the victim server. The attacker exploits the difference in size between the request
and the response, which can amplify the amount of traffic sent to the victim server. The attacker also hides their identity by using the
victim's IP address as the source. A RDoS attack can target DNS servers by sending forged DNS queries that generate large DNS
responses. This can flood the network interface of the DNS server and prevent it from serving legitimate requests from end users.

NEW QUESTION # 730
......
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