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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q87-Q92):

NEW QUESTION # 87
Refer to the exhibit.

After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection system. The attack exploited a
vulnerability in a business critical, web-based application and violated its availability. Which two migration techniques should the
engineer recommend? (Choose two.)

A. encapsulation

B. data execution prevention

C. address space randomization
D. NOP sled technique

E. heap-based security

Answer: B,C

NEW QUESTION # 88
What are YARA rules based upon?

A. network artifacts
B. IP addresses

C. binary patterns
D. HTML code

Answer: C

Explanation:

YARA rulesare primarily used for malware classification and detection based onbinary pattern matchingwithin files. They describe
sequences of bytes, strings, and other file characteristics found in malicious binaries.

The Cisco CyberOps Associate guide explains:"'YARA rules operate by inspecting binary data using conditions and string matches
to identify specific patterns that indicate known malware samples.".

NEW QUESTION # 89
Which tool is used for reverse engneering malware?

A. Wireshark
B. Ghidra

C. NMAP
D. SNORT

Answer: B

Explanation:

Ghidrais a free and open-source software reverse engineering (SRE) suite developed by the NSA. It includes disassenbly,
decompilation, and debugging tools specifically designed for analyzing malware and other compiled programns.

The Cisco CyberOps guide referencesGhidraas a top tool for reverse engineering binary files during malware analysis tasks, making
it ideal for understanding malicious code behavior at a deeper level.

NEW QUESTION # 90
Which technique is used to evade detection from security products by executing arbitrary code in the address space of a separate
live operation?

A. GPO modification
B. process injection

C. privilege escalation
D. token manipulation



Answer: B

Explanation:

Process injectionis a tactic where malicious code is inserted into the memory space of another process, enabling it to run with the
privileges and context of a legitimate application. The Cisco study guide explains that this method allows malware to "hide in plain
sight" within trusted processes and evade endpoint detection and response (EDR) tools.

It specifically notes:"Process injection techniques allow malware to execute within the memory space of a legitimate process,
avoiding detection and taking advantage of the process's permissions.".

NEW QUESTION # 91

Over the last year, an organization's HR department has accessed data from its legal department on the last day of each month to
create a monthly activity report. An engineer is analyzing suspicious activity alerted by a threat intelligence platform that an authorized
user in the HR department has accessed legal data daily for the last week. The engineer pulled the network data from the legal
department's shared folders and discovered above average-size data dumps. Which threat actor is implied from these artifacts?

A. external exfiltration
B. internal user errors
C. privilege escalation
D. malicious insider

Answer: D

Explanation:

A "malicious insider" is someone within the organization who has authorized access but mtentionally misuses that access to extract or
exfiltrate data. In this case:

* The HR user has legitimate access but deviates from their normal behavior pattern (accessing legal data daily instead of monthly).
* The presence of large data dumps and the alert from a threat intelligence platform suggest intentional misuse rather than accidental
behavior.

According to the Cisco CyberOps Associate guide, insider threats are identified by behavioral anomalies, especially involving
sensitive data access patterns inconsistent with role-based access and historical usage profiles.

NEW QUESTION # 92
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