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(Q13-Q18):

=8 #13
‘Which deployment option allows an administrator to detect intrusions without any modifications to production traffic?

A. Virtual patching

B. Offline IPS

C. Inline IPS and IDS
D. Oftline IDS
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An OT network architect needs to secure control area zones with a single network access policy to provision devices to any number
of different networks. On which device can this be accomplished?

A. FortiNAC
B. FortiGate
C. FortiEDR
D. FortiSwitch

ZX: B
fRRE R

An OT network architect can accomplish the goal of securing control area zones with a single network access policy to provision
devices to any number of different networks on a FortiGate device.

FIRE #15

Refer to the exhibit and analyze the output.

(PH_DEV_MON NET INTF UTIL] : [eventSeverity] =PHL_INFO, [filename] =phPerfJob.cpp,
[lineNumber] =6646, [intfName]= Intel [R] PRO_100 MT Network

Connection, [intfAlias] =, [hostname] =WIN2K8DC, [hostIpAddf) = 192.168.69.6,
[pollIntv] =56, [recvBytes64d] =

44273, [recvBitsPerSec] = 6324.714286m TInIntfUL11l] = 0.000632, [sentBytest6d] =

, [sentBitsPerSec] = 1171
6.285714, [outIntfUutill] 0.001172, [recvPktséd4] = 449, [sentPkts64] = 255,
[inIntfPktErr] = 0, [1nIntfPktErrPct] = 0.000000, [outIntfPktErr] =0,
[outIntfPktExrPct] = 0.000000, [inIntfPktDiscarded® =9, [inIntfPktDiscardedPct] =
‘Which statement about the output is true?

A. This is a sample of an SNMP temperature control event log,
B. This is a sanple of FortiGate interface statistics.

C. This is a sample of a FortiAnalyzer system interface event log,
D. This is a sample ofa PAM event type.

ER: D
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Refer to the exhibit.
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Youneed to configure VPN user access for supervisors at the breach and HQ sites using the same soft FortiToken. Each site has a
FortiGate VPN gateway.
What must you do to achieve this objective?

e A. Younust use a third-party RADIUS OTP server.

¢ B. Younust use a FortiAuthenticator.

e (. Younuwst use the user self-regjstration server.

e D. Younust register the same FortiToken on more than one FortiGate.

X%: B
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As an OT network administrator you are managing three FortiGate devices that each protect different levels on the Purdue model To
increase traffic visibility you are required to implement additional security measures to detect protocols from PLCs Which security
sensor must you implement to detect protocols on the OT network?

A. Application control (AC)

B. Deep packet nspection (DPI)

C. Endpoint Detection and Response (EDR)
D. Intrusion prevention system (IPS)

ER: A
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