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M #86
Refer to the exhibits, which show a firewall policy configuration and a network topology.
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An admmnistrator has configured an inbound SSL mspectlon proﬁle ona Fortﬁate dev1ce (FG-1) that is protecting a data center -
hosting multiple web pages-Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to
Xyz.com?

A. FortiGate will fall-back to the default Fortinet CA_SSL certificate.

B. FortiGate will use the first certificate in the server-cert list-the abc.com certificate

C. FortiGate will reject the connection since no certificate is defined.

D. FortiGate will use the Fortinet CA_Untrusted certificate for the untrusted connection,

Ef: A

fiE L

‘When using inbound SSL inspection, FortiGate needs to present a certificate to the client that matches the requested domain name.
Ifno matching certificate is found in the server-cert list, FortiGate will fall-back to the default Fortinet CA_SSL certificate, which is
self-signed and may trigger a warning on the client browser. Reference:
https:/docs.fortinet.com/document/fortigate/6.4.0/cookbook/10343 7/inbound- sskinspection




A customer asks you to configure ADVPN via two internet underlays. The requirement is that you use one interface with a single IP

The eits show a diag‘ram-of' a requested topo]bgy and the Base IPsec configuration.
address on DC FortiGate.

Refer to the exhibits.

B #87

In this scenario, which feature should be implemented to achieve this requirement?

e B. Use network-overlay id

e C. Use peer-id
e D. Change advpn2 to IKEv1

e A. Use local-id



IEf#: B

A -

A is correct because using network-overlay id allows you to configure multiple ADVPN tunnels on a single interface with a single IP
address on the DC FortiGate. This is explained in the FortiGate Administration Guide under ADVPN > Configuring ADVPN >
Configuring ADVPN on the hub. References: httpsz/docs.

fortinet. com/document/fortigate/7.4.0/administration-guide/978 793/advpnhttps//docs. fortinet. convdocument
/fortigate/7.4.0/administration- guide/978793/advpn/978794/configuring-advpn

httpsy/community. fortinet.com/t5/FortiGate/ Technical- Tip-Use-case-of- Network- Ids-with- ADVPN-shortcut

/ta-p/241025

HM #88
Wh.ch feature must you enable on the BGP neighbors to accomplish this goal?

e A Graceful-restart

¢ B. Determnistic-med
¢ C. Soft-reconfiguration
¢ D. Synchronization

EfE: A

A -

Graceful-restart is a feature that allows BGP neighbors to maintain their routing information during a BGP restart or failover even,
without disrupting traffic forwarding or causing route flaps. Graceful-restart works by allowing a BGP speaker (the restarting router)
to notify its neighbors (the helper routers) that it is about to restart or failover, and request them to preserve their routing information
and forwarding state for a certain period of time (the restart time). The helper routers then mark the routes learned from the
restarting router as stale, but keep them in their routing table and continue forwarding traffic based on them until they receive an end-
of-RIB marker from the restarting router or until the restart time expires. This way, gracefl-restart can mnimize traffic disruption
and routing instability during a BGP restart or failover event. Reference:
https://docs.fortinet.convdocument/fortigate/7.0.0/cookbook/19662/bgp- gracefil-restart

B #89
Refer to the exhibits.



on the FortiGate.

The exhibits show a FortiGate network topology and the output of the status of high availabili
Given this information, which statement is correct?

A. The ethertype values of the HA packets are 0x8890, 0x8891, and 0x8892

B. FGVMEVLQOG33WM3D and FGVMEVGCINHFY14A share a virtual MAC address.
C. The cluster members are on the same network and the IP addresses were statically assigned.
D. The cluster mode can support a maximum of four (4) FortiGate VMs

Ef#: B

fE L

The output of the status of high availability on the FortiGate shows that the cluster mode is active-passive, which means that only one
FortiGate unit is active at a time, while the other unit is in standby mode. The active unit handles all traffic and also sends HA
heartbeat packets to monitor the standby unit. The standby unit becomes active if it stops receiving heartbeat packets from the active
unit, or if it receives a higher priority from another cluster unit. In active-passive mode, all cluster units share a virtual MAC address
for each interface, which is used as the source MAC address for all packets forwarded by the cluster. Reference:
https//docs.fortinet.convdocument/fortigate/6.4.0/cookbook/103439/high-availability-with-two- fortigates

M #90

A retail customer with a FortADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not
able to access their website during a sale event. But for clients that were able to connect, the website works fine.

CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and
the bandwidth utilization is under 30%.

‘Which two options can resolve this situation? (Choose two.)

A. Disable SSL between the FortiADC and the web servers

B. Add more web servers to the real server poof

C. Change the persistence rule to LB_PERSIS_SSL._SESSJD.
D. Add a connection-pool to the FortiADC virtual server



IE%: B\ D

A -

Option B: Adding more web servers to the real server pool will increase the overall capacity of the load balancer, which should help
to resolve the issue of users not being able to access the website.

Option D: Adding a connection-pool to the FortiADC virtual server will allow the load balancer to cache connections to the web
servers, which can help to improve performance and reduce the number of dropped connections.

Option A: Changing the persistence rule to LB PERSIS SSL. SESSJD would only be necessary if the current persistence rule is
not working properly. In this case, the CPU usage on the FortiADC and the web servers is low, so the persistence rule is likely not
the issue.

Option C: Disabling SSL between the FortiADC and the web servers would reduce the load on the FortiADC, but it would also
make the website less secure. Since the bandwidth utilization is under 30%, it is unlikely that disabling SSL would resolve the issue.
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