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¢ AML Foundations for Cryptoasset and Blockchain: This section of the exam measures skills of Anti-
Money Laundering (AML) Officers and Crypto Compliance Specialists. It covers foundational knowledge

FH 1 of AML principles tailored to the cryptoasset and blockchain environment, introducing the regulatory

landscape, typologies of financial crime, and the evolving risks associated with cryptoassets.
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¢ Risk Management Prograns for Cryptoasset and Blockchain: This section measures expertise of

Compliance Managers and Risk Officers in developing and implementing risk management frameworks
=x2 specifically for the crypto sector. It includes procedures for assessing crypto-related financial crime risks,
designing controls, monitoring compliance, and adapting to emerging threats within the cryptoasset
ecosystem

¢ Cryptoasset and Blockchain: This domain targets Blockchain Analysts and Crypto Risk Managers. It
focuses on understanding cryptoasset technologies, blockchain fimdamentals, and their operational

FH 3 characteristics. Candidates learn about cryptoasset transaction flows, wallets, exchanges, smart contracts,

and the challenges these present to financial crime prevention.
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HE#55
In cryptoasset AML programs, "ongoing monitoring” means:

A. Continuous review of transactions to detect anomalies
B. Only screening customers for sanctions once

C. Freezing all suspicious accounts

D. Checking customer activity only when onboarding

e A

M.
Ongoing monitoring is the continuous analysis of customer activity to detect unusual or suspicious patterns over time.

EHE #56
Which is a type of restricted blockchain?

A. Private
B. Hybrid
C. Public
D. Consortium

He:. D

dY:

A restricted blockchain is one where participation-either in transaction validation, data access, or both-is limited to selected entities
rather than being open to the public.

Consortium blockchain (D) is a common type of restricted blockchain in which multiple pre-approved organizations collectively
manage the network. It offers partial decentralization but with controlled membership, making it suitable for regulated environments
such as financial services, supply chain tracking, and interbank settlements.

Other options explained:

Hybrid (A): Combines elements of public and private chains, but not necessarily "restricted" in the strict governance sense.

Public (B): Open to anyone to join, read, and write data; not restricted.

Private (C): While private blockchains are also restricted, in AML/CFT guidance, "restricted blockchain" generally refers to
consortium arrangements involving multiple vetted participants, rather than a single organization's closed chain.

Regulatory and technical literature in DIFC/ADGM contexts note that consortium blockchains allow for compliance controls,
participant vetting, and transaction monitoring-making them particularly suitable for financial ecosystems where controlled access is
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essential.

HAE #57
‘Which are common red flags that indicate fraudulent activity in a decentralized finance marketplace? (Select Two.)

¢ A. Atoken is introduced, is endorsed by high-profile celebrities, and the price of the coin steadily rises; there is no significant
activity of selling the coin.

¢ B. A crypto entity is launched, has a bustling social media presence, and offers limited free non-fungible token incentives in

exchange for new customer trading,

C. A non-fungible token is shared privately among a community of supporters via a non-fungible token airdrop; it is not linked

to a specific web address to allow for trading.

D. A coin is launched, has a low social media presence, has many wallet addresses controlling its supply, and has an original

white paper published.

¢ E. A coin is launched using an untested protocol; only a small number of wallets control the supply.

HE: CE

MY

Red flags include private sharing of NFTs without public trading (A), indicating potential lack of transparency, and new coins with
untested protocols controlled by few wallets (C), signaling possible manipulation or fraud.

Tokens endorsed by celebrities with price increases (D) or active social media presence (E) are less directly indicative of fraud but
require monitoring, Low social media presence with wide ownership and original whitepapers (B) is typically less suspicious.

EHE #58
‘Which business category below is considered to present the highest risk of money laundering?

A. Art dealer

B. Pharmaceutical company
C. Registered hedge find
D. Law firm

HE. A

M.

Art dealers present a high money laundering risk due to the subjective valuation of art, ease of transferring assets, and the potential
for using art as a vehicle to conceal illicit finds.

Registered hedge finds (A) and law firms (C) have AML obligations but are generally more regulated. Pharmaceutical companies
(B) are less associated with high ML risk.

The DFSA AML and FATF typology papers specifically identify art dealing as a sector with heightened ML risk.

HE#59
Which blockchain features built-in privacy measures to prevent tracing and conceal ownership and flow of illicit finds?

A. Cardano
B. Ethereum

C. Polygon
D. Monero

He:. D

Y.

Monero is a privacy-focused blockchain designed with built-in features like ring signatures, stealth addresses, and confidential
transactions to obfuscate sender, receiver, and transaction amounts, making tracing difficult.

Cardano, Polygon, and Ethereum are not designed primarily with these privacy features and have publicly traceable ledgers, although
privacy solutions may be layered on.
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