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CompTIA PenTest+ Exam Sample Questions (Q55-Q60):

NEW QUESTION # 55

During a security assessment for an internal corporate network, a penetration tester wants to gain unauthorized access to internal
resources by executing an attack that uses software to disguise itself as legitimate software. Which of the following host-based
attacks should the tester use?
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A. Rootkit

B. On-path

C. Logic bomb

D. Buffer overflow

Answer: A

NEW QUESTION # 56

A penetration tester is enumerating a Linux system. The goal is to modify the following script to provide more comprehensive system
mformation:

#!/bin/bash

ps aux > > linux_enum txt

Which of the following lines would provide the most comprehensive enumeration of the system?

A. Isof-1>> linux_enum txt; uname -a > > linux_enum.txt; Is /home/ > > linux_enum.txt

B. cat /etc/passwd > > linux_enum txt; netstat -tuln > > linux_enum.txt; cat /etc/bash.bashrc > > linux_enum.txt
C. whoami > > linux_enum.txt; uname -a > > linux_enum.txt; ifconfig > > limix _enum. txt

D. hostname > > limix_enum.txt; echo $USER > > linux_enum.txt; curl ifconfig.me > > linux_enum txt

Answer: B

Explanation:

This command gathers:

Jetc/passwd - lists all local user accounts.

netstat -tuln - lists listening ports and associated services.

/etc/bash.bashre - contains environment variables and configurations that could reveal system behaviors or hidden persistence
mechanisns.

This provides a much broader and deeper enumeration compared to other options.

Reference: PT0-003 Objective 4.1 - Post-exploitation techniques including enumeration of system users, services, and

configurations.

NEW QUESTION # 57
A tester wants to pivot froma compromised host to another network with encryption and the least amount of interaction with the
compromised host. Which of the following is the best way to accomplish this objective?

A. Create a Netcat connection to the compromised computer and forward all the traffic to the target network.

B. Create an SSH tunnel using sshuttle to forward all the traffic to the compromised computer.

C. Set up a Metasplott listener on the compromised computer and create a reverse shell on the target network.
D. Configure a VNC server on the target network and access the VNC server from the compromised computer.

Answer: B

Explanation:

Pivoting allows attackers to use a compromised host as a gateway to access internal resources.

Create an SSH tunnel using sshuttle (Option A):

sshuttle creates a transparent VPN-like connection over SSH, allowing the tester to forward traffic securely.
Advantages:

Provides encryption, preventing IDS/IPS detection.

Requires minimal interaction with the compromised host.

Reference: CompTIA PenTest+ PT0-003 Official Study Guide - " Pivoting and Lateral Movement Techniques

Incorrect options:

Option B (VNC server): VNC lacks encryption and is easily detectable.

Option C (Metasplott listener): Reverse shells can be detected by EDR solutions.
Option D (Netcat connection): Netcat is plaintext, making it highly detectable.

NEW QUESTION # 58



User credentials were captured froma database during an assessment and cracked using rainbow tables.
Based on the ease of compromise, which of the following algorithms was MOST likely used to store the passwords in the database?

A. SHA-1
B. berypt

C. MDs5

D. PBKDF2

Answer: C

Explanation:
Reference: https//www.geeksforgeeks.org/understanding-rainbow-table-attack/

NEW QUESTION # 59
A penetration tester gains access to a Windows machine and wants to firther enumerate users with native operating system
credentials. Which of'the following should the tester use?

A. net

B. whoami
C. nbtstat
D. route

Answer: A

Explanation:

Windows provides built-in utilities for user enumeration and privilege escalation.

net command (Option C):

The net command is used to list users, groups, and shares on a Windows system:

net user

net localgroup admmistrators

net group "Domain Admins" /domain

Useful for gathering privilege escalation targets and understanding user permissions.
Reference: CompTIA PenTest+ PT0-003 Official Study Guide - "Windows Enumeration Commands" Incorrect options:
Option A (route): Displays network routing tables, not user information.

Option B (nbtstat): Used for NetBIOS name resolution, but does not enumerate users.
Option D (whoami): Displays current logged-in user but does not list all users.

NEW QUESTION # 60
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