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Oracle 1Z0-1067-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Implementing Observability: This section of the exam focuses on monitoring and maintaining cloud
mfrastructure. It covers implementing Metric Query Language (MQL) for analyzing performance data,
setting up alarms and notifications for system events, and performing health checks to ensure the stability of
cloud services.

Topic 2

e Optimizing Cost and Performance: This section of the exam covers strategies for optimizing cost and
performance in OCI. It includes implementing cost-saving measures, improving resource efficiency, and
setting budgets and compartment quotas to manage cloud expenditures effectively.
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¢ Inplementing Reliability and Business Continuity: This section of the exam focuses on ensuring system

) reliability and continuity. It covers implementing scalability and elasticity for handling workload demands,
Topic 3 automating failover mechanisims for high availability, and applying data retention strategies for long-term
storage and recovery.

¢ Managing Identity and Security: This section of the exam focuses on securing cloud environments. It
includes implementing security best practices for tenancy, managing encryption keys and secrets, and

Topic 4 . . - By
P enforcing least-privilege access control policies to protect sensitive resources.
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Oracle Cloud Infrastructure 2025 Cloud Ops Professional Sample Questions
(Q34-Q39):

NEW QUESTION # 34

You have created several block volumes in the us-phoenix- 1 region in a specific compart-ment. The compartment can be identified
by the following Oracle Cloud Infrastructure (OCI) unique identifier, or ocid1.compartment.oc.phx..exampleuniquelD Your
manager has asked you to leverage the OCI monitoring service and write a metric query showing all read IOPS at a one-minute
nterval, filtered to this compartment and aggregated for the maximum. Which metric query will you create?

A. TopsRead[Im] {compartmentId = 'odd1.compartment.ocl.phx..exampleuniquelD'} .grouping().mean()
B. TopsRead[Im] {compartmentld='ocldL.compartment.ocl. phx..exampleuniquelD' } .max()

C. Iop-sRead[Im{compartmentld='ocidl.compartment.ocl.phx..exampleuniquelD'} . groupng().max()
D. Iop-sWrite[Im] {compartmentld=Hocidl.compartment.ocl. phx..exampleuniquelD' } .mean()

Answer: C

NEW QUESTION # 35
You are running an old version of PostgreSQL on several compute instances and want to update to the latest version. Which tool
must you use to update the PostgreSQL packages on the existing machines?

A. OCI Package Manager
B. Terraform

C.OCICLI

D. Ansble

Answer: D

NEW QUESTION # 36

You are using the Oracle Cloud Infrastructure Command Line Interface to launch a Linux virtual machine. You enter the following
command (with correct values for all parameters):

The command fails. Which is NOT a valid parameter in this command? (Choose the best answer.)

o A '"--image-id <image id>"
¢ B. "-subnet-id <subnet id>"
° ) n__shape <shape_narrf:>"
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e D."-c <compartment_id>"
e E. '"-t<tenancy id>"

Answer: E

NEW QUESTION # 37
You are an admin of an OCI tenancy. To save cost, you want to restrict the amount of OCPUs that can be provisioned in each
compartment. Which will allow this?

A. Budgets

B. Compartment quotas
C. Resource Manager
D. Service limits

Answer: B

NEW QUESTION # 38

SIMULATION

Scenario: 2 (Oracle Cloud-init and AutoScaling: Use cloud-mit to Configure Apache on Instances in an Autoscaling Instance Pool)
Scenario Description: (Hands-On Performance Exam Certification) You're deploying an Apache-based web application on OCI
that requires horizontal autoscaling,

To configure nstances upon provisioning, write a cloud-it script for Oracle Linux 8 that installs and enables Apache (httpd), and
opens the firewall for HTTP on TCP port 80. Create an instance configuration and include the cloud-mit script in it. Use this instance
configuration to create an instance pool and autoscaling configuration.

Pre-Configuration:

To fulfill this requirement, you are provided with the following:

Access to an OCI tenancy, an assigned compartment, and OCI credentials

A VCN Cloud-Init Challenge VCN with an Internet gateway and a public subnet. The security list for the subnet allows ingress via
TCP ports 22 and 80 (SSH and HTTP). The route table forwards all egress to the Internet gateway.

Access to the OCI Console

Required IAM policies

An SSH key pair for the compute instance

Public Key https:/objectstorage.us-ashburn- 1.oraclecloud.com/n/tenancyname/b/PBT _Storage/o/PublicKey.pub Private Key
https/objectstorage.us-ashburn- 1.oraclecloud.com//tenancyname/b/PBT _Storage/o/PKey.key Note: Throughout your exam,
ensure to use assigned Compartment , User Name , and Region.

Complete the following tasks in the provisioned OCI environment:

Task 1(a): Develop the cloud-init Script:

Task 1(b): Use cloud-init to Configure Apache on Instances in an Autoscaling Instance Pool:

Answer:

Explanation:

See the solution below with Step by Step Explanation

Explanation:

Task 1(a): Develop the cloud-init Script:

Create a compute instance pbt _cloud it vm 01 with the following properties:
Shape: VM. Standard. Al.Flex instance with 1 OCPU and 6 GB memory
Image: Oracle Linux 8

Placement: Use any of the availability domains

Network:

Place in the public subnet Cloud-Init Challenge SNT

Assign a public [Pv4

Use the SSH public key

Add a cloud-init script and perform the following:

Use yum or dnfto install httpd.

Use systenctl to enable and start httpd

Open the firewall to http:

sudo firewall-offline-cmd --add-service=http

systemctl restart firewalld



Mark Conplete

Task 1(b): Use cloud-mit to Configure Apache on Instances in an Autoscaling Instance Pool:

You're deploying an Apache-based web application on OCI that requires horizontal autoscaling,

To configure instances upon provisioning, write a cloud-it script for Oracle Linux 8 that installs and enables Apache (httpd), and
opens the firewall for HTTP on TCP port 80. Create an instance configuration and include the cloud-mit script in it. Use this instance
configuration to create an instance pool and autoscaling configuration.

Task 2: Create an Autoscaling Instance Pool Including the cloud-mit Script:

Create an instance configuration named pbt cloud it config 01 with the following properties:

Shape: VM. Standard. Al.Flex instance with 1 OCPU and 6 GB memory

Image: Oracle Linux 8

Placement: Use any of the availability domains

Network:

Place in the public subnet Cloud-Init Challenge SNT

Assign a public IPv4

Use the SSH public key

Attach the cloud-nit script created in Task 1

Create an instance pool named pbt _cloud it pool 01 with one instance by using the instance configuration

pbt cloud it config 01 Create and attach an autoscaling configuration named pbt_cloud autoscaling config 01 with the following
settings:

Metric-based autoscaling

Cooldown: 300 second

Performance metric: CPU utilization

Scale-out rule:

Operator: Greater than (>)

Threshold: 75%

Number of instances to add: 1

Scale-in rule:

Operator: Less than (<)

Threshold: 25%

Number of instances to remove: 1

Scaling limits:

Minimum number of instances: 1

Maximum number of instances: 2

Initial number of nstances: 1

Task 1: Develop the cloud-init script

In the main menu, go to Compute > Instances and click Create an Instance In the instance creation menu, enter the following details
a. Name: Provide name given in the instructions b. Compartment: Use the assigned compartment c. Placement: Use any of the
availability domains d. Image: Oracle Linux 8§ e. Shape: VM.Standard. Al.Flex instance with | OCPU and 6 GB memory f.
Network:

i. Place in the public subnet

il. Assign a public [Pv4

g SSH keys: Upload or paste the provided SSH public key

h. Boot volume: Leave as default

i. Under advanced options, add the following cloud-init script:

#!/bin/shsudo dnf install httpd --assumeyes --quietsudo systemctl enable httpdsudo systemctl start httpdsudo firewall-offline-cmd --
add-service=httpsystemctl restart firewalld j. Create the instance.

Task 2: Create an autoscaling instance pool including the cloud-init script

1. In the main menu, go to Compute > Instance Configurations. Click Create instance configuration.

a. In the nstance configuration creation menu, enter the same details as before:

b. Name: Provide name given in the instruction/if not specified provide any name c. Compartiment: Assigned compartment d.
Placement: Use any of the availability domains e. Image: Oracle Linux 8 f. Shape: VM. Standard. A1.Flex instance with 1 OCPU and
6 GB memory g. Network:

i. Place in the public subnet

il. Assign a public [Pv4

h. SSH keys: Upload or paste the provided SSH public key

i. Boot volume: Leave as default

J- Under advanced options, add the following cloud-init script:

#!/bin/shsudo dnf install httpd --assumeyes --quietsudo systemctl enable httpdsudo systemctl start httpdsudo firewall-offline-cmd --
add-service=httpsystemctl restart firewalld k. Create the instance configuration.

Task 2: In the main menu, go to Compute > Instance Pools. Click Create instance pool.

Enter the following details:



a. Name: Provide name given in the instruction/if not specified provide any name b. Compartment: Assigned compartment c.
Instance configuration: Created in last step d. Number of instances: 1 e. Select any availability domain £ Leave fault domain
unselected g. Primary VNIC: Provided VCN in the instructions h. Subnet: Public subnet i. Do not attach a load balancer j. Create
the instance pool Task 3: In the main menu, go to Compute > Autoscaling Configurations. Click Create autoscaling configuration and
enter the following details:

a. Name: Provide name given in the instruction/if not specified provide any name b. Compartment: Assigned compartment c.
Instance Pool: Created in last step d. Select Metric-based autoscaling e. Autoscaling policy name: Does not matter f. Cooldown:
300 seconds g. Performance metric: CPU utilization h. Scale-out rule:

i. Operator: Greater than (>)

ii. Threshold: 75%

iil. Number of nstances to add: 1

1. Scale-in rule:

i. Operator: Less than (<)

ii. Threshold: 25%

iil. Number of nstances to remove: 1

J- Scaling limits:

1. Minimum number of instances: 1

il. Maximum number of instances: 2

iil. Initial number of instances: 1

k. Create the autoscaling configuration.

NEW QUESTION # 39
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