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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q36-Q41):
NEW QUESTION # 36 
What are two advantages of using zero-trust tags? (Choose two.)

A. Zero-trust tags can be assigned to endpoint profiles based on user groups.
B. Zero-trust tags can be used to allow or deny access to network resources.
C. Zero-trust tags can help monitor endpoint system resource usage.
D. Zero-trust tags can determine the security posture of an endpoint.

Answer: B,D

Explanation:
Zero-trust tags assess endpoint compliance based on defined posture rules and are used in access policies to control whether a
device is permitted or denied access to specific network resources.
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NEW QUESTION # 37 
Refer to the exhibits.
Jumpbox and Windows-AD are endpoints from the same remote location. Jumpbox can access the internet through FortiSASE,
while Windows-AD can no longer access the internet. Based on the information in the exhibits, which reason explains the outage on
Windows-AD? (Choose one answer)

A. Windows-AD is excluded from FortiSASE management.
B. The FortiClient version installed on Windows-AD does not match the expected version on FortiSASE.
C. The device security posture for Windows-AD has changed.
D. The remote VPN user on Windows-AD no longer matches any VPN policy.

Answer: C

Explanation:
In FortiSASE, Zero Trust Network Access (ZTNA) tags-also known as security posture tags-are used to dynamically grant or deny
access based on the real-time security state of an endpoint. This mechanism ensures that only devices meeting specific compliance
requirements can access protected resources or the internet.
* Endpoint Analysis: The Managed Endpoints exhibit shows that while Jumpbox only has the FortiSASE-Compliant tag, the
Windows-AD endpoint has been assigned both FortiSASE-Compliant and FortiSASE-Non-Compliant tags. This indicates that a
security posture check on the Windows-AD device has failed, triggering a rule that applies the non-compliant tag.
* Policy Evaluation: The Secure Internet Access Policy table shows two custom policies. The first policy, named Non-compliant,
uses the FortiSASE-Non-Compliant tag as its source and has the action set to Deny. The second policy, Web Traffic, allows access
for FortiSASE-Compliant users.
* Root Cause of Outage: Because FortiSASE (powered by FortiOS) processes security policies in a top- down sequence, the
"Non-compliant" policy is evaluated first. Since Windows-AD matches the source criteria for this "Deny" policy, its traffic is blocked
before it can reach the "Accept" policy.
Although the exhibit shows a warning icon for the FortiClient version on Windows-AD, the direct cause of the internet outage is the
explicit Deny policy triggered by the change in the device's security posture (the application of the Non-Compliant tag).

NEW QUESTION # 38 
What is the benefit of SD-WAN on-ramp deployment with FortiSASE?

A. To manage branch location endpoints
B. To provide device compliance checks using ZTNA tags
C. To secure internet traffic for branch users
D. To provide access to private applications using the bookmark portal

Answer: C

Explanation:
SD-WAN on-ramp with FortiSASE directs branch user internet traffic to the FortiSASE cloud for consistent security enforcement
and protection, regardless of the branch location.

NEW QUESTION # 39 
Which information does FortiSASE use to bring network lockdown into effect on an endpoint?

A. Zero-day malware detection on endpoint
B. The connection status of the tunnel to FortiSASE
C. The security posture of the endpoint based on ZTNA tags
D. The number of critical vulnerabilities detected on the endpoint

Answer: C

Explanation:
FortiSASE uses ZTNA tags to assess the endpoint's security posture. If the posture is non- compliant based on predefined rules,
FortiSASE enforces network lockdown to restrict access accordingly.

NEW QUESTION # 40 



Which secure internet access (SIA) use case minimizes individual workstation or device setup, because you do not need to install
FortiClient on endpoints or configure explicit web proxy settings on web browser-based end points?

A. SIA for SSLVPN remote users
B. SIA for site-based remote users
C. SIA for inline-CASB users
D. SIA for agentless remote users

Answer: B

Explanation:
In this use case, secure internet access (SIA) is configured at the site level rather than on individual devices. This approach eliminates
the need for individual endpoint setup, such as installing FortiClient or configuring web proxy settings on each workstation or device.
It allows centralized management and secure internet access for all users at the site level, simplifying deployment and maintenance.
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