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You may doubt about such an amazing data of our pass rate on our SC-100 learning prep, which is unimaginable in this industry. But
our SC-100 exam questions have made it. You can imagine how much efforts we put into and how much we attach importance to
the performance of our SC-100 Study Guide. We use the 99% pass rate to prove that our SC-100 practice materials have the
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Microsoft Cybersecurity Architect Sample Questions (Q252-Q257):
NEW QUESTION # 252 
Your company is designing an application architecture for Azure App Service Environment (ASE) web apps as shown in the exhibit.
(Click the Exhibit tab.)
Communication between the on-premises network and Azure uses an ExpressRoute connection.
You need to recommend a solution to ensure that the web apps can communicate with the on-premises application server. The
solution must minimize the number of public IP addresses that are allowed to access the on-premises network.
What should you include in the recommendation?

A. Azure Application Gateway v2 with user-defined routes (UDRs).
B. Azure Traffic Manager with priority traffic-routing methods
C. Azure Front Door with Azure Web Application Firewall (WAF)
D. Azure Firewall with policy rule sets

Answer: C

Explanation:
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Explanation
https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/afds-overview

NEW QUESTION # 253 
Your company has a Microsoft 365 E5 subscription.
The company plans to deploy 45 mobile self-service kiosks that will run Windows 10.
You need to provide recommendations to secure the kiosks. The solution must meet the following requirements:
- Ensure that only authorized applications can run on the kiosks.
- Regularly harden the kiosks against new threats.
Which two actions should you include in the recommendations? Each correct answer presents part of the solution. NOTE: Each
correct selection is worth one point.

A. Implement Automated Investigation and Remediation (AIR) in Microsoft Defender for Endpoint.
B. Onboard the kiosks to Microsoft Intune and Microsoft Defender for Endpoint.
C. Implement Privileged Access Workstation (PAW) for the kiosks.
D. Implement threat and vulnerability management in Microsoft Defender for Endpoint.
E. Onboard the kiosks to Azure Monitor.

Answer: B,D

Explanation:
Vuln management sits on top of defender for endpoint.
https://docs.microsoft.com/en-us/microsoft-365/security/defender-vulnerability- management/defender-vulnerability-management?
view=o365-worldwide

NEW QUESTION # 254 
You have an Azure subscription that contains virtual machines, storage accounts, and Azure SQL databases. All resources are
backed up multiple times a day by using Azure Backup. You are developing a strategy to protect against ransomware attacks.
You need to recommend which controls must be enabled to ensure that Azure Backup can be used to restore the resources in the
event of a successtu\ ransonvwaTe
attack.
Which two controls should you include in the recommendation? Each correct answer presents a complete solution. NOTE: Each
correct selection is worth one point.

A. Require PINs for critical operations.
B. Use Azure Monitor notifications when backup configurations change.
C. Perform offline backups to Azure Data Box.
D. Enable soft delete for backups.
E. Encrypt backups by using customer-managed keys (CMKs).

Answer: A,C

NEW QUESTION # 255 
You are designing an auditing solution for Azure landing zones that will contain the following components:
* SQL audit logs for Azure SQL databases
* Windows Security logs from Azure virtual machines
* Azure App Service audit logs from App Service web apps
You need to recommend a centralized logging solution for the landing zones. The solution must meet the following requirements:
* Log all privileged access.
* Retain logs for at least 365 days.
* Minimize costs.
What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each
correct selection is worth one point.

Answer:

Explanation:



NEW QUESTION # 256 
You need to recommend a solution to secure the MedicalHistory data in the ClaimsDetail table. The solution must meet the Contoso
developer requirements.
What should you include in the recommendation?

A. Always Encrypted
B. dynamic data masking
C. row-level security (RLS)
D. data classification
E. Transparent Data Encryption (TDE)

Answer: B

Explanation:
https://docs.microsoft.com/en-us/learn/modules/protect-data-transit-rest/4-explain-object-encryption-secure-enclaves

NEW QUESTION # 257
......
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