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i RE #193
What behaviors in a PDF file could indicate malicious intent? (Choose two)

A. The PDF has many embedded images but no scripts.
B. The PDF file size is extremely small.

C. The PDF contains nultiple encrypted objects.

D. The PDF contains a script that invokes external URLs.

EX: CD
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PR #194
Which of'the following tools is commonly used for basic static analysis of malware?

A. Strings

B. IDA Pro

C. Wireshark

D. Process Monitor

BER: A

i 8 #195
In the x86 calling convention, where is the return address of a function typically stored?

A. EBP
B. ESP
C. Stack
D. EAX

ZR: C

R #196
Which of the following components are essential for a well-equipped malware analysis lab?

(Choose Two)

¢ A. Gaming peripherals for efficient navigation
¢ B. Anisolated network environment

¢ C. A hardware firewall

e D. Access to threat intelligence feeds

ER: BC

P& #197
Which tool can be used to monitor network traffic during behavioral analysis of a malware sample?

e A. Procmon
e B.IDA Pro
e C. OllyDbg
e D. Wireshark

ZE: D
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