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R RE #541
A developer has completed the implementation of a REST API, but when it is executed, it returns a 401 error message. What must
be done on the API to resolve the issue?

A. Additional permission must be granted before the request can submitted.

B. The requested API endpoint does not exist, and the request URL must be changed.
C. Configure new valid credentials.

D. Access permission to the resource must be granted, before the request.

ZER: C

LR

The HTTP 401 Unauthorized client error status response code indicates that the request has not been applied because it lacks valid
authentication credentials for the target resource.

This status is sent witha WWW-Authenticate header that contains information on how to authorize correctly.

This status is similar to 403, but in this case, authentication is possible.
httpsz//developer.mozilla.org/en-US/docs/Web/HTTP/Status/401

PR #542
DRAG DROP

reate a Message
Post a plain text or rich text message, and optionally, a file attachment attachment,
to a room.
The files parameter is an array, which accepts multiple values to allow for future
expansion, but currently only one file may be included with the message

/vl/messages

Body Parameters
roomId
string
The room ID of the message.

toPersonld

string

The person ID of the reciphéint idhen sending a priviite 1:1 messade.

toPersonEmail
string :
The email 8ddress of the recipient when sending a private 1.1 message.

The message, in plain text. If markdown is specified this parameter may be
optionally used to provide alternate text for Ul clients that do not support
rich text. The maximum message length is 7439 bytes.

markdown
g

The message, in Markdown format. The maximum message length is 7439
bytes.

#1 /bin/bash 1 o
curl CEEGMILS https:/fapl.ciscoparkicom/vl/fmessages
-H CSltesasc N
-H CElbem N HWGANIODTYWELH Y, F. .o lebE5T4-adTRoaele BTN
=d f ~SlEemiiE-:  clsgolush.sets, “text~: “Intrudsr Alerti~ j-

Refer to the exhibit. A system administrator has installed a Linux-based alarm system in their home that can execute a Bash shell
script when an intruder is detected. Drag and drop the code snippets from the left onto the item numbers on the right that match the
missing sections in the exhibit to create a chat-ops script that will notify of alarms via the Webex Teams REST API. Not all code
snippets are used.
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HOST ‘xehostl.exam.local’
PORT ‘443°

USER ‘admin’

PASS ‘samplepassword’
INTERFACE = 'GigabitEthernetl'

url base = "https://{h}:{p}/restconf”.format(h=HOST, p=PORT)

url = url base + "/data/ietf-

interfaces:interfaces/interface={i)}".format (i=INTERFACE)

with open('./interface.json’') as f:

data = json.load|f)

response = reguests.put(url,
auth=(USER, PASS),
headers=headers,
verify=False,
json=data

)
print (response.text)



RFC Bi44 YANG IP Managament March 2018
2. 1IP Data Model

This document defines the YANG module "ietf-ip”", which augments the
“interface” lists defined in the "ietf-interfaces” module [RFCB8341]
with IP-specific data nodes.

The data model has the following structure for IP data nodes per
interface, excluding the deprecated data nodes:

module: ietf-=ip
augment /if:interfaces/if:interface:
+==rw ipvidl
| #=-rw enabled? boolean
+-=rw forwarding? boolean
+=-rw mtu? uintlé
+==rw address* [ip]
| 4=-rw ip inet:ipvi-address=no-zone
+=-=rw (subnet)
| #--:(prefix-length)
| | +=--rw prefix-length? _uint8
| #=--:i({netmask)
| +--rw netmasjk? yang:dotted-quad
| {ipv4-non<tontiguous-netmasks}?
4--ro origin? ip-address-origi 5 B
--rw neighbor# [ip] (] B B (0 U ﬂ
+--rw ip inet:ipvd4-addreéss-no-zone®
+--rw link-layer-address yang:phys-

a 8s
#-=ro origin? neighbor-u@q S @ Q
-=rw ipv6l I fj - (i)

+--rw enabled? boolean

+-=rw forwarding? boolean

+—=rw mtu? uint32

+==-rw address* [ip]

| #=-xw ip inet:ipvé-address-no-zone

| #+=-rw prefix-length uints

| #==-ro origin? ip-address-origin

| #+==ro status? enumeration

+--rw neighbor* [ip])

| +--rw ip inet:ipvé-address-no-zone
| #--rw link-layer-address yang:phys-address

| +=-ro origin? neighbor-origin
|
I

I
|
I
|
!
|
I
+

|
|
|L
|
|
|
|
|
|
|
!
|
|
|

+--ro is-router? empty
+==ro state? enumeration
+--rw dup-addr-detect-transmits? uint32

{
"<item 1>"1 {

"name": "<item 2",

"typa': "<item 1»7,

“<itom 4>°: (

"citem 5»Mycq

feibdmbs": "<item 7",
"wetmank": "255.255.255.0"

}
}
st bt

Refer to the exhibit above and click on the resource tabs in the top left corner to view an IETF TANG MODEL and a Python file
that changes the configuration via RESTCONF. Drag and drop the code snippets from the left onto the item numbers on the right
that match the missing sections in the exhibit to complete the JSON file that changes configuration of interface GigabitEthernet] to
have an IPv4 configuration of

10.10.0.1/24. Not all options are used.
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A software team is designing a monitoring solution for a cloud-native application. The solution enables:
- effective monitoring

- easy troubleshooting and mamtenance

- reduction in time it takes to resolve issues

- breaks down silos between different teams

‘Which observability tracing design pattern should be used in the application design?

A. factory pattern based on OpenTelemetry
B. observer based on OpenTracing

C. exception based on OpenTracing

D. distributed based on OpenTelemetry

ZX: D

fRRERR A

The distributed tracing design pattern based on OpenTelemetry is commonly used in cloud-native applications to provide end-to-end
monitoring across multiple services. It enables effective monitoring, troubleshooting, and maintenance, and breaks down silos
between teams by providing observability across the entire application stack, making it easier to resolve issues quickly.

[ R #545
Refer to the exhibit.



import sys, requests

= “http://ios-xe-mgmt.cisco.com:9443”
USER - ‘root’
PASS = ‘Clisco0123’

url = URL + “/restconf/data/ietf-interfaces:interfaces-state”
headers = {‘content-type’: ‘application/vang-data+json’, ‘accept’:
‘application/yang-data+json’ }

try:
result = requests.get(url, auth=(USER,PASS), headers=headers)
r_json = result.json()
flagDown = 0
for record in r json[“ietf-interfaces:interfacesf] [“interface”]:
print (“{0:<35}”.format (“*interface: “ + rgcord|[“Wname”]), end="")
print (“{0:<5}”.format (“ip: “), end=#1)

if (‘address’ in record[“ietf-<ip:ipva” )
print (“{0:<15}”. formag¥recordf“ietf-ip:ipv4”] [“address”] [0] [“ip”]), end="")
else:

print (2 {0:<15}” . fopmat (record[“No IPv4”], end="")
print (“{0:<94% format(“status: “), end="")
print (str(regord[“enabled”]))
if (record[“enabled”]==False) :
flagDown=1
print(\\rr)
if (flagDown) :
print ("At least one interface is down”)
else
print (“All interfaces are up”)

except:
print (“Exception: “ + str(sys.ecx info() 0] & “ W+ str(syssecx info() [1]))
print (“Error: “ + str(result.status code), result, text)

What is the output of this IOS-XE configuration program?

A. interface admmnistrative status in [Pv6 addresses
B. interface operational status in [Pv4 addresses
C. mterface operational status in [Pv6 addresses
D. interface admmnistrative status in [Pv4 addresses

EE: A
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