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NEW QUESTION # 14

An administrator needs to configure a new write-intensive MS-SQL VM on Cluster 1.

VM specifications:

*vCPU: 12

* VRAM: 128GB

* Storage: 100 GB OS, 750 GB Data

Create the VM and any objects needed in the current environment to meet requireiments, maximizing performance for the production
environment. Include NEWSQL in the name of any new objects.

Production environment:

* 4 nodes
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* Each node has two 8-core CPUs

* Each node has 1024 GB RAM

* Storage: 4 x 7.16 TB SSD Disks and 8 x 8 TB HDD disks

Make sure the VM is configured for maximum performance for the production environment.
Note: Network configuration is not required at this time. Do not power on the VM.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to create the high-performance SQL VM on Cluster 1.
This task requires two phases: first, creating a new all-flash storage container, and second, creating the VM with a specific VNUMA
and disk controller configuration for maximum performance.

1. Access Cluster 1 Prism Element

* From the main Prism Central dashboard, navigate to Hardware > Clusters.

* Find Cluster 1 in the list and click its name. This will open the specific Prism Element login page for that cluster.
* Log in to Cluster 1's Prism Element interface.

2. Create the All-Flash Storage Container

To maximize performance for a "write-intensive" workload on a hybrid cluster, the data and log disks must be placed on an all-flash
container.

* Inthe Cluster 1 PE mterface, click the gear icon (Settings) in the top-right corner.

* From the left-hand menu, select Storage.

* Click the + Storage Container button.

* Fill in the basic details:

* Name: NEWSQL Flash Container

* Click Advanced Settings.

* Scroll down to the Storage Tier section.

* Select the SSD radio button. This pins all data in this container to the SSD tier, ensuring all-flash performance.
* Click Save.

3. Create and Configure the VM

Now, create the VM, applying VNUMA and multi-SCSI controller best practices.

* From the main PE dashboard, navigate to the VM view.

* Click the + Create VM button.

* Enter the compute details. This configuration is critical for VNUMA performance, as it tells the VM's guest OS about the
underlying physical NUMA topology (2 CPUs with 8§ cores each).

* Name: NEWSQL VM

*vCPUs: 12

* Number of Sockets: 2

* Cores per VCPU: 6 (This creates a 2-socket, 6-core VM, totaling 12 vCPUs)

* Memory: 128 GB

* Scroll down to the Disks section and add the OS disk:

* Click + Add New Disk.

* Storage Container: Select the default (hybrid) container.

* Size: 100 GB

* Bus: SCSI

* Device Index: 0 (This will be scsi.0)

* Click Add.

* Add the Data disk (on its own controller for parallel processing):

* Click + Add New Disk.

* Storage Container: Select NEWSQL Flash Container.

* Size: 750 GB

* Bus: SCSI

* Device Index: 1 (This creates a new controller, scsi.1)

* Click Add.

* Add a Log disk (on its own controller, a best practice for "write-intensive" SQL):

* Click + Add New Disk.

* Storage Container: Select NEWSQL Flash Container.

* Size: 100 GB (A common size for a log disk)

* Bus: SCSI

* Device Index: 2 (This creates a third controller, scsi.2)



* Click Add.
* Review the configuration: You should now have three disks attached, each on a separate controller (scsi.

0, scsi.1, scsi.2). This provides the maximum I/O performance.

* Ensure the Power on VM after creation box is unchecked.

* Click Save.

Topic 1, Performance Based Questions Set 1

Environment

You have been provisioned a dedicated environment for your assessment which includes the following:

Initial Steps

* When you first log into Prism Central or Prism Element you may see the EULA screen. Accept the EULA with any name and then
disable Pulse.

* To access Prism Element, the pass-through from Prism Central

(Infrastructure\Hardware\Clusters \cluster-x\Launch Prism Element) works better than directly using the external [P:9440.
Workstation

* Windows Server 2019

* All software/tools/etc to perform the required tasks

* Nutanix Documentation and whitepapers can be found in Desktop\Files\Documentation and Desktop\Files\Documentation 6.10

* Note that the Workstation is the system you are currently logged into

* Windows Server 2019

* All software/tools/etc to perform the required tasks

* Nutanix Documentation and whitepapers can be found in Desktop\Files\Documentation and Desktop\Files\Documentation 6.10

* Note that the Workstation is the system you are currently logged into Nutanix Cluster

* There are two clusters provided, connected to one Prism Central. The connection information for the relevant cluster will be
displayed to the right of the question. Please make sure you are working on the correct cluster for each item Please ignore any
licensing violations.

Important Notes

* [fthe text is too small and hard to read, or you cannot see all of the GUI, you can increase/decrease the zoom of the browser with
CTRL +and CTRL - (the plus and minus keys).
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NEW QUESTION # 15

An administrator regularly sees a WARN for backup_schedule check and also receives alerts for Pulse not being enabled on
Cluster 1.

Detailed nformation for backup schedule check:

Node xx.XX.XX.XxX:

WARN: Backup schedule(s) exist for protection domain NoVMs; however, there are no entities in the protection domain.
Refer

to KB 1910 (http//portal.nutanix.convkb/1910) for details on backup schedule check or Recheck with: ncc health checks
data_protection checks protection domain_checks backup schedule check.

This shows up in NCC, however, it is something set up by the company and they do not want the NCC check to be run.
Configure Cluster 1 to no longer have messages in NCC about the backup schedule check.

Turn off the alert for Pulse not being enabled, and resolve the alert. They would like messages about Pulse to be recorded, but do
not want an alert.

Note: You may need to run the "Pulse is not enabled" check in order to have one to resolve.

Answer:

Explanation:

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to configure Cluster 1 from its Prism Element interface.

1. Disable the backup schedule check NCC Check

This will prevent the WARN message for the NoVMs protection domain.

* Log in to the Cluster 1 Prism Element (PE) interface.

* Navigate to the Health dashboard (click the "heart" icon in the top-left).

* In the left-hand menu, select NCC.

* In the search bar for the checks, type backup schedule check to find the specific check.

* Select the checkbox next to the backup schedule check in the list.

* Click the Disable button that appears above the table. This will stop this check from running during NCC health reports.
2. Configure and Resolve Pulse Alerts

This process involves two parts: disabling the alerting policy, and then enabling Pulse itself to resolve the underlying condition.
A. Disable the Alert Policy

This stops the system from generating a new alert if Pulse is ever disabled, satisfying the "do not want an alert" requirement.
* Click the gear icon (Settings) in the top-right corner.

* From the left-hand menu, select Alert Policies.

* In the search bar, type Pulse to find the policy.

* Select the checkbox for the alert policy named Pulse is not enabled (or pulse disabled alert).

* Click the Update button.

* Uncheck the Enable box for the policy.

* Click Save.

B. Enable Pulse (to Resolve the Condition)

This enables the Pulse service to record messages (as requested) and fixes the root cause of the alert, allowing it to be resolved.
* Click the gear icon (Settings) in the top-right corner.



* From the left-hand menu, select Pulse.

* Click the Enable Pulse button (or "Update" if it's already partially configured).

* Check the box for Enable Pulse.

* (Note: Any "Enable alerts for Pulse" boxes would remain unchecked or be ignored, as the main Alert Policy itself is now disabled.)
* Click Save.

C. Resolve the Active Alert

* Navigate to the Alerts dashboard (click the "bell" icon in the top-left).

* Find the active alert: Pulse is not enabled.

* (Note: If the alert is not present, you would first go to the Health dashboard, run the check pulse NCC check to generate it, and
then return to the Alerts dashboard.)

* Select the checkbox next to the "Pulse is not enabled" alert.

* Click the Resolve button that appears at the top of the list. Since the underlying condition (Pulse being disabled) is now fixed, the
alert will be successfully resolved.

NEW QUESTION # 16

Task 2

Partl

An admmnistrator logs into Prism Element and sees an alert stating the following;:

Cluster services down on Controller VM (35.197.75.196)

Correct this issue in the least disruptive manner.

Part2

In a separate request, the security team has noticed a newly created cluster is reporting.

CVM [35.197.75.196] is using the default password.

They have provided some new security requirerments for cluster level security.

Security requirerments:

Update the default password for the root user on the node to match the admin user password: Note: 192.168.x.

x is not available. To access a node use the Host IP (172.30.0.x) froma CVM or the supplied external IP address.
Update the default password for the nutanix user on the CVM to match the admin user password.

Resolve the alert that is being reported.

Output the cluster-wide configuration of the SCMA policy to Desktop\Files\output. txt before changes are made.
Enable the Advance intrusion Detection Environment (AIDE) to run on a weekly basis for the cluster.

Enable high-strength password policies for the cluster.

Ensure CVMs require SSH keys for login instead of passwords. (SSH keys are located in the Desktop\Files\SSH folder).
Ensure the clusters meets these requirements. Do not reboot any cluster components.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To correct the issue of cluster services down on Controller VM (35.197.75.196) in the least disruptive manner, you need to do the
following steps:

Log in to Prism Element using the admin user credentials.

Go to the Alerts page and click on the alert to see more details.

You will see which cluster services are down on the Controller VM. For example, it could be cassandra, curator, stargate, etc.
To start the cluster services, youneed to SSH to the Controller VM using the nutanix user credentials. You can use any SSH client
such as PuTTY or Windows PowerShell to connect to the Controller VM. You will need the IP address and the password of the
nutanix user, which you can find in Desktop\Files\SSH\nutanix.

xt.

Once you are logged in to the Controller VM, run the command:

cluster status | grep -v UP

This will show you which services are down on the Controller VM.

To start the cluster services, run the command:

cluster start

This will start all the cluster services on the Controller VM.

To verify that the cluster services are running, run the command:

cluster status | grep -v UP

This should show no output, indicating that all services are up.

To clear the alert, go back to Prism Element and click on Resolve in the Alerts page.

To meet the security requirements for cluster level security, you need to do the following steps:



To update the default password for the root user on the node to match the admin user password, you need to SSH to the node using
the root user credentials. You can use any SSH client such as PuTTY or Windows PowerShell to connect to the node. You will
need the IP address and the password of the root user, which you can find in Desktop\Files\SSH\root. txt.

Once you are logged in to the node, run the command:

passwd

This will prompt you to enter a new password for the root user. Enter the same password as the admin user, which you can find in
Desktop\Files\SSH\admin. txt.

To update the default password for the nutanix user on the CVM to match the admin user password, you need to SSH to the CVM
using the nutanix user credentials. You can use any SSH client such as PUTTY or Windows PowerShell to connect to the CVM.
You will need the IP address and the password of the nutanix user, which you can find in Desktop\Files\SSH\nutanix. txt.

Once you are logged in to the CVM, run the command:

passwd

This will prompt you to enter a new password for the nutanix user. Enter the same password as the admin user, which you can find
in Desktop\Files\SSH\admin. txt.

To resolve the alert that is being reported, go back to Prism Element and click on Resolve in the Alerts page.

To output the cluster-wide configuration of SCMA policy to Desktop\Files\output.txt before changes are made, you need to log in
to Prism Element using the admin user credentials.

Go to Security > SCMA Policy and click on View Policy Details. This will show you the current settings of SCMA policy for each
entity type.

Copy and paste these settings into a new text file named Desktop\Files\output.txt.

To enable AIDE (Advanced Intrusion Detection Environment) to run on a weekly basis for the cluster, you need to log in to Prism
Element using the admin user credentials.

Go to Security > AIDE Configuration and click on Enable AIDE. This will enable AIDE to monitor file system changes on all CVMs
and nodes in the cluster.

Select Weekly as the frequency of AIDE scans and click Save.

To enable high-strength password policies for the cluster, you need to log in to Prism Element using the admin user credentials.

Go to Security > Password Policy and click on Edit Policy. This will allow you to modify the password policy settings for each entity
type.

For each entity type (Admin User, Console User, CVM User, and Host User), select High Strength as the password policy level
and click Save.

To ensure CVMs require SSH keys for login instead of passwords, you need to log in to Prism Element using the admin user
credentials.

Go to Security > Cluster Lockdown and click on Configure Lockdown. This will allow you to manage SSH access settings for the
cluster.

Uncheck Enable Remote Login with Password. This will disable password-based SSH access to the cluster.

Click New Public Key and enter a name for the key and paste the public key value from Desktop\Files\SSH\d _rsa.pub. This will
add a public key for key-based SSH access to the cluster.

Click Save and Apply Lockdown. This will apply the changes and ensure CVMs require SSH keys for login instead of passwords.
Partl

Enter CVM ssh and execute:

cluster status | grep -v UP

cluster start

Ifthere are issues starting some services, check the following:

Check if the node is in maintenance mode by running the ncli host Is command on the CVM. Verify if the parameter Under
Maintenance Mode s set to False for the node where the services are down. If the parameter Under Maintenance Mode is set to
True, remove the node from maintenance mode by running the following command:

nutanix@cvm$ ncli host edit id=<host id> enable-maintenance-mode=false

You can determine the host ID by using ncli host Is.

See the troubleshooting topics related to failed cluster services in the Advanced Administration Guide available from the Nutanix
Portal's Software Documentation page. (Use the filters to search for the guide for your AOS version). These topics have information
about common and AOS-specific logs, such as Stargate, Cassandra, and other modules.

Check for any latest FATALSs for the service that is down. The following command prints all the FATALs for a CVM. Run this
command on all CVMs.

nutanix@cvm$ for i in “svmips'; do echo "CVM: $1"; ssh $i "ls -Itr /home/nutanix/data/logs/*.FATAL"; done NCC Health Check:
cluster services down check (nutanix.com) Part2 Vlad Drac2023-06-05T13:22:00.861'll update this one with a smaller, if
possible, command Update the default password for the root user on the node to match the admin user password echo -e
"CHANGING ALL AHV HOST ROOT PASSWORDS.\nPlease input new password: "; read -1s password1; echo "Confirm new
password: "; read -rs password2; if [ "$password1" = "$password2" ]; then for host in $(hostips); do echo Host $host; echo
$password! | ssh root@S$host "passwd --stdin root"; done; else echo '"The passwords do not match'; fi Update the default
password for the nutanix user on the CVM sudo passwd nutanix Output the cluster-wide configuration of the SCMA policy ncli

cluster get-hypervisor-security-config Output Example:



nutanix@NTNX-372a19a3-A-CVM:10.35.150.184:~8$ ncli cluster get-hypervisor-security-config Enable Aide : false Enable Core
: false Enable High Strength P... : false Enable Banner : false Schedule : DAILY Enable iTLB Multihit M... : false Enable the
Advance intrusion Detection Environment (AIDE) to run on a weekly basis for the cluster.

ncli cluster edit-hypervisor-security-params enable-aide=true

ncli cluster edit-hypervisor-security-params schedule=weekly

Enable high-strength password policies for the cluster.

ncli cluster edit-hypervisor-security-params enable- high-strength-password=true Ensure CVMs require SSH keys for login instead
of passwords
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NEW QUESTION # 17

Task 10

An admmistrator will be deploying Flow Networking and needs to validate that the environment, specifically switch vs1, is
appropriately configured. Only VPC traffic should be carried by the switch.

Four versions each of two possible commands have been placed in Desktop\Files\Network\flow.txt. Remove the hash mark (#)
fromthe front of correct First command and correct Second command and save the file.

Only one hash mark should be removed from each section. Do not delete or copy lines, do not add additional lines. Any changes
other than removing two hash marks (#) will result in no credit.

Also, SSH directly to any AHV node (not a CVM) in the cluster and from the command line display an overview of the Open
vSwitch configuration. Copy and paste this to a new text file named Desktop\Files\Network\AHVswitch.txt.

Note: You will not be able to use the 192.168.5.0 network in this environment.

First command

#net.update vpc traffic config virtual switch=vs0



net.update vpc traffic_config virtual switch=vs1
#net.update vpc east west traffic_config virtual switch=vs0
#net.update vpc east west traffic_config virtual switch=vs1
Second command

#net.update vpc east west traffic_config permit all traffic=true
net.update vpc east west traffic_config permit vpc_traffic=true
#net.update vpc east west traffic config permit all traffic=false
#net.update vpc east west traffic_config permit vpc_traffic=false

Answer:

Explanation:

First, you need to open the Prism Central CLI from the Windows Server 2019 workstation. You can do this by clicking on the Start
menu and typing "Prism Central CLI". Then, you need to log in with the credentials provided to you.

Second, you need to run the two commands that [ have already given you in Desktop\Files\Network \flow. txt.

These commands are:

net.update vpc traffic config virtual switch=vs1 net.update vpc east west traffic_config permit vpc_traffic=true These
commands will update the virtual switch that carries the VPC traffic to vs1, and update the VPC east- west traffic configuration to
allow only VPC traffic. You can verify that these commands have been executed successfully by running the command:

net.get vpc_traffic_config

This command will show you the current settings of the virtual switch and the VPC east-west traffic configuration.

Third, you need to SSH directly to any AHV node (not a CVM) in the cluster and run the command:

ovs-vsctl show

This command will display an overview of the Open vSwitch configuration on the AHV node. You can copy and paste the output of
this command to a new text file named Desktop\Files\Network\AHVswitch. txt.

You can use any SSH client such as PuTTY or Windows PowerShell to comnect to the AHV node. You will need the IP address
and the credentials of the AHV node, which you can find in Prism Element or Prism Central.

remove # from greens

On AHV execute:

sudo ovs-vsctl show

CVM access AHV access command

nutanix@NTNX-A-CVM:192.168.10.5:~$ ssh root@192.168.10.2 "ovs-vsctl show" Open AHVswitch.txt and copy paste output

NEW QUESTION # 18

Task 7

An admmnistrator has been informed that a new workload requires a logically segmented network to meet security requirements.
Network configuration:

VLAN: 667

Network: 192.168.0.0

Subnet Mask: 255.255.255.0

DNS server: 34.82.231.220

Default Gateway: 192.168.0.1

Domain: cyberdyne.net

IP Pool: 192.168.9.100-200

DHCP Server IP: 192.168.0.2

Configure the cluster to meet the requirements for the new workload if new objects are required, start the name with 667.

Answer:

Explanation:

See the Explanation for step by step solution.

Explanation:

To configure the cluster to meet the requirements for the new workload, you need to do the following steps:

Create a new VLAN with ID 667 on the cluster. You can do this by logging in to Prism Element and going to Network
Configuration > VLANs > Create VLAN. Enter 667 as the VLAN ID and a name for the VLAN, such as 667 VLAN.
Create a new network segment with the network details provided. You can do this by logging in to Prism Central and going to
Network > Network Segments > Create Network Segment. Enter a name for the network segment, such as

667 Network Segment, and select 667 VLAN as the VLAN. Enter 192.168.0.0 as the Network Address and 255.255.255.0 as
the Subnet Mask. Enter 192.168.0.1 as the Default Gateway and

34.82.231.220 as the DNS Server. Enter cyberdyne.net as the Domain Name.



Create a new IP pool with the IP range provided. You can do this by logging in to Prism Central and going to Network > IP Pools
> Create IP Pool. Enter a name for the IP pool, such as 667 IP_Pool, and select

667 Network Segment as the Network Segment. Enter 192.168.9.100 as the Starting IP Address and

192.168.9.200 as the Ending IP Address.

Configure the DHCP server with the IP address provided. You can do this by logging in to Prism Central and going to Network >
DHCP Servers > Create DHCP Server. Enter a name for the DHCP server, such as

667 DHCP_Server, and select 667 Network Segment as the Network Segment. Enter 192.168.0.2 as the IP Address and select
667 IP_Pool as the IP Pool.
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