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A company is establishing connectivity between its on-premises site and an existing VPC on AWS to meet a new security
requirement. According to the new requirement, all public DN'S queries must use an on-premises DNS security solution. The
company's security team has allowed an exception for the AWS service endpoints because the company is using VPC endpoints to
access AWS services.

‘Which combination of steps should a network engineer take to configure the architecture to meet these requirements? (Choose
three.)

¢ A Create an Amazon Route 53 Resolver outbound endpoint. Associate this endpoint with the VPC.

¢ B. Create a systemrule for the domain name "." (dot) with a target IP address of the on-premises DNS security solution.

e C. Create a new DHCP options set that provides the IP address of the on-premises DNS security solution. Update the VPC
to use this new DHCP options set.

¢ D. Create a forwarding rule for the domain name "." (dot) with a target IP address of the on-premises DNS security solution.

¢ E. Create a systemrule for the domain name amazonaws.com

¢ F. Create an Amazon Route 53 Resolver inbound endpoint. Associate this endpoint with the VPC.

IE%: A\ D\ E

R -

Creating this system rule improves performance, reduces the number of queries that are forwarded to your network and is
recommended when you create a conditional forwarding rule for

"." (dot) or "com’".

httpsz/docs.aws.amazon.con/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to- vpe.html
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Your company has the following Direct Connect and VPN Connections

Site A - VPN 10.1.0.0/24 AS 65000 65000

Site B - VPN 10.10.252/30 AS 65000

Site C - Direct Connect 10.0.0.0/8 AS 65000

Site D - Direct Connect 10.0.0.0/16 AS 65000 65000 65000

Youare trying to connect to an IP address of 10.1.0.254. Which of the following route will be chosen?
Response:

A. Site B
B. Site C
C. Site A
D. Site D

EfE: C
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A company is developing a new application that is deployed in muiltiple VPCs across multiple AWS Regions.

The VPCs are connected through AWS Transit Gateway. The VPCs contain private subnets and public subnets.

All outbound internet traffic in the private subnets must be audited and logged. The company's network engineer plans to use AWS
Network Firewall and must ensure that all traffic through Network Firewall is completely logged for auditing and alerting,

How should the network engineer configure Network Firewall logging to meet these requirements?

e A. Configure Network Firewall logging by configuring AWS CloudTrail to capture data events.

e B. Configure Network Firewall logging in Network Firewall to capture all alerts and flow logs.

e C. Configure Network Firewall logging by configuring VPC Flow Logs for the firewall endpoint. Send the logs to a log group
in Amazon CloudWatch Logs.

e D. Configure Network Firewall logging in Amazon CloudWatch to capture all alerts. Send the logs to a log group in Amazon
CloudWatch Logs.

IEf#: B
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Your company decides to use Amazon S3 to augment its on-premises data store. Instead of using the company's highly controlled,
on-premises Internet gateway, a Direct Connect connection is ordered to provide high bandwidth, low latency access to S3.

Since the company does not own a publicly routable IPv4 address block, a request was made to AWS for an AWS-owned address
for a Public Virtual Interface (VIF). The security team is calling this new connection a "backdoor", and you have been asked to
clarify the risk to the company.

‘Which concern from the security team is valid and should be addressed?

Response:

A. Direct Connect customers with a Public VIF in the same region could directly reach the router.

B. EC2 instances in the same region with access to the Internet could directly reach the router.

C. AWS advertises its aggregate routes to the Internet allowing anyone on the Internet to reach the router.
D. The S3 service could reach the router through a pre-configured VPC Endpoint.

F
®
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A company wants to analyze TCP traffic to the nternet. The traffic origmnates from Amazon EC2 instances in the company's VPC.
The EC2 mstances mitiate connections through a NAT gateway.

The required information includes source and destination IP addresses, ports, and the first 8 bytes of payload of TCP segments. The
company needs to collect, store, and analyze all the required data points.

‘Which solution will meet these requirements?

e A Tun on VPC Flow Logs on the EC2 instances. Specify a custom format and a log destiation of Amazon S3. Analyze the
flow log data by using Amazon Athena.

¢ B. Set up the NAT gateway as a VPC traffic mirror source. Deploy software on the traffic mirror target to forward the data
to an Amazon OpenSearch Service cluster. Analyze the data by using OpenSearch Dashboards.

e C. Turn on VPC Flow Logs on the EC2 instances. Specify the default format and a log destination of Amazon CloudWatch
Logs. Analyze the flow log data by using CloudWatch Logs Insights.

e D. Set up the EC2 instances as VPC traffic mirror sources. Deploy software on the traffic mirror target to forward the data to
Amazon CloudWatch Logs. Analyze the data by using CloudWatch Logs Insights.

IEf#: D
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VPC Flow Logs capture metadata about the network traffic, such as source and destination IP addresses, source and destination
ports, protocol, packet and byte counts, start and end times of the flow, and more. This information is useful for monitoring and
troubleshooting network traffic patterns, but it does not include the payload content of TCP segments.

Ifyouneed to capture and analyze the payload data of TCP segments, you would need to use other monitoring and logging
solutions, such as tapping into the network traffic with tools like Traffic Mirroring or using other packet capture mechanisms. These
solutions can capture the actual data content for analysis, but they might require more advanced setup and configuration compared to
VPC Flow Logs.
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