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You support a high-traffic web application and want to ensure that the home page loads in a timely manner.

As a first step, you decide to implement a Service Level Indicator (SLI) to represent home page request latency with an acceptable
page load time set to 100 ms. What is the Google-recommended way of calculating this SLI?

¢ A Buckelize The request latencies into ranges, and then compute the percentile at 100 ms.

¢ B. Bucketize the request latencies into ranges, and then compute the median and 90th percentiles.

¢ (. Count the number of home page requests that load in under 100 ms, and then divide by the total number of home page
requests.

e D. Count the number of home page requests that load in under 100 ms. and then divide by the total number of all web
application requests.
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https//sre.google/workbook/implementing-slos/

In the SRE principles book, it's recommended treating the SLI as the ratio of two numbers: the number of good events divided by
the total number of events. For example: Number of successful HTTP requests / total HTTP requests (success rate)

FIRE #42
You recently migrated an ecommerce application to Google Cloud. You now need to prepare the application for the upcoming peak
traffic season. You want to follow Google-recommended practices. What should you do first to prepare for the busy season?

A. Create a Terraform configuration for the application's underlying infrastructure to quickly deploy to additional regions.
B. Load test the application to profile its performance for scaling.

C. Pre-provision the additional compute power that was used last season, and expect growth.

D. Migrate the application to Cloud Run, and use autoscaling.

Z%: B
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The first thing you should do to prepare your ecommerce application for the upcoming peak traffic season is to load test the
application to profile its performance for scaling, Load testing is a process of simulating high traffic or user demand on your
application and measuring how it responds.Load testing can help you identify any bottlenecks, errors, or performance issues that
might affect your application during the busy seasonl.Load testing can also help you determine the optimal scaling strategy for your
application, such as horizontal scaling (adding more instances) or vertical scaling (adding more resources to each instance)2.

There are different tools and methods for load testing your ecommerce application on Google Cloud, depending on the type and
complexity of your application.For example, you can use Cloud Load Balancing to distribute traffic across multiple instances of your
application, and use Cloud Monitoring to measure the latency, throughput, and error rate of your application3. You can also use
Cloud Functions or Cloud Run to create serverless load generators that can simulate user requests and send them to your
application4.

Alternatively, you can use third-party tools such as Apache JMeter or Locust to create and run load tests on your application.

By load testing your ecommerce application before the peak traffic season, you can ensure that your application is ready to handle
the expected load and provide a good user experience. You can also use the results of your load tests to plan and implement other
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steps to prepare your application for the busy season, such as migrating to a more scalable platform, creating a Terraform
configuration for deploying to additional regions, or pre-provisioning additional compute power.

References:

1:Load Testing 101: How To Test Website Performance | BlazeMeter

2: Scaling applications | Google Cloud

3:Load testing using Google Cloud | Solutions | Google Cloud

4: Serverless load testing using Cloud Functions | Solutions | Google Cloud
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You are designing a system with three different environments: development, quality assurance (QA), and production.

Each environment will be deployed with Terraform and has a Google Kubemetes Engine (GKE) cluster created so that application
teams can deploy their applications. Anthos Config Management will be used and templated to deploy infrastructure level resources
in each GKE cluster. All users (for example, infrastructure operators and application owners) will use GitOps. How should you
structure your source control repositories for both Infrastructure as Code (IaC) and application code?

¢ A Cloud Infrastructure (Terraform) repository is shared: different directories are different environmentsGKE Infrastructure
(Anthos Config Management Kustomize manifests) repository is shared: differentoverlay directories are different
environmentsApplication (app source code) repositories are separated: different branches are different features

¢ B. Cloud Infrastructure (Terraform) repository is shared: different branches are different environmentsGKE Infrastructure
(Anthos Config Management Kustomize manifests) repository is shared: differentoverlay directories are different
environmentsApplication (app source code) repository is shared: different directories are different features

¢ C. Cloud Infrastructure (Terraform) repository is shared: different directories are different environmentsGKE Infrastructure
(Anthos Config Management Kustomize manifests) repositories are separated:different branches are different
environmentsApplication (app source code) repositories are separated: different branches are different features

¢ D. Cloud Infrastructure (Terraform) repositories are separated: different branches are different environmentsGKE
Infrastructure (Anthos Config Management Kustomize manifests) repositories are separated:different overlay directories are
different environmentsApplication (app source code) repositories are separated: different branches are different features
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You are configuring Cloud Logging for a new application that runs on a Compute Engine instance with a public IP address. A user-
managed service account is attached to the instance. You confirmed that the necessary agents are running on the instance but you
cannot see any log entries from the instance in Cloud Logging. You want to resolve the issue by following Google-recommended
practices. What should you do?

A. Update the instance to use the default Compute Engine service account.
B. Add the Logs Writer role to the service account.

C. Export the service account key and configure the agents to use the key.
D. Enable Private Google Access on the subnet that the instance is in.

Z%: B

A RE S«

The correct answer is A. Add the Logs Writer role to the service account.

To use Cloud Logging, the service account attached to the Compute Engine instance must have the necessary permissions to write
log entries. The Logs Writer role (roles/logging logWriter) provides this permission. You can grant this role to the user-managed
service account at the project, folder, or organization levell.

Private Google Access is not required for Cloud Logging, as it allows instances without external IP addresses to access Google
APIs and services2.The default Compute Engine service account already has the Logs Writer role, but it is not a recommended
practice to use it for user applications3.Exporting the service account key and configuring the agents to use the key is not a secure
way of authenticating the service account, as it exposes the key to potential compromise4.

References:

1:Access control with IAM | Cloud Logging | Google Cloud

2: Private Google Access overview | VPC | Google Cloud

3: Service accounts | Compute Engine Documentation | Google Cloud

4: Best practices for securing service accounts | JAM Documentation | Google Cloud
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Your company has a Google Cloud resource hierarchy with folders for production test and development Your cyber security team
needs to review your company's Google Cloud security posture to accelerate security issue identification and resolution You need to
centralize the logs generated by Google Cloud services from all projects only inside your production folder to allow for alerting and
near-real time analysis. What should you do?

A. Create a central Cloud Monitoring workspace and attach all related projects

B. Create an aggregated log sink associated with the production folder that uses a Cloud Logging bucket as the destination
C. Enable the Workflows API and route all the logs to Cloud Logging

D. Create an aggregated log sink associated with the production folder that uses a Pub Sub topic as the destination

EX: B
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