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Microsoft AZ-500 Exam Syllabus Topics:

Section Weight Objectives

Manage security operations 20-25%

- Monitor security using Azure tools

1. Log Analytics workspace
2. Microsoft Sentinel

- Respond to security incidents

1. Alerting and incident response
2. Threat detection and investigation
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Manage identity and access 25-30%

- Manage Microsoft Entra ID identities

1. Conditional Access policies
2. Users and groups management
3. Privileged Identity Management (PIM)

- Manage authentication and authorization

1. Role-based access control (RBAC)
2. Multi-factor authentication (MFA)

Secure data and applications 20-25%

- Secure applications

1. Secure storage and databases
2. Application security best practices

- Protect data in Azure

1. Azure Key Vault
2. Encryption at rest and in transit

Implement platform protection 25-30%

- Protect Azure compute and network resources

1. DDoS Protection
2. Network Security Groups (NSG)
3. Azure Firewall

- Configure advanced security features

1. Microsoft Defender for Cloud
2. Security baselines and policies

>> AZ-500 Latest Practice Questions <<

Microsoft AZ-500 questions and answers
If you are occupied with your work or study and have little time to prepare for your exam, and you should choose us. Since AZ-500
exam bootcamp is high-quality, and you just need to spend about 48 to 72 hours on studying, and you can pass the exam in your
first attempt. We are pass guarantee and money back guarantee, and if you fail to pass the exam by using AZ-500 Exam Dumps, we
will give you full refund. In order to let you obtain the latest information for AZ-500 exam braibdumps, we offer you free update for
one year after purchasinhg, and the update version will be sent to your email automatically.

Microsoft Azure Security Technologies Sample Questions (Q342-Q347):
NEW QUESTION # 342 
You have an Azure subscription that contains an Azure key vault named Vault1.
On January 1, 2019, Vault1 stores the following secrets.
Which can each secret be used by an application? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation
Box 1: Never
Password1 is disabled.
Box 2: Only between March 1, 2019 and May 1,
Password2:
Reference:
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https://docs.microsoft.com/en-us/powershell/module/azurerm.keyvault/set-azurekeyvaultsecretattribute

NEW QUESTION # 343 
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following
table.
You configure an access review named Review1 as shown in the following exhibit.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Reference:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review

NEW QUESTION # 344 
SIMULATION
You plan to connect several Windows servers to the WS11641655 Azure Log Analytics workspace.
You need to ensure that the events in the System event logs are collected automatically to the workspace after you connect the
Windows servers.
To complete this task, sign in to the Azure portal and modify the Azure resources.

A. Azure Monitor can collect events from the Windows event logs or Linux Syslog and performance counters that you specify
for longer term analysis and reporting, and take action when a particular condition is detected. Follow these steps to configure
collection of events from the Windows system log and Linux Syslog, and several common performance counters to start with.
Data collection from Windows VM
1. In the Azure portal, locate the WS11641655 Azure Log Analytics workspace then select Advanced settings.
2. Select Data, and then select Windows Event Logs.
3. You add an event log by typing in the name of the log. Type System and then select the plus sign +.
4. In the table, check the severities Error and Warning. (for this question, select all severities to ensure that ALL logs are
collected).
5. Select Save at the top of the page to save the configuration.
B. Azure Monitor can collect events from the Windows event logs or Linux Syslog and performance counters that you specify
for longer term analysis and reporting, and take action when a particular condition is detected. Follow these steps to configure
collection of events from the Windows system log and Linux Syslog, and several common performance counters to start with.
Data collection from Windows VM
1. In the Azure portal, locate the WS11641655 Azure Log Analytics workspace then select Advanced settings.

2. Select Data, and then select Windows Event Logs.
3. You add an event log by typing in the name of the log. Type System and then select the plus sign +.
4. In the table, check the severities Error and Warning. (for this question, select all severities to ensure that ALL logs are
collected).
5. Select Save at the top of the page to save the configuration.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-azurevm

NEW QUESTION # 345 
Use the following login credentials as needed:
To enter your username, place your cursor in the Sign in box and click on the username below.
To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com



Azure Password: Ag1Bh9!#Bd
The following information is for technical support purposes only:
Lab Instance: 10598168

You need to create a new Azure Active Directory (Azure AD) directory named 10598168.onmicrosoft.com.
The new directory must contain a user named user1@10598168.onmicrosoft.com who is configured to sign in by using Azure Multi-
Factor Authentication (MFA).
To complete this task, sign in to the Azure portal.

Answer:

Explanation:
See the explanation below.
Explanation
Step 1: Create an Azure Active Directory tenant
1. Browse to the Azure portal and sign in with an account that has an Azure subscription.
2. Select the plus icon (+) and search for Azure Active Directory.
3. Select Azure Active Directory in the search results.
4. Select Create.
5. Provide an Organization name and an Initial domain name (10598168). Then select Create. Your directory
is created.
6. After directory creation is complete, select the information box to manage your new directory.Next, you're going to add tenant
users.
Step 2: Create an Azure Active Directory tenant user
7. In the Azure portal, make sure you are on the Azure Active Directory fly out.
8. Under Manage, select Users.
9. Select All users and then select + New user.
10. Provide a Name and User name (user1) for the regular user tenant You can also show the temporary password. When you're
done, select Create.
Name: user1
User name: user1@10598168.onmicrosoft.com
Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

NEW QUESTION # 346 
You have an Azure subscription that contains a storage account named storage1 and several virtual machines. The storage account
and virtual machines are in the same Azure region. The network configurations of the virtual machines are shown in the following
table.
The virtual network subnets have service endpoints defined as shown in the following table.
You configure the following Firewall and virtual networks settings for storage1:
Allow access from: Selected networks
Virtual networks: VNET3\Subnet3
Firewall - Address range: 52.233.129.0/24
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

NEW QUESTION # 347
......
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