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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q46-Q51):
NEW QUESTION # 46 
Regarding static attack object groups, which two statements are true? (Choose two.)

A. Group membership automatically changes when Juniper updates the IPS signature database.
B. Group membership does not automatically change when Juniper updates the IPS signature database.
C. You must manually add matching attack objects to a custom group.
D. Matching attack objects are automatically added to a custom group.

Answer: B,C

NEW QUESTION # 47 
Which two statements are true about mixing traditional and unified security policies? (Choose two.)
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A. Unified security policies must come before traditional security policies
B. Traditional security policies must come before unified security policies
C. When a packet matches a traditional security policy, the evaluation process terminates
D. When a packet matches a unified security policy, the evaluation process terminates

Answer: C,D

NEW QUESTION # 48 
Which method does the loT Security feature use to identify traffic sourced from IoT devices?

A. The SRX Series device streams transit traffic received from the IoT device to Juniper ATP Cloud.
B. The SRX Series device identifies loT devices from metadata extracted from their transit traffic.
C. The SRX Series device identifies loT devices using their MAC address.
D. The SRX Series device streams metadata from the loT device transit traffic to Juniper ATP Cloud Juniper ATP Cloud.

Answer: B

Explanation:
The metadata is used to identify the type of device, its associated activities and its threat profile. This information is used to determine
the appropriate security policy for the device. For more information on loT Security, please refer to the Juniper Security, Specialist
(JNCIS-SEC) study guide.

NEW QUESTION # 49 
Click the Exhibit button.
You are asked to create a security policy that will automatically add infected hosts to the infected hosts feed and block further
communication through the SRX Series device.
What needs to be added to this configuration to complete this task?

A. Add a match rule to the security policy with an appropriate threat level.
B. Add logging to the permit portion of the security policy.
C. Add a security intelligence policy to the permit portion of the security policy.
D. Add an action to the permit portion of the security policy.

Answer: C

Explanation:
To create a security policy that will automatically add infected hosts to the infected hosts feed and block further communication
through the SRX Series device, you need to add a security intelligence policy to the permit portion of the security policy. A security
intelligence policy is a policy that allows you to block or monitor traffic from malicious sources based on threat intelligence feeds
from Juniper ATP Cloud or other providers. One of the feeds that you can use is the Infected-Hosts feed, which contains IP
addresses of hosts that are infected with malware and communicate with command-and-control servers.
You can create a profile and a rule for the Infected-Hosts feed and specify the threat level and the action to take for the infected
hosts. Then, you can link the security intelligence policy with the firewall policy and apply it to the traffic that you want to protect.
Reference: = Security Intelligence Overview, Configuring Security Intelligence Policy, Configure the Security Intelligence Policy on
the SRX Series Device

NEW QUESTION # 50 
Which three statements about SRX Series device chassis clusters are true? (Choose three.)

A. Recovery from a control link failure requires that the secondary member device be rebooted.
B. Chassis cluster member devices synchronize configuration using the control link.
C. Chassis cluster control links must be configured using RFC 1918 IP addresses.
D. Heartbeat messages verify that the chassis cluster control link is working.
E. A control link failure causes the secondary cluster node to be disabled.

Answer: B,D,E

Explanation:



B: Chassis cluster member devices synchronize configuration using the control link: This statement is correct because the control link
is used for configuration synchronization among other functions.
C: A control link failure causes the secondary cluster node to be disabled: This statement is correct because a control link failure
causes the secondary node to become ineligible for primary role and remain in secondary role until the control link is restored.
E: Heartbeat messages verify that the chassis cluster control link is working: This statement is correct because heartbeat messages
are sent periodically over the control link to monitor its status.

NEW QUESTION # 51
......
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