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& #180

A company wants to implement a Zero Trust policy where access to the internal development code repository application is only
allowed for members of the 'DevIeam Active Directory group if they are connecting from a device identified as a 'Company
Laptop' and the device posture is compliant (e.g., antivirus updated, disk encrypted), as verified by GlobalProtect HIP. Which
specific Palo Alto Networks features and policy configurations are essential to achieve this granular control on a Strata NGFW or
Prisma Access?

e A. Use Device-1D to identify the device as a 'Company Laptop' and incorporate this Device-ID into the Security policy rule
criteria.

¢ B. Ensure User-1D is configured and operational to map user IPs to AD user accounts/groups and use the 'DevTeam group
in the Security policy rule's 'Source User' tab.

¢ C. Configure GlobalProtect with Host Information Profile (HIP) collection and define a HIP Object that represents the
'compliant company laptop' posture, then reference this HIP Object in the Security policy rule's 'Source User’ tab.

¢ D. Create a customservice object for the development repository's port and protocol, and use this service object in the
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Security policy rule.
¢ E. Configure App-ID to identify the 'development-repo’ application and use it in a Security policy rule's 'Application' tab.

ER: ABCE

i RE B«

Achieving this granular, context-aware access control requires combining identity (User-1D), application identification (App-1D), and
device context (Device-ID/HIP). Let's break down the options: - Option A (Correct): App-1D is essential to identify the specific
application traffic ('development-repo') independent of ports, ensuring the policy applies precisely. - Option B (Correct): User-1D is
required to identify the user as a member of the 'DevTeam group, enabling identity-based policy. - Option C (Correct):
GlobalProtect HIP is the mechanism to collect device posture information. Defining a HIP Object for the 'compliant company laptop'
posture and referencing it in the Security policy rule's 'Source User' tab (alongside or in conjunction with the User-1D group) allows
the firewall to enforce policy based on device compliance. - Option D (Correct): Device-ID provides visibility into the device type
(e.g., Windows laptop, iPPhone, IoT device). While HIP provides posture, Device-ID identifies the device itself. In this scenario,
identifying it as a 'Company Laptop' device type (which Device-ID can often infer from DHCP options, user-agent strings, etc., or
via integrated endpoints) is a valid policy criterion, often used in conjunction with or as part of HIP requirements, to ensure the user
isn't connecting from a personal phone, for example. - Option E (Incorrect): Using a Service object based on port/protocol is a
legacy approach that bypasses the granular application identification provided by App-ID and does not incorporate user or device
context.

R #181

A remote user connects to Prisma Access via GlobalProtect. The administrator wants to see the detailed Host Information Profile
(HIP) data collected from the user's endpoint (e.g., list of running processes, patch details, AV status) for troubleshooting or
compliance verification. Where can the administrator view the detailed HIP report for a specific user session in the Palo Alto
Networks ecosystem?

A. Within the detailed session information view for the GlobalProtect tunnel in the monitoring tab.
B. In the HIP Match logs.

C. In the Traffic logs filtered by the user's session.

D. On the user’s local GlobalProtect client application interface.

E. In the System logs on the Prisma Access service edge.

EX: B

SRR

Palo Alto Networks firewalls and Prisma Access generate specific log types for HIP-related events. - Option A: Traffic logs contain
session details but not the full granular HIP data report. - Option B (Correct): HIP Match logs (or HIP logs) are specifically
generated when a HIP profile is matched or when HIP data is reported by the agent. These logs contain summaries of the HIP
evaluation result (which HIP profiles were matched) and often include a link or ability to view the detailed HIP report (raw data
collected from the endpoint) associated with that specific log entry. - Option C: The monitoring tab might show the tunnel status and
basic session info but typically not the granular HIP report data within the session view itself. - Option D: System logs track
operational events. - Option E: The local client interface shows basic status and potentially summary compliance info but not the full
detailed report available to the administrator.

PR #182

An organization manages its Palo Alto Networks firewalls using Panoram

a. They want to ensure consistent security enforcement across all managed devices by using shared security profiles configured in
Panorama. They receive a report indicating that a specific Anti-Spyware profile attached to a critical Security Policy rule is
configured to 'Alert' instead of 'Block' for medium and high severity signatures. How would an admnistrator typically locate and
modify this shared Anti-Spyware profile using Panorama, and what is the impact of the change after committing?

e A Locate the Anti-Spyware profile under Panorama > Objects > Security Profiles > Anti-Spyware, modify the actions for
medmumhigh severity signatures to 'Block’, and push the changes from Panorama to the relevant Device Groups and firewalls.
B. The change only affects new policies created after the modification; existing policies retain the old profile settings.

C. Locate the Anti-Spyware profile under Panorama > Policies > Security, modify the actions for mediunvhigh severity
signatures to 'Block’, and commit the changes to Panorama, which autormatically pushes to managed devices.

D. Modifying a shared profile in Panorama requires a complete reboot of all managed firewalls for the changes to take effect.
E. Access each individual firewall's web interface, locate the Anti-Spyware profile under Objects > Security Profiles, modify
the actions, and commit the change on each firewall.
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Shared security profiles in Panorama are managed under the 'Objects' tab, and changes are pushed to managed firewalls. - Option
A: Security policies are under Policies, but security profiles are typically under Objects. - Option B (Correct): Security profiles are
defined as reusable objects under Panorama > Objects > Security Profiles. Modifying a shared profile here changes the definition for
all policies and Device Groups that reference this shared profile. After making the modification, the administrator must 'Push' the
configuration from Panorama to the specific Device Groups or individual firewalls that use this profile. The change takes effect on the
firewalls after a successful push and commit on the firewalls. - Option C: This describes managing local profiles, which defeats the
purpose of centralized management and consistency provided by Panorama shared profiles. - Option D: Modifying a shared profile
updates its definition. Any policy rule that references that shared profile will use the new definition after the configuration is pushed
and committed. Existing policies using that profile are updated. - Option E: Configuration changes pushed from Panorama require a
commit on the firewalls, but not a reboot (unless the change impacts fundamental network settings that require it, which profile

changes typically don't).

i RE #183

A security administrator is investigating a potential malware outbreak on the internal network protected by a Palo Alto Networks
PA-Series firewall. They need to identify which users are accessing specific malicious URLs or downloading suspicious files. Which
log types generated by the firewall are MOST relevant for this mvestigation, providing visibility into user activity, applications, and
detected threats? (Select all that apply)

A. Threat logs
B. URL Filtering logs
C. Configuration logs
D. Traffic logs
E. System logs

ZX: ABD

fE AR A«

Investigating user activity, application usage, and detected threats relies on specific firewall log types: - Option A (Correct): Traffic
logs record details about every session flowing through the firewall that matches a logging-enabled security policy rule. They include
source/destination [P/port, zones, application ID, user ID, action (allow/deny/drop), and session duration. This is findamental for
seeing who accessed what application. - Option B (Correct): Threat logs record all detected security threats, including matware,
exploits, spyware, and command-and-control activity, based on the applied Threat Prevention, Antivirus, and WildFire profiles.
These logs directly indicate malicious activity. - Option C (Correct): URL Filtering logs record details about URL access attempts,
including the requested URL, the URL category, the configured action (allow/block/alert), the source user, and the destination IP.
This is essential for tracking user access to specific websites, including known malicious ones. - Option D (Incorrect): Configuration
logs track changes made to the firewall's configuration, which is not relevant for nvestigating traffic-related security incidents. -
Option E (Incorrect): System logs record events related to the firewall's operation (e.g., interface status changes, daemon restarts,
resource utilization) but not the details of user traffic or detected threats within those flows.

8 #184

An organization uses Palo Alto Networks firewalls with Enterprise DLP and monitors logs in Cortex Data Lake. An administrator
wants to generate a report showing all instances where sensitive data (defined by a Data Filtering profile) was detected in outbound
application traffic, regardless of whether it was blocked or allowed. Which log type in Cortex Data Lake should be used as the
primary source for this report?

A. Traffic logs

B. URL Filtering logs
C. Threat logs

D. System logs

E. Data Filtering logs

Z%: E
fRRERR A :

Data Filtering logs are specifically generated when a configured Data Filtering profile matches sensitive content in a traffic stream.
These logs record the details of the detection, the action taken by the profile (alert, block), the policy rule involved, and session



information. To report on all instances of sensitive data detection, regardless of the final session action, the Data Filtering logs are the
most direct source. Option A shows session details but not the specific DLP match. Option B is for threats. Option C is for web
access. Option E is for system events.
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