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RedHat EX432 Exam Syllabus Topics:

Topic Details

Topic 1
Manage Virtualization Operator: Covers deploying and monitoring the OpenShift Virtualization Operator
and managing virtual machines across multiple clusters using RHACM.

Topic 2
Manage and deploy Red Hat Advanced Cluster Management for Kubernetes (RHACM): Covers installing
and configuring RHACM, its architecture, and interacting with it via CLI or web terminal.

Topic 3
Configure access control for multi-cluster management: Covers setting up RBAC, cluster sets, placement
rules, and policies to control user and group access across clusters.
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Topic 4
Manage the RHACM observability service: Covers enabling, managing, and customizing the observability
stack to monitor multi-cluster environments.

RedHat Red Hat Certified Specialist in OpenShift Advanced Cluster
Management Sample Questions (Q27-Q32):
NEW QUESTION # 27 
Set TimeWindow for App (Web Console)
Task information: Add timeWindow to Subscription spec (active window Friday 09:00-17:00)

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
* In ACM console go to Applications .
* Select the application you deployed.
* Open the Editor view (YAML editor) for the Subscription object.
* Under spec, add a timeWindow section similar to what the lab requests:
* windowtype: active
* day: Friday
* hours: 09:00-17:00
* Save/apply the changes.
* Verify the Subscription YAML now contains the time window and observe that deployment actions respect the scheduling
window.
Why this matters:
* Time windows let you control when changes roll out (useful for change-management, business hours, and maintenance windows).

NEW QUESTION # 28 
Create Development ClusterSet

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
* Create the ManagedClusterSet:
* oc create managedclusterset development
* Confirm it exists:
* oc get managedclusterset
* oc describe managedclusterset development
Why these steps matter:
* ClusterSets are an ACM grouping primitive used for RBAC scoping , governance targeting, and multi- cluster app placement.

NEW QUESTION # 29 
Enable and verify ACM "Search" and query for a resource across clusters

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
* Ensure ACM hub components are installed and healthy.



* In ACM console, open Search and query for:
* a namespace name
* a specific deployment
* Validate results show cluster origin and resource details.
Why this matters:
Search is a core ACM operational workflow for multi-cluster visibility.

NEW QUESTION # 30 
Create a Placement that selects clusters by label (environment=dev)

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
* Create Placement in team-dev:
cat < < 'EOF' | oc apply -f -
apiVersion: cluster.open-cluster-management.io/v1beta1
kind: Placement
metadata:
name: dev-clusters
namespace: team-dev
spec:
predicates:
- requiredClusterSelector:
labelSelector:
matchExpressions:
- key: environment
operator: In
values: ["dev"]
EOF
* Verify placement decisions:
oc get placement -n team-dev
oc get placementdecision -n team-dev
Why this matters:
Placement is used broadly for policy targeting and multi-cluster app rollout .

NEW QUESTION # 31 
Create Kustomization File

Answer:

Explanation:
See the solution below in Explanation.
Explanation:
* Create an empty kustomization file:
* touch overlays/production/kustomization.yaml
* Validate it exists:
* ls -l overlays/production
Why this matters:
* kustomization.yaml is the entrypoint file Kustomize uses to build overlays.

NEW QUESTION # 32
......
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