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Topic 1

GFW and SASE Solution Maintenance and Configuration: This domain evaluates the skills of network
security administrators in maintaining and configuring Palo Alto Networks hardware firewalls, VM-Series,
CN-Series, and Cloud NGFWs. It includes managing security policies, profiles, updates, and upgrades. It
also covers adding, configuring, and maintaining Prisma SD-WAN including initial setup, pathing,
monitoring, and logging. Maintaining and configuring Prisma Access with security policies, profiles,
updates, upgrades, and monitoring is also assessed.

Topic 2

Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security
profiles, User-ID and App-ID, decryption, and monitoring. It also covers the application of CDSS for IoT
security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,
Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best
practices through administration, dashboards, and Best Practice Assessments.

Topic 3

Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
infrastructure managers in maintaining and configuring Cloud-Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging. It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environments including supported products, device addition, reporting, and configuration
management.

Topic 4

NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the functions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it
includes the functionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-
based firewall, and monitoring, plus Prisma Access features such as remote user and network
configuration, application access, policy enforcement, and logging. It also evaluates options for managing
Strata and SASE solutions through Panorama and Strata Cloud Manager.

Palo Alto Networks Network Security Professional Sample Questions (Q11-
Q16):
NEW QUESTION # 11 
When configuring Security policies on VM-Series firewalls, which set of actions will ensure the most comprehensive Security policy
enforcement?

A. Configure policies using User-ID and App-ID, enable decryption, apply appropriate security profiles to rules, and update
regularly with dynamic updates.
B. Configure port-based policies, check threat logs weekly, conduct software updates annually, and enable decryption.
C. Configure all default policies provided by the firewall, use Policy Optimizer, and adjust security rules after an incident
occurs.
D. Configure a block policy for all malicious inbound traffic, configure an allow policy for all outbound traffic, and update
regularly with dynamic updates.

Answer: A

Explanation:
Acomprehensive security approachuses:
* User-IDfor identity-based policies
* App-IDfor application-based security
* Decryptionto inspect encrypted traffic
* Security profilesto enforce protections
* Dynamic updatesto ensure up-to-date threat coverage
"For comprehensive security, combine User-ID, App-ID, decryption, and security profiles. Keep the firewall updated with dynamic
content updates to maintain the strongest security posture." (Source: Best Practices for Security Policy) This ensures real-time,



identity-aware, and application-centric security enforcement.

NEW QUESTION # 12 
Which feature of SaaS Security will allow a firewall administrator to identify unknown SaaS applications in an environment?

A. App-ID
B. Cloud Identity Engine
C. App-ID Cloud Engine
D. SaaS Data Security

Answer: C

Explanation:
App-ID Cloud Engine (ACE)in SaaS Security uses cloud-based signatures to detectunknownand unsanctioned SaaS applicationsin
the environment.
"App-ID Cloud Engine (ACE) uses real-time cloud intelligence to identify SaaS applications, including previously unknown or newly
introduced applications." (Source: ACE for SaaS Visibility) This feature is key for comprehensive SaaS visibility beyond static
signatures.

NEW QUESTION # 13 
Which two tools can be used to configure Cloud NGFWs for AWS? (Choose two.)

A. Cortex XSIAM
B. Cloud service provider's management console
C. Panorama
D. Prisma Cloud management console

Answer: B,C

Explanation:
Cloud NGFW for AWS can be configured usingPanoramafor centralized management, as well as theAWS management consolefor
native integration and configuration.
"You can configure Cloud NGFW for AWS using Panorama for centralized security management, or directly through the AWS
management console to deploy and manage security services for your AWS resources." (Source: Cloud NGFW for AWS Guide)

NEW QUESTION # 14 
Which procedure is most effective for maintaining continuity and security during a Prisma Access data plane software upgrade?

A. Perform the upgrade during peak business hours, quickly address any user-reported issues, and ensure immediate
troubleshooting post-rollout.
B. Use Strata Cloud Manager (SCM) to perform dynamic upgrades automatically and simultaneously across all locations at
once to ensure network-wide uniformity.
C. Back up configurations, schedule upgrades during off-peak hours, and use a phased approach rather than attempting a
network-wide rollout.
D. Disable all security features during the upgrade to prevent conflicts and re-enable them after completion to ensure a smooth
rollout process.

Answer: C

Explanation:
The best practice for Prisma Access data plane upgrades involvesbacking up configurations, scheduling upgrades during off-peak
hours, and using a phased approachto minimize disruption and maintain continuity. As per the Palo Alto Networks documentation:
"To minimize disruptions, it is recommended to perform Prisma Access upgrades during non-business hours and in a phased manner,
starting with less critical sites to validate the process before moving to critical locations. Backup configurations and validate the
system's readiness to avoid data loss and maintain service continuity." (Source: Prisma Access Best Practices)



NEW QUESTION # 15 
Which two features can a network administrator use to troubleshoot the issue of a Prisma Access mobile user who is unable to
access SaaS applications? (Choose two.)

A. GlobalProtect logs
B. SaaS Application Risk Portal
C. Capacity Analyzer
D. Autonomous Digital Experience Manager (ADEM) console

Answer: A,D

Explanation:
GlobalProtect logs
These logs provide detailed insights into the user's connectivity, tunnel status, and authentication events.
"GlobalProtect logs include detailed information about connection establishment, tunnel negotiation, and any errors that can prevent
mobile users from accessing applications." (Source: GlobalProtect Troubleshooting) Autonomous Digital Experience Management
(ADEM) ADEM helps visualize end-to-end performance and identifies network issues affecting SaaS app access for mobile users.
"ADEM provides real-time and historical visibility into user experience, enabling quick identification and resolution of connectivity or
performance issues for SaaS applications." (Source: ADEM for Prisma Access)

NEW QUESTION # 16
......
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