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Amazon AWS Certified Al Practitioner Sample Questions (Q349-Q354):

NEW QUESTION # 349

An Al practitioner trained a custom model on Amazon Bedrock by using a training dataset that contains confidential data. The Al
practitioner wants to ensure that the custommodel does not generate inference responses based on confidential data.

How should the Al practitioner prevent responses based on confidential data?

A. Encrypt the confidential data in the inference responses by using Amazon SageMaker.

B. Mask the confidential data in the inference responses by using dynamic data masking,

C. Encrypt the confidential data in the custom model by using AWS Key Management Service (AWS KMS).
D. Delete the custom model. Remove the confidential data from the training dataset. Retrain the custom model.

Answer: D

Explanation:

‘When a model is trained on a dataset containing confidential or sensitive data, the model may inadvertently learn patterns from this
data, which could then be reflected in its inference responses. To ensure that a model does not generate responses based on
confidential data, the most effective approach is to remove the confidential data from the training dataset and then retrain the model.
Explanation of Each Option:
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Option A (Correct): "Delete the custom model. Remove the confidential data from the training dataset.

Retrain the custom model."This option is correct because it directly addresses the core issue: the model has been trained on
confidential data. The only way to ensure that the model does not produce inferences based on this data is to remove the confidential
information from the training dataset and then retrain the model from scratch. Simply deleting the model and retraining it ensures that
no confidential data is learned or retained by the model. This approach follows the best practices recommended by AWS for
handling sensitive data when using machine learning services like Amazon Bedrock.

Option B: "Mask the confidential data in the inference responses by using dynamic data masking."This option is incorrect because
dynamic data masking is typically used to mask or obfuscate sensitive data in a database.

It does not address the core problem of the model beingtrained on confidential data. Masking data in inference responses does not
prevent the model from using confidential data it learned during training,

Option C: "Encrypt the confidential data in the inference responses by using Amazon SageMaker.'This option is incorrect because
encrypting the inference responses does not prevent the model from generating outputs based on confidential data. Encryption only
secures the data at rest or in transit but does not affect the model's underlying knowledge or training process.

Option D: "Encrypt the confidential data in the custom model by using AWS Key Management Service (AWS KMS)."This option is
incorrect as well because encrypting the data within the model does not prevent the model from generating responses based on the
confidential data it learned during training. AWS KMS can encrypt data, but it does not modify the learning that the model has
already performed.

AWS Al Practitioner References:

Data Handling Best Practices in AWS Machine Learning: AWS advises practitioners to carefully handle training data, especially
when it involves sensitive or confidential information. This includes preprocessing steps like data anonymization or removal of
sensitive data before using it to train machine learning models.

Amazon Bedrock and Model Training Security: Amazon Bedrock provides foundational models and customization capabilities, but
any training involving sensitive data should follow best practices, such as removing or anonymizing confidential data to prevent
unintended data leakage.

NEW QUESTION # 350
A company wants to label training datasets by using human feedback to fine-tune a foundation model (FM). The company does not
want to develop labeling applications or manage a labeling workforce. Which AWS service or feature meets these requirements?

A. Amazon Transcribe

B. Amazon SageMaker Ground Truth Plus
C. Amazon SageMaker Data Wrangler

D. Amazon Macie

Answer: B

Explanation:

Amazon SageMaker Ground Truth Plus provides a fully managed data labeling service where AWS manages the workforce, tools,
and processes.

Data Wrangler is for data preparation and transformation.

Transcribe is for speech-to-text.

Macie is for sensitive data discovery, not labeling,

Reference:

AWS Documentation - SageMaker Ground Truth Plus

NEW QUESTION # 351

A conpany is implementing intelligent agents to provide conversational search experiences for its customers.

The company needs a database service that will support storage and queries of embeddings froma generative Al model as vectors
in the database.

Which AWS service will meet these requirements?

A. Amazon Aurora PostgreSQL
B. Amazon EMR

C. Amazon Redshift

D. Amazon Athena

Answer: A

Explanation:



The requirement is to identify an AWS database service that supports the storage and querying of embeddings (froma generative Al
model) as vectors. Embeddings are typically high-dimensional numerical representations of data (e.g,, text, images) used in Al
applications like conversational search. The database must support vector storage and efficient vector similarity searches. Let's
evaluate each option:

A). Amazon Athena: Amazon Athena is a serverless query service for analyzing data in Amazon S3 using SQL. It is designed for ad-
hoc querying of structured data but does not natively support vector storage or vector similarity searches, making it unsuitable for
this use case.

B). Amazon Aurora PostgreSQL: Amazon Aurora PostgreSQL is a fully managed relational database compatible with PostgreSQL.
With the pgvector extension (available in PostgreSQL and supported by Aurora PostgreSQL), it can store and query vector
embeddings efficiently. The pgvector extension enables vector similarity searches (e.g., using cosine similarity or Euclidean distance),
which is critical for conversational search applications using embeddings from generative Al models.

C). Amazon Redshift: Amazon Redshift is a data warehousing service optimized for analytical queries on large datasets. While it
supports machine learning features and can store numerical data, it does not have native support for vector embeddings or vector
similarity searches as of May 17, 2025, making it less suitable for this use case.

D). Amazon EMR: Amazon EMR is a managed big data platform for processing large-scale data using frameworks like Apache
Hadoop and Spark. It is not a database service and is not designed for storing or querying vector embeddings in the context of a
conversational search application.

Exact Extract Reference: According to the AWS documentation, "Amazon Aurora PostgreSQL-Compatible Edition supports the
pgvector extension, which enables efficient storage and similarity searches for vector embeddings. This makes it suitable for AI/ML
workloads such as natural language processing and recommendation systems that rely on vector data.”" (Source: AWS Aurora
Documentation - Using pgvector with Aurora PostgreSQL, https://docs.aws.amazon.cony AmazonRDS/latest/AuroraUserGuide
/PostgreSQLpgvector.html). Additionally, the pgvector extension supports operations like nearest-neighbor searches, which are
essential for querying embeddings in a conversational search system

Amazon Aurora PostgreSQL with the pgvector extension directly meets the requirement for storing and querying embeddings as
vectors, making B the correct answer.

References:

AWS Aurora Documentation: Using pgvector with Aurora PostgreSQL (https:/docs.aws.amazon.com

/AmazonRDS/latest/ AuroraUserGuide/PostgreSQLpgvector. html)

AWS Al Practitioner Study Guide (focus on data engineering for Al, including vector databases) AWS Blog on Vector Search with
Aurora (https://aws.amazon.com/blogs/database/using-vector-search-with- amazon-aurora-postgresql/)

NEW QUESTION # 352
A retail company wants to build an ML model to recommend products to customers. The company wants to build the model based
on responsible practices. Which practice should the company apply when collecting data to decrease model bias?

A. Collect data from customers who have a past purchase history.

B. Ensure that the data is from a publicly available dataset.

C. Ensure that the data is balanced and collected from a diverse group.

D. Use data from only customers who match the demography of the company's overall customer base.

Answer: C

Explanation:

The retail company wants to build an ML model for product recommendations using responsible practices to decrease model bias.
Collecting balanced and diverse data ensures the model does not favor specific groups, reducing bias and promoting fairness, a key
responsible Al practice.

Exact Extract from AWS Al Documments:

Fromthe AWS Al Practitioner Learning Path:

"To reduce model bias, 1t is critical to collect balanced and diverse data that represents various demographics and user groups. This
practice ensures fairness and prevents the model from disproportionately favoring certain populations.” (Source: AWS Al
Practitioner Learning Path, Module on Responsible Al) Detailed Explanation:

* Option A: Use data from only customers who match the demography of the company's overall customer base. Limiting data to a
specific demographic may reinforce existing biases, failing to address underrepresented groups and increasing bias.

* Option B: Collect data from customers who have a past purchase history.Focusing only on customers with purchase history may
exclude new users, potentially introducing bias, and does not address diversity.

* Option C: Ensure that the data is balanced and collected from a diverse group.This is the correct answer. A balanced and diverse
dataset reduces bias by ensuring the model learns from a representative sample, aligning with responsible Al practices.

* Option D: Ensure that the data is froma publicly available dataset.Public datasets may not be diverse or representative of the
company's customer base and could introduce unrelated biases, failing to address fairness.

References:



AWS Al Practitioner Learning Path: Module on Responsible Al

Amazon SageMaker Developer Guide: Bias and Fairness in ML (httpsz/docs.aws.amazon.convsagemaker
/latest/dg/clarify-bias.html)

AWS Documentation: Responsible Al Practices (httpsz//aws.amazon.com/machine- leaming/responsible-ai/)

NEW QUESTION # 353
A company built a deep learning model for object detection and deployed the model to production.
‘Which Al process occurs when the model analyzes a new image to identify objects?

A. Training

B. Model deployment
C. Inference

D. Bias correction

Answer: C

Explanation:

Inference is the correct answer because it is the Al process that occurs when a deployed model analyzes new data (such as an
image) to make predictions or identify objects.

* Inference:

* In the context of machine learning, inference is the process of using a trained model to make predictions on new, unseen data.
* When the deep learning model is deployed to production and receives a new image for analysis, it uses the learned patterns from
the training phase to identify objects in the image. This is known as inference.

* Why Option B is Correct:

* Inference Process: Involves applying the trained model to real-world data (the new image) to identify objects.

* Deployment Context: The model has already been trained, and the deployment to production indicates it is being used for
nference.

* Why Other Options are Incorrect:

* A. Training; Refers to the process of teaching the model using historical data, not making predictions on new data.

* C. Model deployment: Refers to the process of making a trained model available for use in production.

* D. Bias correction: Is a process to adjust a model to minimize bias, not for analyzing new images.

NEW QUESTION # 354
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