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Topic 1

Design the WLAN: This section of the exam measures the skills of a WLAN Design Engineer and covers
the process of selecting configurations, architecture types, and wireless components to meet business and
technical requirements. It includes using design software, selecting access points and antennas, and
applying methodologies such as predictive or measured design. Candidates must demonstrate the ability to
produce effective documentation and configure features like QoS, roaming security, and network services
for different types of client devices and applications.

Topic 2

Define Specifications for the WLAN: This section of the exam measures the skills of a Wireless Network
Planner and focuses on gathering business and technical requirements needed for designing wireless LANs.
It includes understanding user needs, regulatory and safety constraints, and environmental factors.
Candidates are expected to identify critical elements such as coverage, capacity, security, and device
compatibility, and to analyse existing infrastructure and documentation to ensure a successful design
strategy.

Topic 3

Deploy the WLAN: This section of the exam measures the skills of a WLAN Implementation Specialist
and involves overseeing the deployment phase of wireless networks. It focuses on understanding
deployment procedures for various WLAN architectures, configuring supporting infrastructure, and
verifying proper installation. The section also addresses physical installation checks, documentation
handover, and quality assurance practices during ongoing installations.

Topic 4

Validate and Optimize the WLAN: This section of the exam measures the skills of a WLAN Optimization
Specialist and assesses the ability to test, validate, and fine-tune wireless networks post-deployment. Key
tasks include RF validation surveys, performance testing, troubleshooting connectivity and security issues,
and applying appropriate physical or RF adjustments. It also involves client testing and final project
handover, including documentation, knowledge transfer, and meetings to ensure long-term WLAN
success.

CWNP Certified Wireless Design Professional Sample Questions (Q177-
Q182):
NEW QUESTION # 177 
When implementing WLAN security according to common best practices, what feature should be enabled when configuring an EAP
type?

A. The "Trusted Root Certification Authorities" list
B. The "Validate server certificate" option
C. The "Use WEP if RADIUS server unavailable" option
D. The "Do not prompt user to authorize new servers or trusted certification authorities" option

Answer: B

NEW QUESTION # 178 
When designing for OFDMA, why might the same channel bandwidth result in greater efficiency than that available in 802.11n and
802.11ac?

A. The design will use transmit beamforming, which is not available in either 802.11n or 802.11ac.
B. The design will use RUs that allow for transmissions to multiple client devices concurrently without the use of MU-MIMO.
C. The clients will use UL MU-MIMO coupled with DSSS, which was not available in 802.11n or 802.11 ac.
D. The design will use MU-MIMO, which is not available in either 802.11n or 802.11ac.

Answer: B

Explanation:
Orthogonal Frequency Division Multiple Access (OFDMA), introduced in 802.11ax, enhances efficiency by dividing a channel into
smaller sub-channels called Resource Units (RUs). This allows multiple devices to transmit simultaneously within the same channel
bandwidth, reducing latency and improving throughput.
Unlike previous standards like 802.11n and 802.11ac, which primarily support single-user transmissions per channel, OFDMA's



ability to handle multiple concurrent transmissions without relying on MU-MIMO leads to more efficient spectrum utilization and
better performance in dense environments.
Reference: CWDP-305 Official Study and Reference Guide, Chapter on Designing for Specific Applications

NEW QUESTION # 179 
What are some common problems with short (12 or fewer characters) ASCII passphrases in WPA/WPA2- Personal networks?
Response:

A. Very few AP and client vendors support entry of an ASCII-based passphrase.
B. They lead to weak group keys in a BSS.
C. They are more susceptible to dictionary attacks than longer passphrases.
D. They only produce a 64-bit PMK instead of a 256-bit PMK.

Answer: C

NEW QUESTION # 180 
You deployed an AP and installed its antenna, and you now need to set the AP transmit power. Given a desired EIRP of 21 dBm,
and an antenna gain of 5.85 dBd connected through 25 feet of cable with a loss specification of 4 dB/100 feet.
Assuming that there is no significant loss from the connectors, what should be the transmit power level for this AP?

A. 14 mW
B. 20 mW
C. 25 mW
D. 10 mW

Answer: C

NEW QUESTION # 181 
What is the purpose of defining wall materials in WLAN design software?

A. To ensure the attenuation and reflection of the materials die considered during propagation modeling
B. Manager require it, so WLAN designers should do it.
C. It adds color to the floor plan which makes it easier to identify requirement areas
D. So that the floor plan looks as much like the target deployment space as possible

Answer: A

NEW QUESTION # 182
......
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