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HEE #249

A customer has multiple violations in the environment including;:

User namespace is enabled

An LDAP server is enabled

SSH root is enabled

‘Which section of Console should the administrator use to review these findings?

A. Compliance
B. Vulnerabilities
C. Manage

D. Radar

HE: A

MY

The correct section of the Console that the administrator should use to review findings such as "User namespace is enabled”, "An
LDAP server is enabled", and "SSH root is enabled" is "Compliance".

The "Compliance" section in CSPM tools like Prisma Cloud provides an overview of the current compliance posture against various
regulatory standards and best practices. It can help identify configurations that do not adhere to best practices or that may violate
compliance requirenments, such as enabling the user namespace, which could be a security risk, or having an LDAP server and SSH
root enabled, which may not comply with certain security standards.

Reference to the use of the "Compliance" section can be found in CSPM documentation, where it details how compliance checks
are used to assess the security and configuration of cloud resources against established benchmarks and standards, allowing
organizations to maintain compliance and improve their security posture.

EE #250
Which step is included when configuring Kubernetes to use Prisma Cloud Compute as an admission controller?

A. enable Kubernetes auditing from the Defend > Access > Kubernetes page in the Console.
B. copy the admission controller configuration from the Console and apply it to Kubernetes.
C. copy the Console address and set the config map for the default namespace.

D. create a new namespace in Kubernetes called admission-controller.

4
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dE:

When configuring Kubernetes to use Prisma Cloud Compute as an admission controller, a crucial step nvolves D. copy the
admission controller configuration from the Console and apply it to Kubernetes. This step is essential for integrating Prisma Cloud
Compute's security controls directly nto the Kubernetes admission process, enabling real-time security assessments and policy
enforcement for new or modified resources within the cluster.
https://docs.paloaltonetworks.comyprisma/prisma-cloud/20-04/prisma-cloud-compute-edition-admin

/access_control/open policy agent.html step 2

AR #251
Which three public cloud providers are supported for VM image scanning? (Choose three.)

e A Albaba
e B. Azure


https://www.passtip.net/CloudSec-Pro-pass-exam.html

o C.GCP
e D AWS
e E. Oracle

dY: B,CD

Y.

VM image scanning is a critical component of cloud security, allowing organizations to identify vulnerabilities within virtual machine
images before deployment. The three major public cloud providers supported for VM image scanning are Google Cloud Platform
(GCP), Amazon Web Services (AWS), and Microsoft Azure. These platforms offer extensive infrastructure services and are
commonly used in various industries, making them primary targets for VM image scanning integration.

GCP, AWS, and Azure each provide capabilities to store, manage, and deploy VM images through their respective services such as
Google Compute Engine, AWS EC2, and Azure Virtual Machines. By integrating VM image scanning with these services,
organizations can ensure that their VM images are free from known vulnerabilities and comply with security best practices before
being deployed in the cloud environment.

This approach to VM image scanning is consistent with Prisma Cloud's comprehensive security strategy, which emphasizes the
importance of securing cloud workloads across the entire development lifecycle. By supporting VM image scanning across GCP,
AWS, and Azure, Prisma Cloud enables organizations to maintain a consistent security posture across multiple cloud environments,
mitigating the risk of deploying vulnerable or misconfigured VM images that could lead to security breaches.

References:

Documentation from GCP, AWS, and Azure on VM management and security best practices provide foundational knowledge for
understanding how VM image scanning integrates with each cloud provider's infrastructure services.

Prisma Cloud's documentation and best practices guides offer insights into how VM image scanning is implemented within its security
platform to protect cloud workloads across GCP, AWS, and Azure.

HE #252
Prisma Cloud supports sending audit event records to which three targets? (Choose three.)

A. Syslog

B. Netflow

C. SNMP Traps
D. Prometheus
E. Stdout

M. ADE

A2 #253
Which set of steps is the correct process for obtaining Console images for Prisma Cloud Compute Edition?

e A To retrieve Prisma Cloud Console images using basic authentication:1. Access registry.paloaltonetworks.com and
authenticate using "docker login.'2. Retrieve the Prisma Cloud Console images using "docker pull.”
¢ B. To retrieve Prisma Cloud Console images using URL authentication:1. Access registry-url-auth.
twistlock.com and authenticate using the user certificate.2. Retrieve the Prisma Cloud Console images using "docker pull.”
e C. To retrieve Prisma Cloud Console images using basic authentication: 1. Access registry.twistlock.com and authenticate
using "docker login."2. Retrieve the Prisma Cloud Console images using "docker pull."
e D. To retrieve Prisma Cloud Console images using URL authentication: 1. Access registry-auth. twistlock.
comand authenticate using the user certificate.2. Retrieve the Prisma Cloud Console images using
"docker pull."

HE:. A

Y.

Prisma Cloud, part of Palo Alto Networks' cloud security suite, offers Console images that can be retrieved for deployment in
various environments. The correct process for obtaining these images involves using basic authentication with Docker, a widely-used
containerization platform. Users must first access the official Palo Alto Networks registry at registry.paloaltonetworks.com Here,
they are required to authenticate using the

"docker login" command, which prompts for credentials. Upon successful authentication, users can then use the "docker pull”
command to retrieve the Prisma Cloud Console images. This method ensures secure access to the latest Console images for
deployment within an organization's infrastructure, aligning with best practices for container image management and deployment.
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