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A 270
e Defeating Anti-Forensics Techniques: This domain teaches methods to overcome evidence hiding
=R 1 techniques including data recovery, file carving, partition recovery, password cracking, steganography

detection, encryption handling, and program unpacking.

¢ Data Acquisition and Duplication: This domain addresses live and dead acquisition techniques, eDiscovery
=x 2 methodologies, data acquisition formats, validation procedures, write protection, and forensic image
preparation for examination.
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¢ Windows Forensics: This domain covers Windows-specific investigation techniques including volatile and
=x 3 non-volatile data collection, memory and registry analysis, web browser forensics, metadata examination,
and analysis of Windows artifacts like ShellBags, LNK files, and event logs.

¢ Investigating Web Attacks: This domain covers web application forensics including IIS and Apache log
= 4 analysis, OWASP Top 10 risks, and investigation of attacks like XSS, SQL injection, path traversal,
command injection, and brute-force attempts.

¢ Mobile Forensics: This domain covers Android and iOS forensics including device architecture, forensics
=X 5 processes, cellular data investigation, file system acquisition, lock bypassing, rooting
¢ jaibreaking, and mobile application analysis.

¢ Cloud Forensics: This domain covers cloud platform forensics (AWS, Azure, Google Cloud) including
FH6 data storage, logging, forensic acquisition of virtual machines, and nvestigation of cloud security incidents.

¢ FEmail and Social Media Forensics: This domain addresses email crime investigation including message
=x 7 analysis, U.S. email laws, social media activity tracking, footage extraction, and social network graph
analysis.

e Network Forensics: This domain covers network incident investigation through traffic and log analysis,
SR event correlation, indicators of compromise identification, SIEM usage, and wireless network attack
detection and examination.

¢ Linux and Mac Forensics: This domain addresses forensic methodologies for Linux and macOS systems
=A 9 including data collection, memory forensics, log analysis, APFS examination, and platform-specific
mnvestigation tools.

e Computer Forensics Investigation Process: This domain addresses the structured investigation phases
=x 10 including first response procedures, lab setup, evidence preservation, data acquisition, case analysis,
documentation, reporting, and expert witness testimony.

¢ Understanding Hard Disks and File Systems: This domain covers storage media characteristics, disk logical
=A 11 structures, operating system boot processes (Windows, Linux, macOS), file systems analysis, encoding
standards, and examination of common file formats.

¢ Dark Web Forensics: This domain addresses dark web investigation focusing on Tor browser artifact
FH 12 identification, memory dump analysis, and extracting evidence of dark web activities.

¢ Computer Forensics in Today's World: This domain covers findamentals of computer forensics including
— cybercrime types, investigation procedures, digital evidence handling, forensic readiness, mvestigator roles
FH 13 and responsibilities, industry standards, and legal compliance requirements.

¢ Malware Forensics: This domain addresses malware investigation including controlled lab setup, static
= 14 analysis, system and network behavior analysis, suspicious document examination, and ransonware
mvestigation techniques.
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HAE #254
Raw data acquisition format creates of a data set or suspect drive.

¢ A Segmented files

¢ B. Compressed image files
¢ C. Segmented image files

e D. Simple sequential flat files

He: D
HE #255
A(n) is one that's performed by a computer program rather than the attacker manually performing the

steps in the attack sequence.

e A. distributed attack

e B. automated attack

e (. blackout attack

¢ D. central processing attack

He: B

EE #256
Which of'the following statements is incorrect when preserving digital evidence?

A. Documment the actions and changes that you observe i the monitor, computer, printer, or in other peripherals
B. Turn on the computer and extract Windows event viewer log files

C. Remove the power cable depending on the power state of the computer i.e., in on. off, or in sleep mode

D. Verily if the monitor is in on, off, or in sleep mode
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AE #257

A CHFT has been tasked to analyze Windows Security Logs in a highly complex and multi-layered security breach investigation. The
breach nvolved an account creation, privilege escalation, and the installation of a service, all happening sequentially within a short
duration. The mvestigator is required to retrieve a combimation of Event IDs that would chronologically corroborate these events.
‘Which combination of Event IDs should the mvestigator focus on?

A. Event ID 4720, Event ID 500, and Event ID 6011
B. Event ID 4720, Event ID 4672, and Event ID 7045
C. Event ID 624, Event ID 500, and Event ID 7045
D. Event ID 624, Event ID 4670, and Event ID 6011
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EAE #258

During call setup, a telecommunications service provider employs a multifaceted approach to verify the identity of both the calling
and called parties, ensuring the legitimacy of the users involved. Sarah, a security analyst at the provider, oversees the process,
utilizing a combination of unique identifiers to obtain subscriber information and perform location tracking,

Which specific mechanism stands out as the primary means for the service provider to ensure user identity during call setup?

A. By analyzing the duration of'the call.

B. By monitoring the content of the call.

C. By tracking the location of the caller only.
D. By utilizing IMSI and IMEI information.



HE: D

Y.

According to theCHFI v11 Mobile and IoT Forensicsdomain, theprimary mechanism used by telecommumnications service providers
to verify user identity during call setupis the use ofIMSI (International Mobile Subscriber Identity)andIMEI (International Mobile
Equipment Identity). These identifiers are fundamental to cellular network authentication and subscriber management.
ThelMSIuniquely identifies thesubscriberand is stored on the SIM card, while theIMEIuniquely identifies themobile deviceitself
During call setup, the cellular network authenticates the subscriber by validating the IMSI against the provider's Home Location
Register (HLR) or Home Subscriber Server (HSS).

Simultaneously, the IMEI is checked to ensure the device is legitimate and not blacklisted. CHFI v11 highlights these identifiers as
critical forensic artifacts forsubscriber attribution, call detail record (CDR) analysis, and location tracking.

The other options are incorrect because call duration and call content are not used for identity verification.

Monittoring call content is also restricted due to privacy and legal constraints. Tracking location alone does not establish identity; it
only provides positional data once authentication has already occurred.

CHFI v11 emphasizes thatiIMSI and IMEI correlationis essential for mobile forensics investigations, enabling investigators to link
calls, devices, locations, and subscribers accurately. Therefore, the correct and CHFI vl 1-verified mechanism for ensuring user
identity during call setup isutilizing IMST and IMEI information, makingOption Dthe correct answer.
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