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Fortinet NSE 8 - Written Exam (NSE8_812) NSE8_812 Prüfungsfragen mit
Lösungen (Q26-Q31):
26. Frage 
Refer to The exhibit showing a FortiEDR configuration.
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Based on the exhibit, which statement is correct?

A. The presence of a cryptolocker malware at rest on the filesystem will be detected by the Ransomware Prevention security
policy.
B. If a malicious file is executed and attempts to establish a connection it will generate duplicate events.
C. FortiEDR Collector will not collect OS Metadata.
D. If an unresolved file rule is triggered, by default the file is logged but not blocked.

Antwort: D

27. Frage 
Refer to the CLI output:

Given the information shown in the output, which two statements are correct? (Choose two.)

A. Attackers can be blocked before they target the servers behind the FortiWeb.
B. Geographical IP policies are enabled and evaluated after local techniques.
C. The IP Reputation feature has been manually updated
D. An IP address that was previously used by an attacker will always be blocked
E. Reputation from blacklisted IP addresses from DHCP or PPPoE pools can be restored

Antwort: A,E

Begründung:
The CLI output shown in the exhibit indicates that FortiWeb has enabled IP Reputation feature with local techniques enabled and



geographical IP policies enabled after local techniques (set geoip-policy-order after-local). IP Reputation feature is a feature that
allows FortiWeb to block or allow traffic based on the reputation score of IP addresses, which reflects their past malicious activities
or behaviors. Local techniques are methods that FortiWeb uses to dynamically update its own blacklist based on its own detection
of attacks or violations from IP addresses (such as signature matches, rate limiting, etc.). Geographical IP policies are rules that
FortiWeb uses to block or allow traffic based on the geographical location of IP addresses (such as country, region, city, etc.).
Therefore, based on the output, one correct statement is that attackers can be blocked before they target the servers behind the
FortiWeb. This is because FortiWeb can use IP Reputation feature to block traffic from IP addresses that have a low reputation
score or belong to a blacklisted location, which prevents them from reaching the servers and launching attacks. Another correct
statement is that reputation from blacklisted IP addresses from DHCP or PPPoE pools can be restored. This is because FortiWeb
can use local techniques to remove IP addresses from its own blacklist if they stop sending malicious traffic for a certain period of
time (set local-techniques-expire-time), which allows them to regain their reputation and access the servers. This is useful for IP
addresses that are dynamically assigned by DHCP or PPPoE and may change frequently. References:
https://docs.fortinet.com/document/fortiweb/6.4.0/administration-guide/19662/ip-reputation
https://docs.fortinet.com/document/fortiweb/6.4.0/administration-guide/19662/geographical-ip-policies

28. Frage 
Refer to the exhibits.

An administrator has configured a FortiGate and Forti Authenticator for two-factor authentication with FortiToken push notifications



for their SSL VPN login. Upon initial review of the setup, the administrator has discovered that the customers can manually type in
their two-factor code and authenticate but push notifications do not work Based on the information given in the exhibits, what must
be done to fix this?

A. On FAC-1, the FortiToken public IP setting must point to 100.64.1 41
B. FAC-1 must have an internet routable IP address for push notifications.
C. On FG-1 CLI, the ftm-push server setting must point to 100.64.141.
D. On FG-1 port1, the ftm access protocol must be enabled.

Antwort: A

Begründung:
https://community.fortinet.com/t5/FortiAuthenticator/Technical-Tip-FortiToken-Push-on-FortiAuthenticator- operation/ta-p/190810

29. Frage 
Refer to the exhibit showing the history logs from a FortiMail device.

Which FortiMail email security feature can an administrator enable to treat these emails as spam?

A. DKIM validation in a session profile
B. Soft fail SPF validation in an antispam profile
C. Sender domain validation in a session profile
D. Impersonation analysis in an antispam profile

Antwort: D

Begründung:
Impersonation analysis is a feature that detects emails that attempt to impersonate a trusted sender, such as a company executive or
a well-known brand, by using spoofed or look-alike email addresses. This feature can help prevent phishing and business email
compromise (BEC) attacks. Impersonation analysis can be enabled in an antispam profile and applied to a firewall policy.
References: https://docs.fortinet.com/document
/fortimail/6.4.0/administration-guide/103663/impersonation-analysis
https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/221814/protecting-against-email-impersonation- in-fortimail

30. Frage 
Refer to the exhibit.



You have been tasked with replacing the managed switch Forti Switch 2 shown in the topology.
Which two actions are correct regarding the replacement process? (Choose two.)

A. After replacing the FortiSwitch unit, the automatically created trunk name does not change
B. After replacing the FortiSwitch unit, the automatically created trunk name changes.
C. CLAG-ICL needs to be manually reconfigured once the new switch is connected to the FortiGate
D. MCLAG-ICL will be automatically reconfigured once the new switch is connected to the FortiGate.

Antwort: A,C

Begründung:
* A is correct because the automatically created trunk name is based on the MAC address of the FortiSwitch unit. When the
FortiSwitch unit is replaced, the MAC address will change, but the trunk name will not change.
* B is correct because CLAG-ICL is a manually configured link aggregation group. When the FortiSwitch unit is replaced, the
CLAG-ICL configuration will need to be manually reconfigured on the new FortiSwitch unit.
The other options are incorrect. Option C is incorrect because the automatically created trunk name does not change when the
FortiSwitch unit is replaced. Option D is incorrect because MCLAG-ICL is a manually configured link aggregation group and will
not be automatically reconfigured when the FortiSwitch unit is replaced.
References:
* Configuring link aggregation on FortiSwitches | FortiSwitch / FortiOS 7.0.4 - Fortinet Document Library
* Managing FortiLink | FortiGate / FortiOS 7.0.4 - Fortinet Document Library
https://docs.fortinet.com/document/fortiswitch/7.0.8/devices-managed-by-fortios/173284/replacing-a- managed-fortiswitch-unit

31. Frage
......
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