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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q256-Q261):
NEW QUESTION # 256 
A user downloads software that contains malware onto a computer that eventually infects numerous other systems. Which of the
following has the user become?

A. Advanced persistent threat
B. Insider threat
C. Hacktivist
D. Script kiddie

Answer: B
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Explanation:
The user has become an insider threat by downloading software that contains malware onto a computer that eventually infects
numerous other systems. An insider threat is a person or entity that has legitimate access to an organization's systems, networks, or
resources and uses that access to cause harm or damage to the organization. An insider threat can be intentional or unintentional,
malicious or negligent, and can result from various actions or behaviors, such as downloading unauthorized software, violating
security policies, stealing data, sabotaging systems, or collaborating with external attackers.

NEW QUESTION # 257 
An organization has noticed large amounts of data are being sent out of its network. An analyst is identifying the cause of the data
exfiltration.
INSTRUCTIONS
Select the command that generated the output in tabs 1 and 2.
Review the output text in all tabs and identify the file responsible for the malicious behavior.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Answer:

Explanation:
Explanation:
Select the command that generated the output in tab 1:
* netstat -bo
Select the command that generated the output in tab 2:
* tasklist
Identify the file responsible for the malicious behavior:
* cmd.exe
Select the command that generated the output in tab 1: The output in tab 1 displays active network connections, which can be
generated using the netstat command with options to display the owning process ID.
Select the command that generated the output in tab 1:
* netstat -bo
Select the command that generated the output in tab 2: The output in tab 2 lists the running processes with their PIDs and memory
usage, which can be generated using the tasklist command.
Select the command that generated the output in tab 2:
* tasklist
Identify the file responsible for the malicious behavior: To identify the malicious file, we compare the hashes of the current files
against the baseline hashes. From the provided data:
* The hash for cmd.exe in the current state (tab 3) is 372ab227fd5ea779c211a1451881d1e1.
* The baseline hash for cmd.exe (tab 4) is a2cdef1c445d3890cc3456789058cd21.
Since these hashes do not match, cmd.exe is the file responsible for the malicious behavior.

NEW QUESTION # 258 
During a security test, a security analyst found a critical application with a buffer overflow vulnerability.
Which of the following would be best to mitigate the vulnerability at the application level?

A. Implement input validation.
B. Configure address space layout randomization.
C. Update third-party dependencies.
D. Perform OS hardening.

Answer: A

Explanation:
Implementing input validation is the best way to mitigate the buffer overflow vulnerability at the application level. Input validation is a
technique that checks the data entered by users or attackers against a set of rules or constraints, such as data type, length, format, or
range. Input validation can prevent common web application attacks such as SQL injection, cross-site scripting (XSS), or command
injection, which exploit the lack of input validation to execute malicious code or commands on the server or the client side. By
validating the input before allowing submission, the web application can reject or sanitize any malicious or unexpected input, and
protect the application from being compromised12. References: How to detect, prevent, and mitigate buffer overflow attacks -



Synopsys, How to mitigate buffer overflow vulnerabilities | Infosec

NEW QUESTION # 259 
A managed security service provider is having difficulty retaining talent due to an increasing workload caused by a client doubling the
number of devices connected to the network. Which of the following would best aid in decreasing the workload without increasing
staff?

A. SIEM
B. XDR
C. EDR
D. SOAR

Answer: D

Explanation:
Explanation
SOAR stands for Security Orchestration, Automation and Response, which is a set of features that can help security teams manage,
prioritize and respond to security incidents more efficiently and effectively. SOAR can help decrease the workload without increasing
staff by automating repetitive tasks, streamlining workflows, integrating different tools and platforms, and providing actionable
insights and recommendations. SOAR is also one of the current trends that CompTIA CySA+ covers in its exam objectives. Official
References:
https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered
https://www.comptia.org/certifications/cybersecurity-analyst
https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives

NEW QUESTION # 260 
Which of the following statements best describes the MITRE ATT&CK framework?

A. It breaks down intrusions into a clearly defined sequence of phases.
B. It provides threat intelligence sharing and development of action and mitigation strategies.
C. It provides a comprehensive method to test the security of applications.
D. It helps identify and stop enemy activity by highlighting the areas where an attacker functions.
E. It tracks and understands threats and is an open-source project that evolves.

Answer: D

NEW QUESTION # 261
......
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