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HH #59
Refer to the exhibit.
To allow access, which web tiller configuration must you change on FortiSASE?

A. content filter

B. FortiGuard category-based filter

C. URL Filter

D. mline cloud access security broker (CASB) headers

IEf: C

A -

The exhibit indicates that the URL httpsz//www.bbc.cony is being blocked due to containing a banned word ("fight"). To allow
access to this specific URL, you need to adjust the URL filter settings on FortiSASE.

* URL Filtering:

* URL filtering allows administrators to define policies that block or allow access to specific URLs or URL patterns.

* In this case, the URL filter is set to block any URL containing the word "fight."

* Modifying URL Filter:

* Navigate to the Web Filter configuration in FortiSASE.

* Locate the URL filter settings.

* Add an exception for the URL https//www.bbc.conv to allow access, even if it contains a banned word.

* Alternatively, remove or adjust the banned word list to exclude the word "fight" if it's not critical to the security policy.
References:

FortiOS 7.6 Admmnistration Guide: Provides details on configuring and managing URL filters.

FortiSASE 23.2 Documentation: Explains how to set up and modify web filtering policies, including URL filters.

R #60
‘When configuring the DLP rule in FortiSASE using Regex format, what would be the correct order for the configuration steps?
(Place the four correct steps in order)

RN -

Explanation:

1. DLP Data Pattern

2. DLP Dictionary

3. DLP Sensor

4. DLP Profile

The FortiSASE Data Loss Prevention (DLP) framework follows a hierarchical object-oriented structure.

When creating a custom DLP rule using Regular Expressions (Regex), the administrator must build the components from the most
granular level upward to the policy level

* DLP Data Pattern: This is the first step where the actual Regex string is defined. The pattern specifies what specific data string
(e.g, a specific credit card format or employee ID) the engine should look for.

* DLP Dictionary: Once the pattern is created, it must be added to a Dictionary. The dictionary acts as a container that groups one
or more data patterns together for easier management.

* DLP Sensor: The dictionary is then linked to a DLP Sensor. Within the sensor, you define the "Rule"" which specifies the dictionary



to use and the action to take (such as block, log, or quarantine) when a match occurs.
* DLP Profile: Finally, the sensor is applied to a DLP Profile. This profile is the high-level object that is ultimately selected within a
FortiSASE Security Policy to inspect traffic for sensitive data.

HA #61
An administrator must restrict endpoints from certain countries from connecting to FortiSASE.
Which configuration can achieve this?

A. Configure a network lockdown policy on the endpoint profiles.

B. Configure geofencing to restrict access from the required countries.

C. Configure source IP anchoring to restrict access from the specified countries.
D. Configure a geography address object as the source for a deny policy.

Ef#: B

R -
Geofencing allows the administrator to restrict or allow access to FortiSASE services based on the geographic location of the
endpoints, effectively blocking connections from specified countries.

H #62
Refer to the exhibit. Which two prerequisites must be met to use the feature shown in the exhibit?
(Choose two.)

¢ A. The proxy and proxy user single sign-on (SSO) features must be configured in FortiSASE.
¢ B. The relevant FortiGate ZTNA application gateway must be configured.

e C. The secure private access (SPA) feature must be configured in FortiSASE.

¢ D. FortiClient must be installed on the user's device to access the private application.

Ef#: B. C

R

To use agentless private application access as shown, the Secure Private Access (SPA) feature must be enabled in FortiSASE, and
the relevant FortiGate ZTNA application gateway must be configured to provide access to the private applications. Agentless access
does not require FortiClient on the user device, and proxy/SSO configuration is not a prerequisite for this feature.

E#63
When deploying FortiSASE agent-based clients, which three features are available compared to an agentless solution? (Choose
three.)

A. ZTNA tags

B. Anti-ransonmware protection
C. Vulnerability scan

D. SSL inspection

E. Web filter

IEf@E:. C. D. E

AR :

When deploying FortiSASE agent-based clients, several features are available that are not typically available with an agentless
solution. These features enhance the security and management capabilities for endpoints.

* Vulnerability Scan:

* Agent-based clients can perform vulnerability scans on endpoints to identify and remediate security weaknesses.

* This proactive approach helps to ensure that endpoints are secure and compliant with security policies.

* SSL Inspection:

* Agent-based clients can perform SSL inspection to decrypt and inspect encrypted traffic for threats.

* This feature is critical for detecting malicious activities hidden within SSL/TLS encrypted traffic.

* Web Filter:

* Web filtering is a key feature available with agent-based clients, allowing administrators to control and monitor web access.



* This feature helps enforce acceptable use policies and protect users from web-based threats.

References:

FortiOS 7.6 Administration Guide: Explains the features and benefits of deploying agent-based clients.

FortiSASE 23.2 Documentation: Details the differences between agent-based and agentless solutions and the additional features
provided by agent-based deployments.
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