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Linux Foundation Certified Kubernetes Application Developer Exam Sample
Questions (Q145-Q150):

NEW QUESTION # 145
Context

You musl swilcr 11 LJNUX

cluster/contiguration context. Failure to do so

may resuil in a 7ero score

Context

Youare asked to prepare a Canary deployment for testing a new application release.

Task:

A Service named krill-Service in the goshark namespace points to 5 pod created by the Deployment named current-krill-
deployment

p 4- v ahsde b

1) Create an identical Deployment named canary-kill-deployment, in the same namespace.
2) Modify the Deployment so that:

-A maximum number of 10 pods run in the goshawk namespace.

-40% of'the krill-service 's traffic goes to the canary-krill-deployment pod(s)
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NEW QUESTION # 146
You are developing a new microservice that requires access to a database deployed in a different namespace. You want to
configure a ServiceAccount and RoleBinding to provide the necessary permissions for the microservice to connect to the database.

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Create a ServiceAccount:

- Create a ServiceAccount in the namespace where our microservice is deployed:

apiVersion: vl
kind: ServiceAccount
metadata:
name: my-microservice-sa
namespace;: -my-microservice-namespace

L JLINUX

2. Create a Role: - Create a Role in the namespace where the database is deployed, granting access to the database resources:

apiVersion: rbac.authorization.k8s.io/v
kind: Role LI N Ux
metadata: O UNDA
name: my-database-access-role
namespace: my-database-namespace
rules:
- apiGroups: [""]
resources: ["pods", "services”, Alsecrets"”]

verbs: ["get", "list", "wat¢hl)

apiGroups: ["apps!]

resources: ["deployménts™]

verbs: ["get", "list", "watch", “create", "update", "delete"]
apiGroups: ["batch”]

resources: ["jobs", "cronjobs"]

verbs: ["get", "list", "watch", "create", "update”, "delete"]

3. Create a ROIeBinding;: - Create a RoleBinding in the database namespace to bind the Role to the ServiceAccount:



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: my-database-access-rolebindin
namespace: w-database-nameﬁd—l ﬁl UX
roleRef: '
apiGroup: rbac.authocization.k8s.io
kind: Role
name: my-database-access-role
subjects:
- kind: SerwviceAccount
name: my-microservice-sa
namespace: my-microservice-namespace

4. Apply the Configuration: - Apply the created ServiceAccount, Role, and Roledinding using 'kubectl apply -r commands: bash
kubectl apply -fmy-microservice-sa_yaml kubectl apply -f my-database-access-role-yaml kubectl apply -f my-database-access-
rolebinding.yaml 5. Configure the Microservice: - Mount the ServiceAccount token as a secret within the microservice's pod:

apiVersion: apps/vi
kind: Deployment
metadata:
name: my-microservice
namespace: my-microservice-namespace
spec:
replicas: 1
selector:
matchLabels:
app: my-microservice
template:
metadata:
labels:
app: my-microservice
spec:
serviceAccountName: my-microservice-sa

containgns: THI
- name: my-microservice Ll N U
image: my-microservice-image:latest e i Ta T

volumeMounts:
- name: sa-token
mountPath: /var/run/secrets/kubernetes.io/serviceaccount
volumes:
- name: sa-token
secret:
secretName: default-token-my-microservice-sa

6. Verify Permissions: - Access the database from the microservice pod to verify that the required permissions are granted.

NEW QUESTION # 147

You are tasked with setting up a secure Kubernetes cluster for a web application. The application has sensitive data that must be
protected. You need to configure a mecnanism to restrict access to the application's pods based on user identities. Describe a
method to achieve this using Kubernetes RBAC and Service Accounts, ensuring that only authorized users can access specific pods.

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a Service Account

- Create a Service Account for the application:



apiVersion: vk
kind: ServiceAccount
metadata:

nameq eb RN x
- Apply the Service Account configuratiom basn kubectl apply -f webapp-sa.yaml 2. Create a Role: - Define a Role that grants
access to the specific pods:

apiVersion: rbac.authorization.k8s.io/v1

kind: Role

metadata:
name: webapp-pod-reader
namespace:

rules:

- apiGroups: ["apps"]
resources: [“deployments”]
verbs: ["get™, "list", "watch"]

- apiGroups: ["apps”]
resources: ["deployments/finalizers"]
verbs: ["update"]

- apiGroups: ["apps”]
resources: ["statefulsets™]
verbs: ["get"™, "list"™, "watch"]

- apiGroups: ["apps”]
resources: ["statefulsets/finalizers"]
verbs: ["update"]

- apiGroups: ["extensions™]
resources: ["ingresses”]
verbs: ["get", "list", "watch"]

- apiGroups: [“"extensions"]
resources: ["ingresses/finalizers"]
verbs: [“"update"]

- apiGroups: [“"extensions™]
resources: [“daemonsets"]
verbs: ["get”, "list", "watch"]

- apiGroups: [“extensions™]
resources: ["daemonsets/finalizers"]
verbs: ["update™]

- apiGroups: ["batch"]
resources: ["jobs"]
verbs: ["get"”, "list", "watch"]

- apiGroups: [“batch"]
resources: ["jobs/finalizers"™]
verbs: ["update”]

- apiGroups: ["batch"]
resources: [“cronjobs"]
verbs: ["get”, "list™, “"watch®]

- apiGroups: ["batch”]
resources: ["cronjobs/finalizers"]
verbs: ["update"]

- apiGroups: ["policy™]
resources: [“podsecuritypolicies”]
verbs: ["use”]

- apiGroups: [“admissionregistration.k8s.io"]
resources: [“validatingwebhookconfigurations"]
verbs: ["get™, "list", "watch"]

- apiGroups: ["admissionregistration.k8s.io"]
resources: ["mutatingwebhookconfigurations™]
wverbs: ["get”, "list", "watch"]

- apiGroups: ["rbac.authorization.k8s.io"]
resources: [“roles", "rolebindings"]
verbs: ["get™, "list"™, "watch"]

- apiGroups: ["", "apps", "extensions", "batch"]



resources: ["pods”")
verbs: ["get", "list", "watch"]

1m = 3pps", "extensions", "batch"]

301 & bods /1log™ 1

verbs: [®get™, "1list", "watch"]

- apiGroups: [“apps", "extensions", "batch"]
resources: ["pods/exec"]
verbs: ["create]

- apiGroups: ["apps"”, "extensions"™, "batch"]
resources: [“"pods/portforward”]
verbs: ["create"]

- apiGroups: ["apps”, "extensions™, "batch"]
resources: ["pods/proxy™]
verbs: ["get", "list"™, "watch"]

- apiGroups: ["apps"”, "extensions™, "batch"]
resources: [“pods/attach"]
verbs: ["create"]

- apiGroups: [“apps"”, "extensions", "batch"]
resources: [“"pods/status”]
verbs: ["get", "list", "watch"]

- apiGroups: ["apps", "extensions™, "batch"]
resources: ["pods/binding"]
verbs: ["get™, "list", "watch"]

- apiGroups: ["apps”, "extensions™, "batch"]
resources: ["pods/eviction"]
verbs: ["create"]

- apiGroups: [“apps”, "extensions", "batch"]
resources: ["pods/delete”]
verbs: ["delete"]

- Apply the Role configuratiom bash kubectl apply -f webapp-pod-reader.yaml 3. Create a RoleBinding; - Bind the Role to the
Service Account

apiVersion: rhac
kind: RoleBinding
metadata:
name: webapp-pod-reader-binding

namespace:
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: webapp-pod-reader
subjects:
- kind: ServiceAccount
name: webapp-sa
namespace:

- Apply the RoleBinding configuration: bash kubectl apply -f webapp-pod-reader-binding yaml 4. Configure the Application: -
When deploying the application, specify the Service Account:




apiVersion: apps/vl
kind: Deployment
metadata:
name: webapp-deployment
spec:
replicas: 2
selector:
matchLabels:
app: webapp
template:
metadata:
labels:
app: webapp
spec:
serviceAccountName: webapp-sa
containers:
- name: webapp

image: :
SSTILINUX

5. Verify Access: - Use the 'kubectr command with the Service Account's credentials to verify that only authorized users can access
the application's pods: bash kubectl -service-account=webapp-sa get pods -n This setup utilizes Kubernetes RBAC to control
access to the application's pods. - The Service Account acts as an identity for the application. - The Role defines the permissions
granted to the Service Account, specifically allowing access to the pods. - The RoleBinding associates the Role with the Service
Account, linking the permissions to the identity. - When the application is deployed witn tne specified Service Account, it inherits the
permissions defined in the RoleBinding, This ensures that only users with the necessary credentials (associated with the Service
Account) can access and interact with the application's pods, safeguarding sensitive data.

NEW QUESTION # 148

You are running a Deployment for a database service with 3 replicas. You want to ensure that only one pod is updated at a time, but
youneed to guarantee that the database service remains available throughout tne update process. How would you configure the
Deployment to achieve this?

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Update the Deployment YAMLI

- Update the 'replicas' to 3.

- Define 'maxiJnavailable: 1 ' and 'maxSurge: O' in the 'strategy-rollingupdate' section to control the rolling update process.

- Use a 'readiness probe' within your container definition to ensure that the pod is considered ready only when tne database is
successfully started and connected.

- Configure a 'strategy-type' to 'RollingUpdate' to trigger a rolling update when the deployment is updated.



apiVersion: apps/vl
kind: Deployment
metadata:
name: database-deployment
spec:
replicas: 3
selector:
matchLabels:
app: database
template:
metadata:
labels:
app: database
spec:

1 lez&;:t::abase

image: 'database-image:latest
imagePullPolicy: Always
readinessProbe:
tcpSocket:
port: 5432
initialDelaySeconds: 15
periodSeconds: S
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 1
maxsurge: ©
2. Create the Deployment: - Apply the updated YAML file using "kubectl apply -f database-deployment-yamp 3. Verify the
Deployment - Check the status of the deployment using 'kubectl get deployments database-deployment to confirm the rollout and
updated replica count. 4. Trigger the Automatic Update: - Pusn a new image to the Docker Hub repository. 5. Monitor the
Deployment - Use 'kubectl get pods -1to monitor the pod updates during the rolling update process. You will observe that only one
pod is termnated at a time. The readiness probe will ensure that a new pod is only considered ready when it's successfully
connected to the database. 6. Check for Successful Update: - Once the deployment is complete, use 'kubectl describe deployment
database-deployment to see that the 'updatedReplicas' field matches the 'replicas' field, indicating a successful update.,

NEW QUESTION # 149

You are building a microservices application on Kubernetes, where two services, and 'service-b' , need to communicate with each
other securely. 'Service-b' needs to expose a secure endpoint that is only accessible by 'service-a'. Describe how you would
implement this using Kubernetes resources, including the configuration for the 'service-b' endpoint.

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define a Kubernetes Secret:

- Create a Kubernetes secret to store the certificate and key pair for 'service-W. This secret will be used to secure the
communication.

- Exanple:



apiVersion: vl
kind: Secret
metadata: L)X
name: service-rb-tls
type: kubernetes.io/tls
data:
tlsert:
tls.key:

2. Configure 'service-b' Deployment: - Define a Deployment for 'service-b' , specifying a container that uses the secret for TLS. -
Ensure that the container has the required dependencies and configuration to use TLS. - Example:

apiVersion: apps/vl
kind: Deployment
metadata:
name: service-b-deployment
spec:
replicas: 1
selector:
matchlLabels:
app: service-b
template:
metadata:
labels:
app: service-b
spec:
containers:
- name: service-b
image: your-image:latest
ports:
- containerPort: 8443
volumeMounts:
- name: service-b-tls
mountPath: /var/tls/
volumes:
- name: service-b-tls

et
S}EINU.XPViCE-b-tlS

3. Define a Kubernetes Service for 'service-b'.' - Create é Service for 'service-b' that exposes the secure endpoint on a specific port
(e.g., 8443) and uses the LoadBalancer' type for external access. - Use the 'targetPort’ field to specify the container port that
'service-b' is listening on. - Example:




apiVersion: vl
kind: Service
metadata:
name: service-b-service
spec:
type: LoadBalancep

ports:

-~ protocol: TCP
port: 8443
targetPort: 8443

selector:
_service-b

LINUX

4. Configure 'service-a' Deployment: - Define a Deployment for 'service-a', specifying a container that uses the secret for TLS when
connecting to service-W. - Exanple:
apiversion: apps/vi
kind: Deployment
metadata:
name: service-a-deployment
spec:
replicas: 1
selector:
matchlLabels:
app: service-a
template:
metadata:
+labels:

15!5..!?!2_&“1‘9-3
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containers:

- name: sefvice-a
image: your-image:latest
penrts”

- containerPort: 8080
volumeMounts:
- name: service-b-tls
mountPath: /var/tls/
volumes:

- name: service-b-tls
secret:

secretName: service-b-tls

5. Update 'service-a' Container Configuration: - Within the 'service-a' container, ensure the application is configured to use the
certificate and key from the mounted volume ('Ivar/tls/") for secure communication with 'service-b'. 6. Verify Secure Communication:
- Use 'kubectl get pods' to check the status of both 'service-a' and 'service-W pods. - Test the commumication between 'service-a'



and 'service-b' by sending requests from the 'service-a' pod to the secure endpoint of 'service-b'. - Verify that the communication is
secure and that 'service-a' can successfully access the endpoint. Notes: - You may need to adjust the port numbers and image
names in the examples to match your specific setup. - Make sure you have the certificate and key in the correct format and base64
encoded before creating the Secret. - You can also use other methods like a Service Account and Role-Based Access Control
(RBAC) to restrict access to the secure endpoint, if needed. - This is a simplified example and additional security measures may be
required based on your application's requirerments. ,

NEW QUESTION # 150

Knowledge is defined as intangible asset that can offer valuable reward in future, so never give up on it and our CKAD exam
preparation can offer enough knowledge to cope with the exam effectively. To satisfy the needs of exam candidates, our experts
wrote our CKAD practice materials with perfect arrangement and scientific compilation of messages, so you do not need to study
other numerous CKAD study guide to find the perfect one anymore.
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