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You work as a Network Administrator for Net Perfect Inc. The company has a Windows-based network. The company wants to
fix potential vulnerabilities existing on the tested systems. You use Nessus as a vulnerability scanning program to fix the
vulnerabilities. Which of the following vulnerabilities can be fixed using Nessus?

Each correct answer represents a complete solution. Choose all that apply.

A. Vulnerabilities that help in Code mjection attacks

B. Misconfiguration (e.g. open mail relay, missing patches, etc.)

C. Vulnerabilities that allow a remote cracker to access sensitive data on a system
D. Vulnerabilities that allow a remote cracker to control sensitive data on a system

Ef: B. C. D
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A Denial-of-Service (DoS) attack is mounted with the objective of causing a negative impact on the performance of a conputer or
network. It is also known as network saturation attack or bandwidth consumption attack. Attackers perform DoS attacks by
sending a large number of protocol packets to a network. The problens caused by a DoS attack are as follows:

1 Saturation of network resources

ke
1 Disruption of connections between two computers, thereby preventing communications between

services

1 Disruption of services to a specific computer
ke

1 Failure to access a Web site

I Increase in the amount of spam

ke
Which of the following can be used as countermeasures against DoS attacks?
Each correct answer represents a complete solution. Choose all that apply.

A. Disabling unneeded network services

B. Applying router filtering
C. Blocking undesired IP addresses

D. Permitting network access only to desired traffic

Ef#: A. B.C. D
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Windump is a Windows port of the famous TCPDunp packet sniffer available on a variety of platforims. In order to use this tool on
the Windows platform a user must install a packet capture library.

What is the name of this library?

A. SysPCap
B. WnPCap
C. libpcap
D. PCAP

F
R
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Ryan, a malicious hacker submits Cross-Site Scripting (XSS) exploit code to the Website of Internet forum for online discussion.
When a user visits the infected Web page, code gets automatically executed and Ryan can easily perform acts like account hijacking,
history theft etc. Which of'the following types of Cross-Site Scripting attack Ryan intends to do?

A. SAX

B. Document Object Model (DOM)
C. Non persistent

D. Persistent

IEfE: D
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Which of the following DoS attacks affects mostly Windows computers by sending corrupt UDP packets?

A. Bonk

B. Smurf

C. Ping flood
D. Fraggle

EfE: A
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