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¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the findamentals of SASE within enterprise environments. Candidates are expected to

T | understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-

world scenarios. The content enphasizes how SASE can be integrated into a hybrid network, showcasing

secure design principles and the use of FortiSASE capabilities to support business and security objectives.
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¢ SASE Deployment: This section of the exam measures the knowledge of Tmplementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
FE2 compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
F&E3 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systens.

¢ Analytics and Monitoring; This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

FE 4 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.

B H ) Secure Access Service Edge FCSS SASE_AD-25 % & 5 il H &
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R #32
Refer to the exhibits.

A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGate hub.
However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.
Based on the exhibits, what is the reason for the access failure?

A. The hub is not advertising the required routes.

B. The hub firewall policy does not include the FortiClient address range.

C. The server subnet BGP route was not received on FortiSASE.

D. A private access policy has denied the traffic because of failed compliance

Z%: B

78 #33
Refer to the exhibit.

A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which two setups will achieve these requirements? (Choose two.)

A. Configure private access policies on FortiSASE with ZTNA.

B. Configure ZTNA servers and ZTNA policies on FortiGate.

C. Configure ZTNA tags on FortiGate.

D. Configure FortiGate as a zero trust network access (ZTNA) access proxy.

Z%: BD

fE R A«

To enforce device posture checks and ensure that TCP traffic flows through FortiGate, the FortiGate nust act as a ZTNA access
proxy and host the ZTINA servers and policies. This setup allows posture validation via FortiSASE while routing traffic securely to
protected servers through FortiGate.



/8 #34
Refer to the exhibits.

A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGale hub.
However, the administrator is not able to ping the webserver hosted behind the FortiGate hub. Based on the output, what is the
reason for the ping failures?

A. The BGP route is not received.

B. Network address translation (NAT) is not enabled on the spoke-to-hub policy.
C. The Secure Private Access (SPA) policy needs to allow PING service.

D. Quick mode selectors are restricting the subnet.

BER: A

/8 #35
When deploying FortiSASE agent-based clients, which three features are available compared to an agentless solution? (Choose
three.)

A. Anti-ransomware protection
B. Web filter

C. ZINA tags

D. Vulnerability scan

E. SSL inspection

EX: ACD

R #36
Which information can an administrator monitor using reports generated on FortiSASE?

A. FortiSASE administrator and system events

B. SD-WAN performance

C. sanctioned and unsanctioned Software-as-a-Service (SaaS) applications usage
D. FortiClient vulnerability assessment

ER: C
fRRERE

FortiSASE reporting provides visibility into the usage of sanctioned and unsanctioned SaaS applications, enabling administrators to
monitor cloud application activity and enforce security policies.

FIRE #37
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