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%| &l Check Point Certified Security Expert 156-315.81 S 2 MEZ 2 A (Q96-
Q101):

EE #96

When attenpting to start a VPN tunnel, in the logs the error "no proposal chosen" is seen numerous times. No other VPN-related
entries are present.

Which phase of the VPN negotiations has failed?

A. IPSEC Phase 1
B. IKE Phase 1
C. IKE Phase 2
D. IPSEC Phase 2

HE:. B

Y.

Explanation

The error "no proposal chosen” mndicates that the VPN gateway did not find a matching proposal for the IKE Phase 1 negotiation.
This phase is responsible for establishing a secure channel between the VPN peers, using a pre-shared secret or a certificate. The
proposal consists of parameters such as encryption algorithm, hash algorithm, Diffie-Hellman group, and lifetime. If the VPN
gateway does not receive a proposal that matches its own configuration, it will reject the connection attempt and log the error "no
proposal chosen' 1.

To troubleshoot this issue, one should verify that the VPN peers have the same IKE Phase 1 settings, such as:

The same pre-shared secret or certificate

The same encryption algorithm (e.g., AES-256)

The same hash algorithm (e.g., SHA-256)

The same Diffie-Hellman group (e.g., Group 14)

The sane lifetime (e.g., 86400 seconds)

One can use the command vpn tu on the VPN gateway to view the current IKE Phase 1 settings and compare them with the other
peer. Alternatively, one can use the SmartConsole to check the VPN commumity properties and the gateway object properties for
the IKE Phase 1 settings 2.

References: 1: Troubleshooting the "no proposal chosen' error - Check Point Software 2: Support, Support Requests, Training ... -
Check Pomt Software

AE #97
Vanessa is a Firewall administrator. She wants to test a backup of her company's production Firewall cluster Dallas GW. She has a
lab environment that is identical to her production environment. She decided to restore production backup via SmartConsole in lab

environment.
Which details she need to fill in System Restore window before she can click OK button and test the backup?

A. Server, SCP, Username, Password, Path, Comment, Member

B. Server, Protocol, Username, Password, Path, Comment, All Members
C. Server, Protocol, username Password, Path, Comment, Member

D. Server, TFTP, Username, Password, Path, Comment, All Members

HE: B

MY

According to the Check Point website, Vanessa needs to fill in the following details in the System Restore window before she can
click OK button and test the backup: Server, Protocol, Username, Password, Path, Comment, All Members. These details specify
the source and destination of the backup file, as well as the scope of the restore operation. The other options are either missing or
mcorrect details. Reference: System Restore

EAE #98
Which of the following is NOT supported by CPUSE?

¢ A. Automatic download of full installation and upgrade packages
¢ B. Automatic download of hotfixes



e C. Offline installations
¢ D. Installation of private hotfixes

¥e: C

Y.

Explanation

The option that is not supported by CPUSE is offline installations. CPUSE (Check Point Update Service Engine) is a Gaia software
update agent that manages software updates on Gaia OS and Check Point products.

It requires an internet connection to download and install updates from the Check Point Cloud or a local Deployment Agent. The
other options are supported by CPUSE. It can automatically download full installation and upgrade packages, hotfixes, and private
hotfixes. It can also install them manually or automatically according to a schedule. References: [CPUSE Overview]
https/scl.checkpoint.comvdocuments/R77/CP_R77 Gaia  AdminWebAdminGuide/ html frameset.htm?

topic=documents/R77/CP_R77 Gaia_ AdmnWebAdminGuide/112109

HE #99
Which of the following is NOT supported by CPUSE?

A. Automatic download of full installation and upgrade packages
B. Automatic download of hotfixes

C. Offline installations

D. Installation of private hotfixes

e C

MY

Explanation

https7//sc1.checkpoint.comydocuments/R77/CP_R77 Gaia AdminWebAdminGuide/ html frameset.htm?
topic=documents/R77/CP_R77 Gaia AdmnWebAdminGuide/112109

EE #100
What is the minimum amount of RAM needed for a Threat Prevention Appliance?

A. 4GB

B.6GB

C. 8GB with Gaia in 64-bit mode

D. It depends on the number of software blades enabled

3

ME:

Explanation

According to the Check Point Resource Library, the minimum amount of RAM needed for a Threat Prevention Appliance is 4 GB.
This applies to both physical and virtual appliances. The other options are either incorrect or irrelevant. References: Check Point
Resource Library
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