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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q192-Q197):
NEW QUESTION # 192 
The management team has asked a senior security engineer to explore DLP security solutions for the company's growing use of
cloud-based storage. Which of the following is an appropriate solution to control the sensitive data that is being stored in the cloud?

A. IPS
B. NAC
C. CASB
D. WAF

Answer: C

Explanation:
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A cloud access security broker (CASB) is a security solution that monitors and controls the use of cloud-based services and
applications. A CASB can provide data loss prevention (DLP) capabilities for sensitive data that is being stored in the cloud, such as
encryption, masking, tokenization, or redaction. A CASB can also enforce policies and compliance requirements for cloud usage,
such as authentication, authorization, auditing, and reporting. The other options are not appropriate solutions for controlling sensitive
data in the cloud. Reference: CompTIA Cybersecurity Analyst (CySA+) Certification Exam Objectives (CS0-002), page 14;
https://docs.microsoft.com/en-us/cloud-app-security/what-is-cloud-app-security

NEW QUESTION # 193 
During a review of security controls, an analyst was able to connect to an external, unsecured FTP server from a workstation. The
analyst was troubleshooting and reviewed the ACLs of the segment firewall the workstation is connected to:

Based on the ACLs above, which of the following explains why the analyst was able to connect to the FTP server?

A. FTP was explicitly allowed in Seq 8 of the ACL.
B. FTP was allowed as being included in Seq 3 and Seq 4 of the ACL.
C. FTP was allowed in Seq 10 of the ACL.
D. FTP was allowed as being outbound from Seq 9 of the ACL.

Answer: A

NEW QUESTION # 194 
A cross-site scripting attack is an example of what type of threat vector?

A. Attrition
B. Web
C. Email
D. Impersonation

Answer: B

NEW QUESTION # 195 
An analyst is working with a network engineer to resolve a vulnerability that was found in a piece of legacy hardware, which is
critical to the operation of the organization's production line. The legacy hardware does not have third-party support, and the OEM
manufacturer of the controller is no longer in operation. The analyst documents the activities and verifies these actions prevent remote
exploitation of the vulnerability.
Which of the following would be the MOST appropriate to remediate the controller?

A. Remove the legacy hardware from the network.
B. Replace the equipment that has third-party support.
C. Install an IDS on the network between the switch and the legacy equipment.
D. Segment the network to constrain access to administrative interfaces.

Answer: C

NEW QUESTION # 196 
A financial organization has offices located globally. Per the organization's policies and procedures, all executives who conduct
Business overseas must have their mobile devices checked for malicious software or evidence of tempering upon their return. The
information security department oversees the process, and no executive has had a device compromised. The Chief information
Security Officer wants to Implement an additional safeguard to protect the organization's dat a. Which of the following controls



would work BEST to protect the privacy of the data if a device is stolen?

A. Install an encryption solution on all mobile devices.
B. Implement a mobile device wiping solution for use if a device is lost or stolen.
C. Install a DLP solution to track data now
D. Train employees to report a lost or stolen laptop to the security department immediately

Answer: B

Explanation:
A mobile device wiping solution is a security feature that allows an organization to remotely erase or delete all data on a mobile
device if it is lost or stolen2 A mobile device wiping solution can help protect the privacy of the data on a device and prevent
unauthorized access or disclosure of sensitive information. A mobile device wiping solution can be implemented using built-in features
of some mobile operating systems, third-party applications, or mobile device management (MDM) software.

NEW QUESTION # 197
......
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