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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q75-Q80):

NEW QUESTION # 75

A cloud hosting provider is concerned about the potential risks associated with attacks that target the confidentiality and ntegrity of
sensitive data stored on its servers' volatile memory. The provider has decided to implement hardening techniques and endpoint
security controls to mitigate the risk.

‘Which hardening technique will meet the needs of this provider?

A. Implementing a next-generation antivirus systemto detect and prevent malware attacks
B. Enforcing a strong password complexity policy for all user accounts

C. Implementing secure encrypted enclaves and AMD Secure Memory Encryption

D. Conducting regular security awareness training for all employees

Answer: C

Explanation:

To protect datain use(within memory), the provider must implementhardware-level memory encryptionandtrusted execution
environments(secure enclaves), which protect against cold boot attacks, memory scraping, and unauthorized access.

NIST SP 800-207A (Hardware-Enabled Security: Enclaves):

"Trusted execution environments and memory encryption mechanisirs help ensure that data remains protected even when systens
are compromised at lower levels." This is amodern cloud security best practiceespecially useful forconfidential
computingenvironments.

#WGU Course Alignment:

Domain:System Security Engineering / Cryptography

Topic:Protect data in use with hardware-based encryption and enclaves

NEW QUESTION # 76

A healthcare provider is required to comply with the Health Insurance Portability and Accountability Act (HIPAA), which sets
requirements for the protection of patient health information. The provider uses various software applications to manage and store
patient health information, which must be coded to protect its confidentiality and integrity.

‘Which protocol will meet the needs of this provider?

A. Wired Equivalent Privacy (WEP)

B. Advanced Encryption Standard (AES)
C. Simple Mail Transfer Protocol (SMTP)
D. Rivest-Shamir- Adleman (RSA)

Answer: B

Explanation:

The correct answer is B - Advanced Encryption Standard (AES).

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), AES is a widely adopted symimetric encryption
standard that ensures the confidentiality and integrity of sensitive data, including patient health information, which HIPAA mandates
to protect. AES is considered highly secure and efficient for encrypting stored or transmitted healthcare data.

WEP (A) is outdated and insecure. SMTP (C) is a protocol for sending emails, not encryption. RSA (D) is an asymmetric
encryption method typically used for key exchanges, not bulk data encryption.

Reference Extract from Study Guide:

"Advanced Encryption Standard (AES) is recommended for encrypting sensitive healthcare data, providing strong protection for
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confidentiality and integrity in HIPAA-regulated environments."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Standards and Regulatory Compliance

NEW QUESTION # 77
‘Which part of the Uniform Resource Locator (URL) identifies the server on which the web page can be found?

A. Domain name

B. Protocol

C. IP address

D. Resource path ID

Answer: A

Explanation:

* The domain name in a Uniform Resource Locator (URL) identifies the server on which the web page can be found.

* Example:

In the URL "http//www.example.convindex. html":

* "hitp" is the protocol.

* "www.example.com' is the domain name.

* "index.html" is the resource path ID.

* The other options:

* The protocol specifies the commumnication method.

* The resource path ID specifies the specific page or resource on the server.

* The IP address is not typically visible in the URL itself but can be resolved via DNS.

* Therefore, the domain name is the correct part that identifies the server.

References:

* "Web Development and Design Foundations with HTMLS" by Terry Felke-Morris, which explains URL components.
* "Internet and World Wide Web How to Program'" by Paul Deitel and Harvey Deitel, which covers URLs and their structure.

NEW QUESTION # 78
What is the role of the compiler?

A. To run scripting languages to test one line of code at a time

B. To take the most recent line of code, translate it, and execute the machine code
C. To create executable code that is compatible with different operating systems
D. To create an executable program by translating all of the code at one time

Answer: D

Explanation:

Step by Step Comprehensive Detailed Explanation

A compiler is a program that translates source code written in a high-level programming language into machine code.
Definition: A compiler processes the entire source code of a program and translates it into a machine code executable.
Functionality: This process is typically done in several stages, including lexical analysis, syntax analysis, semantic analysis,
optimization, and code generation.

Output: The result is an executable file that can be run on a specific operating system

References

"Compilers: Principles, Techniques, and Tools" by Alfred V. Aho, Monica S. Lam, Ravi Sethi, and Jeffirey D.

Ullman

NISTIR 7860, "C++ Coding Standards"

NEW QUESTION # 79

A government agency is required to comply with the Federal Information Security Modernization Act (FISMA), which establishes
security requirements for federal information systerrs. The agency needs to secure its external network, which connects to the
mnternet and is used by employees, contractors, and other authorized personnel.

‘Which security control will secure the external network and protect against unauthorized access?



A. Network segmentation

B. Access controls

C. Intrusion detection and prevention
D. Firewall

Answer: D

Explanation:

The correct answer is B - Firewall

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), firewalls are critical for securing external network
perimeters by filtering incoming and outgoing traffic based on predefined security rules. This control is a foundational requirement
under FISMA to prevent unauthorized access.

IDS/IPS (A) monitor and detect attacks but are secondary to establishing the initial network boundary. Access controls (C) manage
user permissions inside a system Network segmentation (D) divides internal networks but does not protect the external boundary.
Reference Extract from Study Guide:

"Firewalls are the first line of defense for securing external networks, providing traffic filtering to prevent unauthorized access, aligning
with FISMA compliance requirements."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Security Fundamentals

NEW QUESTION # 80
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