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Why is Connector OS Hardening (e.g., minimal packages) recommended?

A. Increases cryptographic entropy pool
B. Raises TLS handshake speed by 10%
C. Automatically qualifies for ISO 27017
D. Reduces attack surface and patch workload

ZE: D

R RE RS «

Fewer packages mean fewer vulnerabilities.

FIRE #39
What is the operational impact of disabling the Connector Auto-Upgrade setting?

A. Longer maintenance windows and manual patch schedules
B. Admin Console automatically locks Tenant Admin session
C. Connector health checks cease until upgrades conplete
D. Policy changes require Connector restarts

BE: A

i RE R «

Manual upgrades lengthen mantenance; other behaviors do not occur.

& #40
What is a practical reason to use Collections even in a single-Site deployment?

A. Isolates policies for different business units without duplicating Sites
B. Allows Connectors to auto-scale independently

C. Enables per-Collection TLS cipher negotiation

D. Reduces SIEM costs by log throttling

BE: A

i RE S -
Collections provide RBAC and policy segregation independent of physical topology.

P& #41
‘Which field in DLP Incident logs links directly to the ZTNA Policy that triggered inspection?

A. fileHash
B. policyld
C. matchCount
D. severity

ZX: B

BB -
policyld references the enforcing rule.

PR #42
The Connector Firewall Whitelist is primarily used to:

e A. Block mbound ICMP to reduce noise
e B. Establish GRE tunnels to SASE core
¢ C. Enable ESMTP emnil relay



¢ D. Permit outbound TCP 443 and UDP 123 to Symantec PoPs
BEZ: D

it RE S B -
Outbound control traffic must reach Symantec infrastructure.
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