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Answer: A

Explanation:

The evidence provided by SendPay, which is solely verbal confirmation about the monitoring of outsourced operations, is not
considered reliable under ISO/IEC 27001. The standard requires documented evidence to support claims of effective monitoring
and control over outsourced processes.

References: ISO/IEC 2700122013 Standard, Clause A.15 (Supplier relationships)
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Answer: A,B,F

Explanation:

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), clause 5.2 requires top management to establish an information

security policy that provides the framework for setting information security objectives1. Clause 6.2 requires top management to



ensure that the information security objectives are established at relevant finctions and levels1. Therefore, when verifying that the
information security policy and objectives have been established by top management, an ISMS auditor should review relevant
documents and records that demonstrate top management's involvement and commitment.

To verify that the mobile device policy and objectives are implemented and effective, an ISMS auditor should review relevant
documents and records that demonstrate how the policy and objectives are commumicated, monitored, measured, analyzed, and
evaluated. The auditor should also sample and verify the implementation of the controls that are stated in the policy.

Three options for the audit trail that are relevant to verifying the mobile device policy and objectives are:

* Review the internal audit report to make sure the IT department has been audited: This option is relevant because it can provide
evidence of how the IT department, which is responsible for managing the mobile devices and their security, has been evaluated for
its conformity and effectiveness in implementing the mobile device policy and objectives. The internal audit report can also reveal any
nonconformities, corrective actions, or opportunities for improvement related to the mobile device policy and objectives.

* Sampling some mobile devices from on-duty medical staff and validate the mobile device information with the asset register: This
option is relevant because it can provide evidence of how the mobile devices that are used by the medical staff; who are involved in
processing and storing residents' data, are registered in the asset register and have physical protection enabled. This can verify the
implementation and effectiveness of two of the controls that are stated in the mobile device policy.

* Review the asset register to make sure all company's mobile devices are registered: This option is relevant because it can provide
evidence of how the company's mobile devices that are within the ISMS scope are identified and accounted for. This can verify the
implementation and effectiveness of one of the controls that are stated in the mobile device policy.

The other options for the audit trail are not relevant to verifying the mobile device policy and objectives, as they are not related to the
policy or objectives or their implementation or effectiveness. For example:

* Interview the reception personnel to make sure all visitor and employee bags are checked before entering the nursing home: This
option is not relevant because it does not provide evidence of how the mobile device policy and objectives are implemented or
effective. It may be related to another policy or objective regarding physical security or access control, but not specifically to mobile
devices.

* Review visitors' register book to make sure no visitor can have their personal mobile phone in the nursing home: This option is not
relevant because it does not provide evidence of how the mobile device policy and objectives are implemented or effective. It may
be related to another policy or objective regarding information security awareness or compliance, but not specifically to mobile
devices.

* Interview the supplier of the devices to make sure they are aware of the ISMS policy: This option is not relevant because it does
not provide evidence of how the mobile device policy and objectives are implemented or effective. It may be related to another
policy or objective regarding nformation security within supplier relationships, but not specifically to mobile devices.

* Interview top management to verify their involvement in establishing the information security policy and the information security
objectives: This option is not relevant because it does not provide evidence of how the mobile device policy and objectives are
implemented or effective. It may be related to verifying that the information security policy and objectives have been established by
top management, but not specifically to mobile devices.

References: ISO/IEC 2700122022 - Information technology - Security techniques - Information security management systemns -
Requirements
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Answer: A

Explanation:

According to ISO/IEC 27001:2022, clause 7.2.2, the organization shall ensure that all persons who have access to information are
aware of the information security policy and their contribution to the effectiveness of the ISMS, including the benefits of improved
mformation security performance2. Therefore, awareness training on information security is a requirement for all persons, not just
new hires. Reference: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) | CQI | IRCA
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Answer: B,E

Explanation:

A first-party audit is an internal audit conducted by the organization itself or by an external party on its behalf. The objectives of a
first-party audit are to: 12 Confirm the scope of the management system is accurate, i.e., it covers all the processes, activities,
locations, and functions that are relevant to the information security objectives and requirements of the organization.

Update the management policy, i.e., review and revise the policy statement, roles and responsibilities, and objectives and targets of
the information security management system (ISMS) based on the audit findings and feedback.

The other phrases are not objectives of a first-party audit, but rather:

Apply international standards: This is a requirement for the ISMS, not an objective of the audit. The ISMS nust conformto the
ISO/IEC 27001 standard and any other applicable standards or regulations12 Prepare the audit report for the certification body:
This is an activity of a third-party audit, not a first-party audit. A third-party audit is an external audit conducted by an independent
certification body to verify the conformity and effectiveness of the ISMS and to issue a certificate of compliance12 Complete the
audit on time: This is a performance indicator, not an objective of the audit. The audit should be completed within the planned time
frame and budget, but this is not the primary purpose of the audit12 Apply regulatory requirements: This is also a requirement for the
ISMS, not an objective of the audit. The ISMS must comply with the legal and contractual obligations of the organization regarding
information securityl 2 Reference:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Tramning Course by PECB 2
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Answer: B

Explanation:

You see a blue color sticker on certain physical assets. This signifies that the asset is high critical and its failure will affect a
group/s/project's work in the organization. A blue color sticker is a type of label that indicates the level of criticality of an asset,
which is a measure of how important an asset is for the organization's operations and objectives. A high critical asset is an asset that
has a significant impact on the organization's activities, and its loss or damage would cause major disruption or loss of service. A blue
color sticker also implies that the asset requires a high level of protection and security, and should be handled with care. References:
:CQI & IRCA ISO 27001:2022 Lead Auditor Course Handbook, page 36. : [ISO/IEC

27001 Brochures | PECB], page 6.
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