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GIAC Exploit Researcher and Advanced Penetration Tester 38 X GXPN &
BRI (Q142-Q147):

HA #142
What technique is essential for writing exploits against canary-protected programs?
Response:

A. Buffer overflow in non-executable stacks
B. Format string vulnerabilities

C. Use of NOP sleds

D. Return-oriented programming (ROP)

R
®

: D

HM #143
‘Which network manipulation technique involves using trusted protocols to send malicious payloads?
Response:

A. Protocol poisoning

B. Port scanning

C. Using conpliant hardware
D. Encrypting traffic

Ef: A

R #144
What is an effective attack against cryptographic systems using fixed mitialization vectors (IV)?
Response:

A. Flooding the buffer
B. IV reuse attack

C. SQL mjection

D. Credential stuffing

EfE: B

HR #145
What is a common goal of stack smashing in exploitation?
Response:

A. To initiate a brute-force attack

B. To overwrite the return address of a function
C. To mject SQL commands into the stack

D. To trigger a denial of service

H
R

: B

R #146
‘Which memory protection mechanism prevents the execution of code on the stack, mitigating buffer overflow attacks?
Response:

e A Stack canaries
e B. NX (No-eXecute) bit



e C.ASLR
e D. DEP (Data Execution Prevention)

IEf#: B

B #147
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