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Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q316-Q321):
NEW QUESTION # 316 
Refer to the exhibit.
What is the result of this Python script of the Cisco DNA Center API?

A. adds a switch to Cisco DNA Center
B. receives information about a switch
C. adds authentication to a switch
D. deletes a switch from Cisco DNA Center

Answer: A

NEW QUESTION # 317 
What must be configured in Cisco ISE to enforce reauthentication of an endpoint session when an endpoint is deleted from an
identity group?

A. SNMP probe
B. posture assessment
C. external identity source
D. CoA

Answer: D

Explanation:
Cisco ISE allows a global configuration to issue a Change of Authorization (CoA) in the Profiler Configuration page that enables the
profiling service with more control over endpoints that are already authenticated.
One of the settings to configure the CoA type is "Reauth". This option is used to enforce reauthentication of an already authenticated
endpoint when it is profiled.
Reference:
b_ise_admin_guide_sample_chapter_010101.html

NEW QUESTION # 318 
Drag and drop the solutions from the left onto the solution's benefits on the right.

Answer:

Explanation:

NEW QUESTION # 319 
Drag and drop the Firepower Next Generation Intrusion Prevention System detectors from the left onto the correct definitions on the
right.

Answer:

Explanation:
Explanation:
A picture containing table Description automatically generated

NEW QUESTION # 320 
An engineer has been tasked with configuring a Cisco FTD to analyze protocol fields and detect anomalies in the traffic from
industrial systems What must be done to meet these requirements?



A. Enable traffic analysis in the Cisco FTD
B. Modify the access control policy to trust the industrial traffic
C. Configure intrusion rules for the DNP3 preprocessor
D. Implement pre-filter policies for the CIP preprocessor

Answer: A

NEW QUESTION # 321
......
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