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An International company has deployed a multi-tier web application that relies on DynamoDB in a single region. For regulatory
reasons they need disaster recovery capability in a separate region with a Recovery Time Objective of 2 hours and a Recovery Point
Objective of 24 hours. They should synchronize their data on a regular basis and be able to provision me web application rapidly
using CloudFormation.

The objective is to minimize changes to the existing web application, control the throughput of DynamoDB used for the
synchronization of data and synchronize only the modified elements.

Which design would you choose to meet these requirements?

e A. Use AWS data Pipeline to schedule an export of the DynamoDB table to S3 in the current region once a day then
schedule another task immediately after it that will import data from S3 to DynamoDB in the other region.

¢ B. Send also each Ante into an SQS queue in me second region; use an auto-scaling group behind the SQS queue to replay
the write in the second region.

e C. Use AWS data Pipeline to schedule a DynamoDB cross region copy once a day, create a "Lastupdated" attribute in your
DynamoDB table that would represent the timestamp of the last update and use it as a filter.

e D. Use EMR and write a custom script to retrieve data from DynamoDB in the current region using a SCAN operation and
push it to DynamoDB in the second region.

ZER: C
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A Solutions Architect is designing a highly available and reliable solution for a cluster of Amazon EC2 instances.

The Solutions Architect must ensure that any EC2 instance within the cluster recovers automatically after a system failure. The
solution must ensure that the recovered instance maintains the same IP address.

How can these requirements be met?

e A Create an Amazon CloudWatch alarm for the StatusCheckFailed System metric, and then configure an EC2 action to
recover the instance.

¢ B. Create an AWS Lambda script to restart any EC2 instances that shut down unexpectedly.

¢ (. Create a new t2.micro instance to monitor the cluster instances. Configure the t2.micro instance to issue an aws ec2
reboot-instances command upon failure.

¢ D. Create an Auto Scaling group for each EC2 instance that has a mnimum and maximum size of 1.

ZX: B
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Explanation
References: https:/docs.aws.amazon.com’ AWSEC2/latest/UserGuide/ec2- instance-recover. html
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A solutions architect is designing a solution to access a catalog of images and provide users with the ability to submit requests to
customize images. Image customization parameters will be in any request sent to an AWS API Gateway API. The customized image
will be generated on demand, and users will receive a link they can click to view or download their customized image. The solution
nust be highly available for viewing and customizing images.

What is the MOST cost-effective solution to meet these requirements?

¢ A. Use Amazon EC2 instances to manipulate the original image into the requested customization. Store the original images in
Amazon S3 and the manipulated images in Amazon DynamoDB. Configure an Amazon CloudFront distribution with the S3
bucket as the origin.

¢ B. Use Amazon EC2 instances to manipulate the orignal image into the requested customization. Store the original and
manipulated images in Amazon S3. Configure an Elastic Load Balancer in front of the EC2 instances.

e (. Use AWS Lambda to manipulate the original image to the requested customization. Store the original and manipulated
images in Amazon S3. Configure an Amazon CloudFront distribution with the S3 bucket as the origin.

e D. Use AWS Lambda to manipulate the original image to the requested customization. Store the original images in Amazon
S3 and the manipulated images in Amazon DynamoDB. Configure an Elastic Load Balancer in front of the Amazon EC2
instances.
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AWS Lambda is a compute service that lets you run code without provisioning or managing servers. AWS Lambda executes your
code only when needed and scales automatically, froma few requests per day to thousands per second. You pay only for the
compute time you consume - there is no charge when your code is not running, With AWS Lambda, you can run code for virtually
any type of application or backend service - all with zero administration. AWS Lambda runs your code on a high-availability
compute infrastructure and perforns all of the administration of the compute resources, including server and operating system
maintenance, capacity provisioning and automatic scaling, code monitoring and logging.

All you need to do is supply your code in one of the languages that AWS Lambda supports.

Storing your static content with S3 provides a lot of advantages. But to help optimize your application's performance and security
while effectively managing cost, we recommend that you also set up Amazon CloudFront to work with your S3 bucket to serve and
protect the content. CloudFront is a content delivery network (CDN) service that delivers static and dynamic web content, video
strearrs, and APIs around the world, securely and at scale. By design, delivering data out of CloudFront can be more cost effective
than delivering it from S3 directly to your users.

CloudFront serves content through a worldwide network of data centers called Edge Locations. Using edge servers to cache and
serve content improves performance by providing content closer to where viewers are located. CloudFront has edge servers in
locations all around the world.

Reference: hitps:/docs.aws.amazon.convlambda/latest/dg/welcome. html
https:/aws.amazon.comyblogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match- made-in-the-cloud/

4 RE #210

You are designing a photo-sharing mobile app. The application will store all pictures in a single Amazon S3 bucket.

Users will upload pictures from their mobile device directly to Amazon S3 and will be able to view and download their own pictures
directly from Amazon S3.

You want to configure security to handle potentially millions of users in the most secure manner possible. What should your server-
side application do when a new user registers on the photo- sharing mobile application?

e A Create an IAM user. Update the bucket policy with appropriate permissions for the [AM user.
Generate an access key and secret key for the JAM user, store them in the mobile app and use these credentials to access
Amazon S3.

¢ B. Record the user's information in Amazon RDS and create a role in JAM with appropriate permissions.
When the user uses their mobile app, create temporary credentials using the AWS Security Token Service "AssumeRole"
function.
Store these credentials in the mobile app's memory and use them to access Amazon S3.
Generate new credentials the next time the user runs the mobile app.

e C. Record the user's information in Amazon DynamoDB.
When the user uses their mobile app, create temporary credentials using AWS Security Token Service with appropriate
permissions.
Store these credentials in the mobile app's memory and use them to access Amazon S3.
Generate new credentials the next time the user runs the mobile app.

e D. Create an IAM user. Assign appropriate permissions to the [AM user.
Generate an access key and secret key for the IAM user, store them in the mobile app and use these credentials to access
Amazon S3.

¢ E. Create a set of long-term credentials using AWS Security Token Service with appropriate permissions.
Store these credentials in the mobile app and use them to access Amazon S3.

£%: B
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We can use either RDS or DynamoDB, however in our given answers, JAM role is mentioned only with RDS, so [ would go with
Answer B.

Question was explicitly focused on security, so IAM with RDS is the best choice.

8 #211

Company B is launching a new game app for mobile devices. Users will log into the game using their existing social media account.
To streamline data capture, Company B would like to directly save player data and scoring information firom the mobile app to a
DynamoDB table named ScoreData. When a user saves their game, the progress data will be stored to the GameState S3 bucket.



‘What is the best approach for storing data to DynamoDB and S3?

¢ A. Use an EC2 instance that is launched with an EC2 role providing access to the ScoreData DynamoDB table and the
GameState S3 bucket that commumnicates with the mobile app via web services

¢ B. Use temporary security credentials that assume a role providing access to the ScoreData DynamoDB table and the
GameState S3 bucket using web identity federation

¢ C. Use Logn with Amazon allowing users to sign in with an Amazon account providing the mobile app with access to the
ScoreData DynamoDB table and the GameState S3 bucket.

e D. Use an IAM user with access credentials assigned a role providing access to the ScoreData DynamoDB table and the
GameState S3 bucket for distribution with the mobile app

EX: B

it B B -

The requirements state "Users will log into the game using their existing social media account to streamline data capture." This is what
Cognito is used for, ie Web Identity Federation. Amazon also recommend to "build your app so that it requests temporary AWS
security credentials dynamically when needed using web identity federation."”
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