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HE#77
Theteam leads of a development environmentwant tolimit developer accessto a specific set ofVMs.
What is the most efficient way to enable the team leads to directly manage these VMs?

A. Create aVPCfor each team lead and give themVPC Admin.

B. Create arole mappingfor each team lead and assign appropriately.
C. Create aProjectfor each team lead and assign access.

D. CreateSecurity Policiesto isolate users.

qe: C

Y.

Themost efficient wayto allow team leads to manage aspecific set of VMsis bycreating a Project (Option C)in Prism Central and
assigning the team leads to that Project.

* Nutanix Projects allow administrators to control VM accessbased on groups and permissions, ensuring that users only manage
VMs assigned to their project.
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* Option A (Role Mapping)applies more broadly to roles but does not restrict access to specific VM groups.
* Option B (VPC Admin)is related to network segmentation, not VM access control.

* Option D (Security Policies)are used for network and firewall rules, not VM access control.

References:

* Nutanix Prism Central #Projects and Role-Based Access Control (RBAC)

* Nutanix Bible #Multi- Tenancy and Project-Based Access Control

* Nutanix KB #Setting Up Role-Based Access Control (RBAC) for Prism Central

HEE #78

An administrator needs tooptimize a VM's storageby leveragingcompression features. The VM'svDisksare currently stored in
adefault storage containerwithno optimizations enabled.

How should the administrator proceed?

A. Recreate the vDisk in the Production storage container and copy data.
B. Recreate the VM in the Production storage container and copy data.
C. Migrate the VM to the Production storage container.

D. Migrate vDisks to the Production storage container.

He: D

3.

Moving vDisks to a storage container with compression enabled ensures better data efficiency without downtime.
* Option A (Migrate vDisks) is correct:

* vDisk migration is non-disruptiveand allows compression settings to be applied dynamically.
* Option B (Recreate the VM) is incorrect:

* Rebuilding the VM is unnecessaryand would causedowntime.

* Option C (Migrate the VM) is incorrect:

* VM migration does not guarantee that only vDisks move, and it may disrupt performance.

* Option D (Recreate vDisk) is incorrect:

* This method ismanual and time-consuming, while Nutanix provides anautomated approach.
References:

* Nutanix Storage Optimization Guide#Enabling Compression on Existing vDisks

* Nutanix KB#Migrate vDisks Between Storage Containers for Optimization

HE#T79
An admmnistrator is trying to delete a protected snapshot but is unable to do so.
What is the most likely cause?

A. There is an active recovery occurring at that time
B. There is an approval policy that was denied

C. Ransomware has encrypted the snapshot

D. The snapshot has been corrupted

HE. A

MY

Nutanix Data Protection enforces strict snapshot lifecycle controls to ensure recovery integrity. The system prevents deletion of any
snapshot that is actively referenced by a running operation. The documentation states:

"Snapshots that are part of an active recovery or restore workflow cannot be deleted until the operation completes, as they are
required to maintain data consistency and restore points." This includes DR failover tests, restorations, or live recovery workflows.
Corrupted snapshots do not cause deletion failure; the system can still delete a corrupted snapshot unless it's attached to an active
workflow.

Ransonmware affects guest data, not the snapshot metadata in Prism. Approval policies do not block snapshot deletion unless tied to
autormation policies, which is rare and would produce a different error.

Therefore, active recovery operations are the most common and most accurate cause when deletion is blocked.

EE #80



An administrator recently attempted to enable Data-in-Transit Encryption on a scale-out Prism Central cluster to ensure service-level
traffic is encrypted between cluster nodes. After attempting to enable the feature, it did not function because of firewall restrictions.
‘Which CVM-specific port must be allowed through the firewall for Data-in-Transit Encryption?

A0
B. 1
C.2
D.3

HE. D
Y.

Data-in-Transit Encryption for Prism Central and CVMs requires specific internal communication ports to be open. Nutanix internal
component documentation states:

"Port 2020 is used by the Nutanix encryption service for encrypted CVM-to-CVM communication during Data-in-Transit
Encryption operations." This port is essential for establishing secure tunnels between control-plane services. Ports 2009 and 2010
are used by other CVM services (e.g,, Stargate, Curator coordination) but not for transport encryption. Port 9440 is for Prism

UI/API traffic, and while it must be accessible for management, it does not enable encrypted back- end service traffic.
Thus, the administrator must ensure that port 2020 is permitted to enable Data-in-Transit Encryption functionality.

EE #81
An administrator is configuringProtection Policiesto replicate VMs to aNutanix Cloud Cluster (NC2)over the internet.
To comply with security policies, how should data be protected during transmission?

A. Configure Data on a self-encrypting drive.
B. Enable Data-at-Rest Encryption.

C. Configure VMs to use UEFI Secure Boot.
D. Enable Data-in-Transit Encryption.

HEe. D

ME:

Data-in-Transit Encryption ensures that replication traffic is encrypted while being sent over the internet.
* Option D (Enable Data-in-Transit Encryption) is correct:

* This encryptsreplicated data between clusters, ensuring security againstman-in-the-middle attacks.
* Option A (Self-encrypting drive) is incorrect:

* This protects data at rest, not during transmission.

* Option B (UEFI Secure Boot) is incorrect:

* Secure Boot prevents unauthorized OS modifications, but doesnot encrypt network traffic.

* Option C (Data-at-Rest Encryption) is incorrect:

* This encryptsstored data but does not secure replication traffic.

References:

* Nutanix Security Guide #Configuring Data-in-Transit Encryption

* Nutanix KB #Protecting Replication Traffic Over Public Networks
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