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GIAC Cloud Security Automation Sample Questions (Q32-Q37):

NEW QUESTION # 32
‘Which two practices enhance the effectiveness of continuous security monitoring?
(Choose Two)
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Response:

A. Reducing the frequency of security checks
B. Limiting monitoring to high-traffic periods
C. Centralizing log collection and analysis

D. Real-time threat detection

Answer: C,D

NEW QUESTION # 33

What are two primary components of compliance as code?
(Choose Two)

Response:

A. Policy definition as code

B. Continuous auditing

C. Manual approval processes
D. Infrastructure logging

Answer: A.B

NEW QUESTION # 34
What is a potential security risk associated with configuration management tools?
Response:

A. Lack of version control

B. Increased system uptime

C. Misconfigured automation leading to vulnerabilities
D. Manual configuration updates

Answer: C

NEW QUESTION # 35
How can Kubernetes access control be configured to limit permissions within a cluster?
Response:

A. Multi-factor authentication (MFA)

B. IP whitelisting

C. Role-Based Access Control (RBAC)
D. Service Mesh integration

Answer: C

NEW QUESTION # 36

What are some best practices for securing Kubernetes clusters?
(Select all that apply)

Response:

A. Regularly update Kubernetes and container runtime versions
B. Expose the Kubernetes API server directly to the internet
C. Monitor and audit cluster activity

D. Disable Role-Based Access Control (RBAC)

Answer: A,C



NEW QUESTION # 37
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