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(£ Add AAA Server Group x

AAA Server Group:  ACME_ISE
Protocol: RADIUS
Accounting Mode: () Simultaneous  (8) Single
Reactivation Mode: (@) Depletion () Tmed
Dead Time: 10 | mnutes
Max Faled Attempts: 3
] Enable interim accounting update
] Update Interval: 24 Hours
[[] Enable Active Directory Agent mode

ISE Polcy Enforcement
[[] Enabile dynamic authorizabion

Crorumenss A ivarirs e Dot 1700
LryTuSmed ALITONZES Do

7 Dse authorization only mode (no common password configuration required)
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H I #234

An engineer must configure web redirection for guests to a portal where no authentication is required and an Acceptable Use Policy
must be accepted by the guest before network access is allowed. Which type of guest portal must be configured in Cisco ISE to
meet the requirement?

A. Sponsored

B. Hotspot

C. Self Registered
D. Custom

IEf#: B

M #235
Refer to the exhibit. A network engineers configuring the switch to accept downloadable ACLs froma Cisco ISC server.
Which two commands should be run to complete the configuration? (Choose two)

A. dotlx systemrauth-control

B. radius server vsa sand authentication

C. aaa authorization auth-proxy default group radius
D. ip device tracking

E. radius-server attribute 8 include-in-access-req

iFfE: AL D

R

radius server vsa send authentication is enabled by default on IOS 15.X and later versions.

To configure a switch to accept downloadable ACLs froma Cisco ISE server, the following two commands are required:

ip device tracking: This command enables the switch to track IP device information, which is needed for the ISE server to provide
dynamic access policies based on a device's IP address.

dotlx systemrauth-control: This command enables 802.1X authentication on the switch and allows the switch to forward
authentication requests to the ISE server.

R #236
Which termrefers to an endpoint agent that tries to join an 802.1X-enabled network?

A. EAP server
B. authenticator
C. supplicant
D. client

IEf: C

R -
Section: Endpoint Compliance

HA #237

An engineer deploys Cisco ISE and must configure Active Directory to then use information from Active Directory in an
authorization policy. Which two components nmust be configured, in addition to Active Directory groups, to achieve this goat?
(Choose two )

e A. LDAP External Identity SourcesE Library Condition for Identity Group: User Identity Group



¢ B. Active Directory External Identity Sources
¢ C. Library Condition for External Identity. External Groups
¢ D. Identity Source Sequences

Eﬁ: B\ C

B #238

An engineer is configuring sponsored guest access and needs to limit each sponsored guest to a maximum of two devices. There are
other guest services in production that rely on the default guest types. How should this configuration change be made without
disrupting the other guest services currently offering three or more guest devices per user?

A. Create a new sponsor group and adjust the settings to limit the devices for each guest.

B. Create an ISE identity group to add users to and limit the number of logins via the group configuration.
C. Create an LDAP login for each guest and tag that in the guest portal for authentication.

D. Create a new guest type and set the maximum number of devices sponsored guests can register

EfE: A

B #239
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