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Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q16-Q21):
NEW QUESTION # 16 
What is required to enable the MSSP feature on FortiSASE?

A. Role-based access control (RBAC) must be assigned to identity and access management (IAM) users using the
FortiCloud IAM portal.
B. The MSSP add-on license must be applied to FortiSASE.
C. Multi-tenancy must be enabled on the FortiSASE portal.
D. MSSP user accounts and permissions must be configured on the FortiSASE portal.

Answer: A

Explanation:
To enable the MSSP feature on FortiSASE, you must use the FortiCloud IAM portal to assign RBAC permissions to users. This
grants appropriate access to manage multiple tenants or customer accounts securely.
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NEW QUESTION # 17 
Which two settings are automatically pushed from FortiSASE to FortiClient in a new FortiSASE deployment with default settings?
(Choose two.)

A. real-time protection
B. FortiSASE certificate authority (CA) certificate
C. tunnel profile
D. zero trust network access (ZTNA) tags

Answer: B,C

Explanation:
In a default FortiSASE deployment, the tunnel profile (for secure connectivity) and the FortiSASE CA certificate (for SSL
inspection and trusted communication) are automatically pushed to FortiClient endpoints.

NEW QUESTION # 18 
Which FortiSASE component protects users from online threats by hosting their browsing sessions on a remote container within a
secure environment?

A. data loss prevention (DLP)
B. remote browser isolation (RBI)
C. cloud access security broker (CASB)
D. secure web gateway (SWG)

Answer: B

Explanation:
Remote Browser Isolation (RBI) protects users by executing their web browsing sessions in a remote, secure container, preventing
malicious content from reaching the local device.

NEW QUESTION # 19 
Refer to the exhibit.
Which type of information or actions are available to a FortiSASE administrator from the following output?
(Choose one answer)

A. Administrators can view and configure automatic patching of endpoints, and first detected date for applications.
B. Administrators can view latest application version available and push updates to managed endpoints.
C. Administrators can view and configure endpoint profiles and ZTNA tags.
D. Administrators can view application details, such as vendor, version, and installation dates to identify unwanted or outdated
software.

Answer: D

Explanation:
The provided exhibit (image_57e69d.jpg) displays the Software Installations dashboard within the FortiSASE portal. This
dashboard is a key component of the endpoint visibility and management features provided by the integrated FortiClient EMS
functionality.
* Visible Metadata: The output provides a granular list of all software detected on managed endpoints, including the application
Name, the Vendor (e.g., Igor Pavlov, Microsoft Corporation, Adobe), the specific Version currently installed, and critical
timestamps such as First Detected and Last Installed.
* Administrative Utility: This information allows an administrator to audit the software environment effectively. By reviewing these
details, they can identify unwanted software (PUA), shadow IT, or outdated software versions that may possess known
vulnerabilities.
* Actions Available: While the primary view is informational, the presence of the View Endpoints button (visible in the top-left)
allows administrators to pivot from a specific application to a list of all individual devices where that software is present, facilitating
targeted remediation.
* Analysis of Incorrect Options:



* Option A: While FortiSASE manages profiles and tags, this specific "Software Installations" view is focused purely on software
inventory.
* Option B: Although the "First Detected" date is visible, FortiSASE does not support "automatic patching" of third-party software
directly from this inventory screen.
* Option C: The dashboard shows what is installed, not the "latest available" version in the market, nor does it provide a mechanism
to "push updates" to these third-party applications.

NEW QUESTION # 20 
A customer wants to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network.
Which two FortiSASE features would help the customer achieve this outcome? (Choose two.)

A. inline-CASB
B. sandbox cloud
C. secure web gateway (SWG)
D. zero trust network access (ZTNA)

Answer: A,C

Explanation:
The secure web gateway (SWG) serves as the cloud-based proxy that inspects and controls web traffic, replacing the on-premises
proxy. The inline-CASB provides additional visibility and control over cloud application usage, enhancing security in hybrid
environments.
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