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ECCouncil Certified Threat Intelligence Analyst Sample Questions (Q81-
Q86):
NEW QUESTION # 81

In which of the following forms of bulk data collection are large amounts of data first collected from mutltiple sources in multiple
formats and then processed to achieve threat intelligence?

e A. Hybrid form
e B. Production form
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e C. Structured form
e D. Unstructured form

Answer: D

NEW QUESTION # 82

Lizzy, an analyst, wants to recognize the level of risks to the organization so as to plan countermeasures against cyber attacks. She
used a threat modelling methodology where she performed the following stages:

Stage 1: Build asset-based threat profiles

Stage 2: Identify infrastructure vulnerabilities

Stage 3: Develop security strategy and plans

‘Which of the following threat modelling methodologies was used by Lizzy in the aforementioned scenario?

A. DREAD
B. TRIKE
C. VAST

D. OCTAVE

Answer: D

NEW QUESTION # 83

What is the correct sequence of steps involved in scheduling a threat intelligence program?
1. Review the project charter

2. Identify all deliverables

3. Identify the sequence of activities

4. Identify task dependencies

5. Develop the final schedule

6. Estimate duration of each activity

7. Identify and estimate resources for all activities
8. Define all activities

9. Build a work breakdown structure (WBS)

A, 1-->2-->3-->4-->5-->6-->9-->8-->7
B. 3-->4-->5-->2-->1-->9-->8-->7-->6
C. 1--59-->2-->8-->3-->7-->4-->6-->5
D. [-->2-->3-->4-->5-->6-->7-->8-->9

Answer: C

Explanation:

The correct sequence for scheduling a threat intelligence program involves starting with the foundational steps of defining the project
scope and objectives, followed by detailed planning and scheduling of tasks. The sequence starts with reviewing the project charter
(1) to understand the project's scope, objectives, and constraints. Next, building a Work Breakdown Structure (WBS) (9) helps in
organizing the team's work into manageable sections. Identifying all deliverables (2) clarifies the project's outcomes. Defining all
activities (8) mvolves listing the tasks required to produce the deliverables. Identifying the sequence of activities (3) and estimating
resources (7) and task dependencies (4) sets the groundwork for scheduling, Estimating the duration of each activity (6) is critical
before developing the final schedule (5), which combines all these elements into a comprehensive plan. This approach ensures a
structured and methodical progression from project initiation to execution.

References:

"A Guide to the Project Management Body of Knowledge (PMBOK Guide)," Project Management Institute

"Cyber Intelligence-Driven Risk," by Intel471

NEW QUESTION # 84

H&P, Inc. is a small-scale organization that has decided to outsource the network security monitoring due to lack of resources in the
organization. They are looking for the options where they can directly incorporate threat intelligence into their existing network
defense solutions.

Which of'the following is the most cost-effective methods the organization can employ?



A. Recruit data management solution provider

B. Look for an individual within the organization

C. Recruit the right talent

D. Recruit managed security service providers (MSSP)

Answer: D

NEW QUESTION # 85

Daniel is a professional hacker whose aimis to attack a system to steal data and money for profit. He performs hacking to obtain
confidential data such as social security numbers, personally identifiable information (PII) of an employee, and credit card
information. After obtaining confidential data, he further sells the information on the black market to make money.

Daniel comes under which of the following types of threat actor.

A. Organized hackers

B. State-sponsored hackers
C. Insider threat

D. Industrial spies

Answer: A

Explanation:

Daniel's activities align with those typically associated with organized hackers. Organized hackers or cybercrimmals work in groups
with the primary goal of financial gain through illegal activities such as stealing and selling data. These groups often target large
amounts of data, including personal and financial mformation, which they can monetize by selling on the black market or dark web.
Unlike industrial spies who focus on corporate espionage or state-sponsored hackers who are backed by nation-states for political
or military objectives, organized hackers are motivated by profit. Insider threats, on the other hand, come from within the
organization and might not always be motivated by financial gain. The actions described in the scenario-targeting personal and
financial information for sale-best fit the modus operandi of organized cybercriminal groups.

References:

ENISA (European Union Agency for Cybersecurity) Threat Landscape Report Verizon Data Breach Investigations Report
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