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H #43
How can a web application developer prevent Reflected XSS vulnerabilities?

¢ A. By encrypting session cookies

¢ B. By using client-side validation only

¢ C. By disabling JavaScript

¢ D. By encoding user input before displaying it

Ef#: D

HPH #44
What is the primary purpose of web application testing tools?


https://www.jpexam.com/GWAPT_exam.html
https://www.goshiken.com/GIAC/GWAPT-mondaishu.html
https://www.xhs1991.com/GWAPT.html
https://www.passtest.jp/GWAPT-mondaishuu.html

A. To enhance application load times

B. To detect physical vulnerabilities in network cables

C. To create user-friendly web application interfaces

D. To identify and exploit vulnerabilities in web applications

F
B

: D

HMA #45
What is the purpose of the "Content-Security-Policy" HTTP header?

A. To enable directory browsing

B. To allow cross-origin resource sharing

C. To enforce client-side encryption

D. To restrict the sources of content that can be loaded by the browser

Ef#: D

A #46
‘What techniques can attackers use in SQL injection attacks? (Choose two)

A. Using buffer overflow vulnerabilities

B. Injecting malicious SQL into query strings
C. Bypassing login forms

D. Exploiting DNS caching mechanisims

Ef#: B. C

B #47
What are typical signs of a successful brute-force attack? (Choose two)

A. Repeated logn failures in the logs

B. Outdated SSL certificates

C. Increased CPU utilization

D. Unauthorized access to restricted resources

IEf#E: AL D
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