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time to make your mark. Preparation of exam without effective materials is just like a soldier without gun. You will be feeling be
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CrowdStrike Certified Falcon Hunter Sample Questions (Q38-Q43):
NEW QUESTION # 38 
Which of the following is an example of a Falcon threat hunting lead?
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A. Security appliance logs showing potentially bad traffic to an unknown external IP address
B. A help desk ticket for a user clicking on a link in an email causing their machine to become unresponsive and have high
CPU usage
C. An external report describing a unique 5 character file extension for ransomware encrypted files
D. A routine threat hunt query showing process executions of single letter filename (e.g., a.exe) from temporary directories

Answer: D

Explanation:
A Falcon threat hunting lead is a piece of information that can be used to initiate or guide a threat hunting activity within the Falcon
platform. A routine threat hunt query showing process executions of single letter filename (e.g., a.exe) from temporary directories is
an example of a Falcon threat hunting lead, as it can indicate potential malicious activity that can be further investigated using Falcon
data and features. Security appliance logs, help desk tickets, and external reports are not examples of Falcon threat hunting leads, as
they are not directly related to the Falcon platform or data.

NEW QUESTION # 39 
What is the main purpose of the Mac Sensor report?

A. To provide a summary view of selected activities on Mac hosts
B. To provide vulnerability assessment for Mac Operating Systems
C. To provide a dashboard for Mac related detections
D. To identify endpoints that are in Reduced Functionality Mode

Answer: A

Explanation:
The Mac Sensor report is a pre-defined report that provides a summary view of selected activities on Mac hosts. It shows
information such as process execution events, network connection events, file write events, etc. that occurred on Mac hosts within a
specified time range. The Mac Sensor report does not identify endpoints that are in Reduced Functionality Mode, provide
vulnerability assessment for Mac Operating Systems, or provide a dashboard for Mac related detections.

NEW QUESTION # 40 
In the MITRE ATT&CK Framework (version 11 - the newest version released in April 2022), which of the following pair of tactics
is not in the Enterprise: Windows matrix?

A. Privilege Escalation and Initial Access
B. Impact and Collection
C. Reconnaissance and Resource Development
D. Persistence and Execution

Answer: C

Explanation:
Reconnaissance and Resource Development are two tactics that are not in the Enterprise: Windows matrix of the MITRE ATT&CK
Framework (version 11). These two tactics are part of the PRE-ATT&CK matrix, which covers the actions that adversaries take
before compromising a target. The Enterprise: Windows matrix covers the actions that adversaries take after gaining initial access to
a Windows system. Persistence, Execution, Impact, Collection, Privilege Escalation, and Initial Access are all tactics that are in the
Enterprise: Windows matrix.

NEW QUESTION # 41 
Event Search data is recorded with which time zone?

A. UTC
B. GMT
C. PST
D. EST

Answer: A



Explanation:
Event Search data is recorded with UTC (Coordinated Universal Time) time zone. UTC is a standard time zone that is used as a
reference point for other time zones. PST (Pacific Standard Time), GMT (Greenwich Mean Time), and EST (Eastern Standard
Time) are not the time zones that Event Search data is recorded with.

NEW QUESTION # 42 
Which of the following Event Search queries would only find the DNS lookups to the domain: www randomdomain com?

A. ComputerName=localhost DnsRequest "randomdomain com"
B. event_simpleName=DnsRequest DomainName=randomdomain com ComputerName=localhost
C. Dns=randomdomain com
D. event_simpleName=DnsRequest DomainName=www randomdomain com

Answer: D

Explanation:
This Event Search query would only find the DNS lookups to the domain www randomdomain com, as it specifies the exact event
type and domain name to match. The other queries would either find other events or domains that are not relevant to the question.
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