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GIAC Certified Incident Handler Sample Questions (Q285-Q290):
NEW QUESTION # 285 
Which of the following is a technique for creating Internet maps?
Each correct answer represents a complete solution. Choose two.

A. Object Relational Mapping
B. AS PATH Inference
C. Active Probing
D. Network Quota

Answer: B,C

NEW QUESTION # 286 
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Adam works as a Security Administrator for Umbrella Inc. A project has been assigned to him to test the network security of the
company. He created a webpage to discuss the progress of the tests with employees who were interested in following the test.
Visitors were allowed to click on a company's icon to mark the progress of the test. Adam successfully embeds a keylogger. He
also added some statistics on the webpage.
The firewall protects the network well and allows strict Internet access.
How was security compromised and how did the firewall respond?

A. Security was not compromised as the webpage was hosted internally.
B. The attack was Cross Site Scripting and the firewall blocked it.
C. Security was compromised as keylogger is invisible for firewall.
D. The attack was social engineering and the firewall did not detect it.

Answer: D

Explanation:
Section: Volume A

NEW QUESTION # 287 
Which of the following types of malware can an antivirus application disable and destroy?
Each correct answer represents a complete solution. Choose all that apply.

A. Rootkit
B. Virus
C. Crimeware
D. Worm
E. Trojan
F. Adware

Answer: A,B,D,E

Explanation:
Section: Volume B

NEW QUESTION # 288 
Firekiller 2000 is an example of a __________.

A. Security software disabler Trojan
B. Data sending Trojan
C. DoS attack Trojan
D. Remote access Trojan

Answer: A

NEW QUESTION # 289 
CORRECT TEXT
Fill in the blank with the appropriate word.
StackGuard (as used by Immunix), ssp/ProPolice (as used by OpenBSD), and Microsoft's /GS option use ______ defense against
buffer overflow attacks.

Answer:

Explanation:
canary

NEW QUESTION # 290
......
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