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¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying

FEY 2 1 and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-

scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to

determine accurate scoping for assessments

o CMMLC Assessient Process (CAP): This section of the exam measures the planning and execution skills

of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
ey 72 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

¢ CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.

FEY 23 Candidates must understand the finctions of entities such as the Department of Defense, CMMC-AB,

Organizations Seeking Certification, Registered Practitioners, and Certifiecd CMMC Professionals, as well

as how the ecosystem supports cybersecurity standards and certification.
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A contractor has implemented 1A.1.2-3.5.3: Multifactor Authentication practice for their privileged users, however, during the
assessment it was discovered that the OSC's standard users do not require MFA to access their endpoints and network resources.
‘What would be the BEST finding?

A. The process is running correctly.

B. Practice is NOT MET since the objective was not implemented.
C. The new acquisition is considered Specialized Assets.

D. It is out of scope as this is a new acquisition.

IEf#: B
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Understanding IA.1.2-3.5.3: Multifactor Authentication (MFA) RequirementThelA.L2-3.5.3practice, derived fromNIST SP 800-
171 (Requirement 3.5.3), requires thatmultifactor authentication (MFA) be implemented for both privileged and standard userswhen
accessing:

#Organizational endpoints(e.g,, laptops, desktops, mobile devices).

#Network resources(e.g., VPNs, internal systemns).

#Cloud services containing Controlled Unclassified Information (CUI).

Key Requirement for a "MET" RatingFor IA.L.2-3.5.3 to beMet, the organization must:

Require MFA for all privileged users(e.g., system administrators).

Require MFA for standard users accessing endpoints and network resources.

Implement MFA across all relevant systerns.

Sincestandard users do not require MFA in the OSC's current implementation, the practiceis not fully implementedand must be
ratedNOT MET.

A). The process is running correctly # Incorrect

MFA isonly applied to privileged users, but it isalso required for standard users. The process isnot fully implemented.

B). It is out of scope as this is a new acquisition # Incorrect

New acquisitionsimust still meet MFA requirementsif they handle CUI or network access.

C). The new acquisition is considered Specialized Assets # Incorrect

Specialized assets (e.g., [0T, legacy systems) may have alternative security controls, but standard users and endpointsmust still
comply with MFA.

D). Practice is NOT MET since the objective was not implemented # Correct MFA must be enabled for both privileged and
standard usersaccessing endpoints and network resources.

Since standard users are excluded, the practice sNOT MET.

Why is the Correct Answer "D" (Practice is NOT MET since the objective was not implemented)?

CMMC 2.0 Level 2 (Advanced) Requirements

Specifies thatMFA must be applied to all users accessing CUI and network resources.

NIST SP 800-171 (Requirement 3.5.3 - MFA Implementation)

Requires MFA forall user types, including privileged and standard users.

CMMC Assessment Process (CAP) Document

States that a practicemust be fully implemented to be considered MET. Partial implementation meansNOT MET.

CMMC 2.0 References Supporting This Answer.

A #111
‘Which document is the BEST source for determining the sources of evidence for a given practice?

A. CMMC Assessment Guide
B. CMMC Assessmment Scope
C. NISTSP 800-53

D. NISTSP 800-53A
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An Assessiment Team is reviewing a practice that is documented and being checked monthly. When reviewing the logs, the practice
is only being completed quarterly. During the interviews, the team members say they perform the practice monthly but only document
quarterly. Is this sufficient to pass the practice?

A. Yes,the practice is being done as documented.

B. No, the work is not being done as stated.

C. No, all three assessment methods must be met to pass.
D. Yes. the interview process is enough to pass a practice.

Ef#: C
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In many organizations, the protection of FCI includes devices that are used to scan physical documentation into digital form and print
physical copies of digital FCI. What technical control can be used to limit multi- finction device (MFD) access to only the systems
authorized to access the MFD?

A. Documentation showing MFD configuration

B. Single admmistrative account

C. Access lists only known to the I'T administrator
D. Virtual LAN restrictions

Ef#: D
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A C3PAO has completed a Limited Practice Deficiency Correction Evaluation following an assessment of an OSC. The Lead
Assessor has recommended moving deficiencies to a POA&M. but the OSC will remain on an Interim Certification. What is the
MINIMUM number of practices that must be scored as MET to initiate this course of action?

A. 88 practices
B. 110 practices
C. 100 practices
D. 80 practices

EfE: C

fi .-

TheLimited Practice Deficiency Correction Evaluationprocess occurs when anOrganization Seeking Certification (OSC)has
undergone aCMMC Level 2 Assessmentby aCertified Third-Party Assessment Organization (C3PAQO)and hasunresolved
deficienciesin some security practices.

According toCMMC 2.0 policy and DFARS 252.204-7021, OSCs can still achievelnterim Certificationif they meet theminimum
thresholdof security practices while addressing deficiencies through aPlan of Action & Milestones (POA&M).

* TheCMMC 2.0 Interim Rulestates that an OSCnust meet at least 100 out of 110 practicesto qualify for aBPOA&M-based
remediation.

* A maximum of 10 practices can be listed in the POA&Mfor later correction.

* Failure to meet at least 100 practices results in failing the assessment outright, requiring a full reassessment after remediation.
* The Lead Assessor can recommend POA&M placementonly if the OSC meets at least 100 practices.

* Less than 100 practices scored as MET means the OSC does not qualify for a POA&Mand mustretest completely.

* DFARS 252.204-7021 and CMMC 2.0 policiesconfirm the100-practice thresholdfor conditional certification.

* A. 80 practices (Incorrect)- Falls well below the 100-practice requirement.

* B. 88 practices (Incorrect)- Still below the POA&M eligibility threshold.

* D. 110 practices (Incorrect)- While meeting 110 practices would be idea, CMMC allows a POA&M option at 100 practices.
* The correct answer isC. 100 practices, as this meets themmimum threshold for POA&M-based Interim Certification.
References:

DFARS 252.204-7021 (CMMC Requirement Clause)

CMMC 2.0 Assessment Process (CAP) Guide

DoD CMMC 2.0 Policy Overview
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